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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q17-Q22):
NEW QUESTION # 17 
Which security principle is violated by running all processes as root or administrator?

A. principle of least privilege
B. role-based access control
C. separation of duties
D. trusted computing base

Answer: A

Explanation:
Running all processes as root or administrator violates the principle of least privilege, which states that users and processes should be
granted only the minimum permissions necessary to perform their specific role or function within an organization. Running all
processes as root or administrator gives them full access and control over the system, which increases the risk of unauthorized
actions, malicious attacks, and accidental errors. It also makes it easier for attackers to escalate their privileges and compromise the
system. Reference:
Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) v1.0, Module 1: Security Concepts, Lesson 1.2: Security
Principles Cisco Certified CyberOps Associate Overview, Exam Topics, 1.1 Explain the CIA triad

NEW QUESTION # 18 
Which element is included in an incident response plan as stated m NIST SP800-617

A. security of sensitive information
B. individual approach to incident response
C. approval of senior management
D. consistent threat identification

Answer: D

NEW QUESTION # 19 
An analyst is exploring the functionality of different operating systems.
What is a feature of Windows Management Instrumentation that must be considered when deciding on an operating system?

A. queries Linux devices that have Microsoft Services for Linux installed
B. deploys Windows Operating Systems in an automated fashion
C. is an efficient tool for working with Active Directory
D. has a Common Information Model, which describes installed hardware and software

Answer: D

Explanation:
Windows Management Instrumentation (WMI) provides a unified way for users to request system information, including hardware
and software inventory data. The Common Information Model (CIM) is an open standard that defines how managed elements in an
IT environment are represented as a common set of objects and relationships between them. References:
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4
/admin_guide/b_ise_admin_guide_24/b_ise_admin_guide_24_new_chapter_01100.html

NEW QUESTION # 20 
Refer to the exhibit.
Which technology produced the log?

A. antivirus
B. IPS/IDS
C. firewall



D. proxy

Answer: B

Explanation:
The log in the exhibit is generated by an Intrusion Prevention System (IPS) or Intrusion Detection System (IDS). It contains
information about a TCP connection attempt, including the source IP address, destination IP address, and other details related to the
connection. The presence of "TCP MISS" indicates that the system detected an anomaly or potential threat during the connection
attempt. Reference:= Cisco Cybersecurity Operations Fundamentals

NEW QUESTION # 21 
Refer to the exhibit.

What is the potential threat identified in this Stealthwatch dashboard?

A. Host 152.46.6.91 is being identified as a watchlist country for data transfer.
B. Host 10.201.3.149 is receiving almost 19 times more data than is being sent to host 152.46.6.91.
C. Traffic to 152.46.6.149 is being denied by an Advanced Network Control policy.
D. Host 10.201.3.149 is sending data to 152.46.6.91 using TCP/443.

Answer: B

NEW QUESTION # 22
......
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