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HP#53

You are deploying a multitier FortiSwitch topology with redundant links between access and aggregation switches. The team is
considering Multiple Spanning Tree Protocol (MSTP) to manage spanning tree across muitiple VLANSs. Which two Rapid STP
(RSTP) features would be useful in this deployment to ensure fast convergence and predictable port roles? (Choose two answers)

A. The rules for determining port roles

B. Automatic VLAN assignment

C. The process for selecting the root bridge
D. Recalculating paths after a topology change

iEﬁ: A\ C

TR

According to theFortiSwitchOS 7.6 Admmnistration Guideand theFortiSwitch 7.6 Study Guide, Multiple Spanning Tree Protocol
(MSTP) is built directly upon the foundations ofRapid Spanning Tree Protocol (RSTP), inheriting its mechanisis for fast
convergence and fault recovery. 12 In a multitier deployment (Access, Aggregation, and Core)3, theprocess for selecting the root
bridge (Option A)is a findamental RSTP feature that MSTP utilizes to create a stable and predictable logical topologdy. By
configuring the Bridge ID (priority and MAC address), administrators can manually ensure that the aggregation or core switches act
as the Root Bridge for specific MST instances. This placement is critical for ensuring that traffic follows the most efficient physical
paths and that high-bandwidth aggregation links are utilized effectively rather than blocked by suboptimal root selection.
Furthermore, therules for determining port roles (Option D)are essential for achieving the "Rapid" part of the protocol. RSTP/MSTP
defines specific port roles such asRoot, Designated, Alternate, andBackup. Unlike legacy STP, which relies on slow listening and
learning timers, RSTP uses the Alternate and Backup roles to identify secondary paths that are already in a "blocking” state but
ready to transition to "forwarding” immediately through a proposal/agreement handshake if a primary link fails. This mechanism
allows for sub- second convergence times in redundant multitier environments. While Option B (recalculating paths) occurs, it is the
role-based synchronization process that characterizes the modern protocol's speed, making A and D the most relevant "useful
features" for predictability and speed in this context.
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HR #54
Which two statements about DHCP snooping enabled on a FortiSwitch VLAN are true? (Choose two.)

A. By default, all FortiSwitch ports are set to forward client DHCP requests to untrusted ports.

B. Settings related to DHCP option 82 are only configurable through the CLI

C. Enabling DHCP snooping on a FortiSwitch VLAN ensures requests and replies are seen by all DHCP servers.

D. switch-controller-dhcp-snooping-verify-mac verifies the destination MAC address to protect against DHCP exhaustion
attacks.

_EE%: B\ D

TR

* Switch-controller-dhcp-snooping-verify-mac verifies the destination MAC address to protect against DHCP exhaustion attacks
(B): This feature of DHCP snooping helps prevent DHCP exhaustion attacks by ensuring that the destination MAC addresses in
DHCP packets match the MAC addresses learned by the switch. This check helps prevent attackers from overwhelming the DHCP
server with requests from spoofed MAC addresses.

* Settings related to DHCP option 82 are only configurable through the CLI (D): DHCP Option 82 is used for "agent information,"
and it's typically used in network environments where additional information between DHCP clients and servers is necessary for
policy and billing purposes.

Configuration of these settings in FortiSwitch is only available through the Command Line Interface (CLI), not the Graphical User
Interface (GUI).

B #55

(Full question statement start from here)

You are planning to deploy FortiSwitch devices on your network. Your goal is to simplify management and ensure integration with
the Security Fabric. Which deployment approach should you choose? (Choose one answer)

A. Manage FortiSwitch from FortiManager for large-scale enterprise deployments.
B. Manage FortiSwitch on FortiGate using FortiLink.

C. Use FortiEdge Cloud for centralized management with advanced analytics.

D. Use the FortiSwitch-Manager device for centralized management.

IEf#: B

e«

Fortinet's recommended approach for simplified management and full Security Fabric integration is to manage FortiSwitch devices
directly from a FortiGate using FortiLink. According to the FortiOS 7.6 and FortiSwitchOS 7.6 documentation, FortiLink enables
FortiGate to act as the centralized controller for all connected FortiSwitch units, providing seamless integration between switching,
routing, and security services.

When FortiSwitch is managed through FortiGate with FortiLink, the switches become native members of the Security Fabric. This
allows FortiGate to centrally define VLANS, enforce Layer 2 and Layer 3 security policies, control inter- VLAN routing, apply
NAC and quarantine actions, and provide end-to-end visibility across users, devices, and applications. Inter-VLLAN traffic is routed
and inspected by FortiGate, ensuring consistent policy enforcement and logging,

FortiLink management significantly reduces operational complexity by eliminating the need for separate switch management
platforms. Configuration, firmware upgrades, monitoring, troubleshooting, and topology visualization are all performed from the
FortiGate GUI or CLI. This tightly ntegrated model is specifically designed for branch, campus, and mid-sized enterprise
deployments that prioritize simplicity, security consistency, and operational efficiency.

The other options do not meet the stated objective. FortiSwitch-Manager is not a current management solution, FortiManager is
mtended for large-scale multi-device orchestration rather than direct Security Fabric integration, and FortiEdge Cloud focuses on
cloud-based management without native FortiGate security enforcement.

Therefore, to simplify management and ensure full Security Fabric integration, the correct and filly verified choice is D. Manage
FortiSwitch on FortiGate using FortiLink.

HH #56

(Full question staterment start from here)

You enable Dynamic Host Configuration Protocol (DHCP) snooping on a VLAN and configure a FortiSwitch port astrustedfor
DHCP snooping. What additional step is required to configure the port as trusted for Dynamic ARP Inspection (DAI)? (Choose one



answer)

A. Manually set the port as trusted for DAI through the CLL
B. Enable static MAC learning on the port.

C. Enable IP Source Guard (IPSG) on the port.

D. DAI implicitly trusts the port.

Ef#: D

B #57
Which interfaces on FortiSwitch send out FortiLink discovery frames by default in order to detect a FortiGate with an enabled
FortiLink mterface?

¢ A. No ports are enabled by default for auto-discovery. This must be configured under config switch interface.
¢ B. The ports with auto-discovery enabled by default are dependent upon the FortiSwitch model.

e C. Allports have auto-discovery enabled by default.

e D. The last four switch ports on FortiSwitch have auto-discovery enabled by default.

EfE: C

A :

* Fortinet FortiLink Protocol:The FortiLink protocol is Fortinet's proprietary mechanism for managing FortiSwitch units froma
FortiGate firewall. It simplifies configuration and security policy enforcement across the connected network devices.

* Auto-Discovery:FortiLink's auto-discovery feature means that by default, all ports on a FortiSwitch will actively send out
discovery frames. This allows them to locate a FortiGate device that has a FortiLink mterface enabled, streamlining the device
management process.

* No Configuration Needed:You don't have to manually configure individual ports for FortiLink discovery on FortiSwitch devices.
References

* FortiSwitchOS FortiLink Guide (FortiSwitch Devices Managed by FortiOS 7.2)Refer to pages 13 and 14 for details on zero-
touch management and FortiLink configuration. [https:/fortinetweb.s3.

amazonaws.convdocs. fortinet.com/v2/attachments/2 7£63¢72-b083-11ec-9fd1-fa163e15d75b
/FortiSwitchOS-7.2.0-FortiLink Guide%E2%80%94FortiSwitch Devices Managed by FortiOS 7.2.

pdf]
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