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¢ Rules and Routing: This section addresses configuring SD-WAN rules and routing policies to control and
bEY 71 direct traffic flow across different finks.

e Secure Internet Access (SIA) and Secure SaaS Access (SSA): This section focuses on implementing

ey 72 security profiles for content inspection and deploying compliance rules to managed endpoints.
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¢ Analytics: This domain covers analyzing SD-WAN and FortiSASE logs to monitor traffic behavior, identify
bEY 73 security threats, and generate reports.

¢ Decentralized SD-WAN: This domain covers basic SD-WAN implementation including configuring
ey 74 members, zones, and performance SLAs to monitor network quality.

. ¢ SASE Deployment: This domain covers FortiSASE administration settings, user onboarding methods, and
ey 75 integration with SD-WAN inffastructure.

>>NSE5_SSE AD-7.6%& #% 2 Bk <<

B O FEHNSES_SSE_AD-7.6E - ZEH & BRABRO Y — 4 — & &l
PDF Fortinet Fortinet NSE 5 - FortiSASE and SD-WAN 7.6 Core
Administrator

BIXIOABET LS, $<CICNSE SSE AD-7.64 4 FhL Y b X7 u—FTE&ET. XIOREFCE
TT3L, 10~ISTYRAT LA EEENTA—VAREEE T, 20K, Y>¥ 2% 7Yy sl Tr/ZAVT
3. V7 by 7 %L TNSES SSE AD-7.6preph L >~ b # ¢ W% B T & &£ ¥, FA7z B Fortinet

ODNSES SSE AD-7.67 A M6 & > TREOEE 2R T 220 o<l HHHIWABRT K
NSE5 SSE AD-7.6¥{EQM %2 eHNTEZ0T, BALERTY. L -> T, FHLEBAIEEEC
Eo TEFICEETHENTY

Fortinet NSE 5 - FortiSASE and SD-WAN 7.6 Core Administrator &2 5
NSE5 SSE_AD-7.6 s BB (Q19-Q24):

B #19
Which two delivery methods are used for installing FortiClient on a user’s laptop? (Choose two.)

A. Configure automatic installation through an API to the user's laptop.

B. Download the installer directly from the FortiSASE portal.

C. Send an mvitation email to selected users containing links to FortiClient installers.
D. Use zero-touch installation through a third-party application store.

Ef#: B. C

fiR .-

Download from the FortiSASE portal: Admnistrators can provide users with access to the FortiSASE portal where they can
directly download a pre-configured installer. This installer is uniquely tied to the organization's SASE instance, ensuring the client
automatically registers to the correct cloud EMS upon installation.

Invitation Email: This is the most common administrative method. The FortiSASE portal (via its integrated EMS) allows
administrators to send an invitation email to specific users or groups. This email contains direct download links for various operating
systems (Windows, macOS, Linux) and the necessary nvitation code for zero-touch registration.

R #20
You want FortiGate to use SD-WAN rules to steer ping local-out traffic. Which two constraints should you consider? (Choose
two.)

A. You can steer local-out traffic only with SD-WAN rules that use the manual strategy.

B. You must configure each local-out feature individually to use SD-WAN.

C. By default, FortiGate uses SD-WAN rules only for local-out traffic that corresponds to ping and traceroute.
D. By default, FortiGate uses SD-WAN rules only for local-out traffic that corresponds to ping and traceroute.

EM#E: B. D

A -
In theSD-WAN 7.6 Core Administratorcurriculum, steering "local-out” traffic (traffic generated by the FortiGate itself, such as DNS
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queries, FortiGuard updates, or diagnostic pings) requires specific configuration because this traffic follows a different path than
"forward" traffic.

* Individual Configuration (Option A): By default, local-out traffic bypasses the SD-WAN engine and uses the standard system
routing table (RIB/FIB). To use SD-WAN rules for specific features like DNS or RADIUS, you nmust individually enable the sdwan
nterface-select-method within that feature's configuration (e.g., config system dns or config user radius).

* Default Steerable Traffic (Option B): In FortiOS 7.6, while most local-out traffic is excluded from SD-WAN by default, the
system is designed so that when SD-WAN is active, it primarily considers SD- WAN rules for specific diagnostic local-out traffic-
spectficallypingandtraceroute-to allow administrators to verify path quality using the same logic as user traffic.

Why other options are incorrect:

* Option C: Local-out traffic can be steered using any SD-WAN strategy (Manual, Best Quality, etc.), provided the interface-
selection-method is set to sdwan.

HE#21
How does the FortiSASE security dashboard facilitate vulnerability management for FortiClient endpoints?

e A It provides a vulnerability summary, identifies affected endpoints, and supports automatic patching for eligible
vulnerabilities.

e B. It displays only critical vulnerabilities, requires manual patching for all endpoints, and does not allow viewing of affected
endpoints.

e C. It automatically patches all vulnerabilities without user intervention and does not categorize vulnerabilities by severity.

e D. It shows vulnerabilities only for applications and requires endpoint users to manually check for affected endpoints.

EfE: A
A -

The FortiSASE security dashboard presents a full vulnerability summary, shows which endpoints are affected, and supports
autormatic patching for vulnerabilities that are eligible for automated remediation.

HR #22
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An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to the 10.0.0.0/8
network. The administrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1-VPN1. However, the traffic
is routed over HUB1-VPN3.

Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose
two.)

e A. HUBI-VPNS3 has a higher member configuration priority than HUB1-VPNI.
e B. HUBI-VPN3 has a lower route priority value (higher priority) than HUB1-VPNI1.



¢ (. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device.
¢ D. HUBI-VPNI does not have a valid route to the destination.

Eﬁ: B\ D
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According to theSD-WAN 7.6 Core Administratorcurriculum and the diagnostic outputs shown in the exhibit, the reason traffic is
steered toHUB1-VPN3instead of the expectedHUB1-VPN1(defined in SD-WAN rule ID 1) can be explained by two core routing
principles in FortiOS:

* Valid Route Requirement (Option A): In thediagnose sys sdwan service 4output (which corresponds to Rule ID 1), it shows the
rule has membersHUB1-VPN1,HUB1-VPN2, andHUB1-VPN3. A key principle of SD-WAN steering is that for a member to be
"selectable" by a rule, itmust have a valid route to the destinationin the routing table (RIB/FIB). If the routing table output (the third
section of the exhibit) shows a route to 10.0.0.0/8 viaHUB1-VPN3butnotthroughHUB1-VPN1, the SD-WAN engine will skip
HUBI-VPNI entirely because it is considered a "non-reachable" path for that specific destination.

* Policy Route Precedence (Option D): In the FortiOS route lookup hierarchy,Regular Policy Routes (PBR)are evaluatedbeforeSD-
WAN rules. If an administrator has configured a traditional Policy Route (found underNetwork > Policy Routes) that matches traffic
destined for 10.0.0.0/8 and specifiesHUBI1- VPN3as the outgoing interface, the FortiGate will forward the packet based on that
policy route and will never evaluate the SD-WAN rulesfor that session. This "bypass" occurs regardless of whether the SD- WAN
rule would have chosen a "better" link.

Why other options are incorrect:

* Option B: While member configuration priority (cfg_order) is a tie-breaker in some strategies, the SD- WAN rule logic is only
applied if the routing table allows it or if a higher-priority policy route doesn't intercept the traffic first.

* Option C: Lower route priority (which means higher preference in the RIB) affects thelmplicit Rule (standard routing). However,
SD-WAN rules are designed tooverrideRIB priority for matching traffic.

IfHUBI-VPNI was a valid candidate and no Policy Route existed, the SD-WAN rule would typically ignore RIB priority to
enforce its own steering strategy.

B #23
The IT team is wondering whether they will need to continue using MDM tools for future FortiClient upgrades.
What options are available for handling future FortiClient upgrades?

¢ A. A newer FortiClient version will be auto-upgraded on demand.

¢ B. FortiClient will need to be manually upgraded.

¢ C. Enable the Endpoint Upgrade feature on the FortiSASE portal.

e D. Perform onboarding for managed endpoint users with a newer FortiClient version.

EfE: C

fiR .-

For future FortiClient upgrades, especially within a FortiSASE environment, the best option is to enable the Endpoint Upgrade
feature on the FortiSASE portal, allowing administrators to configure upgrade rules for endpoint groups, which automates the
process and reduces reliance on MDM tools for simple version updates. While manual upgrades or onboarding with newer versions
are possibilities, the dedicated FortiSASE Endpoint Upgrade feature is designed for controlled, large-scale, automated updates,
making it the most efficient choice.

B #24
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