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PREREQUISITES & CERTIFICATION PATH

*Prerequisite: JNCIA-SEC (or equivalent security foundational
knowledge)

Security Track Hierarchy (Juniper):
« JNCIA-SEC (Associate)
« JNCIS-SEC (Specialist) — JNO0-336
* JNCIP-SEC (Professional)
+ JNCIE-SEC (Expert)

¥ The transition from JNO-335 to JNO-336 ensures the certification
stays current with modern security practices and devices
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Q86):

E R #81

Exhibit

You just finished setting up your command-and-control (C&C) category with Juniper ATP Cloud. You notice that all of the feeds
have zero objects in them.

Which statement is correct in this scenario?

e A, Use the commit full command to start the download.

e B. The security intelligence policy must be configured; on a unified security policy
e C. Set the maximum C&C entries within the Juniper ATP Cloud GUI.

e D. No action is required, the feeds take a few minutes to download.

IEf@E: D

AR :

According to the Juniper Networks JNCIS-SEC Study Guide, when you set up your command-and- control (C&C) category with
Juniper ATP Cloud, all of the feeds will initially have zero objects in them.

This is normal, as it can take a few minutes for the feeds to download. No action is required in this scenario and you will notice the
feeds start to populate with objects once the download is complete.
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R #82
Which two statements are correct about the fab interface in a chassis cluster? (Choose two.)

¢ A. Heartbeat signals sent on the fab interface monitor the health of the control plane link.

¢ B. Inan active/active configuration, inter-chassis transit traffic is sent over the fab interface.

¢ (. Real-time objects (RTOs) are exchanged on the fab interface to maintain session synchronization.
¢ D. The fab interface enables configuration synchronization.

IE%: B\ C

iR

The fab interface is a fabric link that connects the two nodes in a chassis cluster. A chassis cluster is a high-availability feature that
groups two identical SRX Series devices into a cluster that acts as a single device.

The fab interface has two functions:

Real-time objects (RTOs) are exchanged on the fab interface to maintain session synchronization: RTOs are data structures that
store information about active sessions, such as source and destination IP addresses, ports, protocols, and security policies. RTOs
are exchanged between the nodes on the fab interface to ensure that both nodes have the same session information and can take
over the traffic in case of a failover.

In an active/active configuration, inter-chassis transit traffic is sent over the fab interface: In an active/active configuration, both nodes
in a cluster can process traffic for different redundancy groups (RGs). RGs are collections of interfaces or services that fail over
together from one node to another. If traffic needs to transit from one RG to another RG that is active on a different node, it is sent
over the fab interface.

Reference: = Configuring Chassis Clustering on SRX Series Devices, Chassis Cluster Redundancy Groups, Chassis Cluster Data
Plane

P #83
You want to be alerted if the wrong password is used more than three times on a single device within five minutes.
‘Which Juniper Networks solution will accomplish this task?

A. Juniper Secure Analytics

B. Juniper Identity Management Service
C. Adaptive Threat Profiling

D. Intrusion Prevention System

EfE: A

fi .-

The Juniper Networks solution that will accomplish the task of alerting if the wrong password is used more than three times on a
single device within five minutes is Juniper Secure Analytics (JSA). JSA is a security intelligence platform that collects, analyzes, and
correlates network data from various sources, such as firewalls, routers, switches, servers, and applications. JSA can detect and
respond to threats, anomalies, and vulnerabilities in real time using rules, offenses, reports, and dashboards. JSA can also integrate
with JIMS (Juniper Identity Management Service) to obtain user identity information from Active Directory domains or syslog
sources. JSA can use this information to create custom rules that trigger offenses or alerts based on user behavior or activity, such as
failed login attempts or password changes.

Reference: = Juniper Secure Analytics Troubleshooting Guide, Juniper Identity Management Service User Guide

H #84
Which solution enables you to create security policies that include user and group information?

A. Network Director
B. JIMS

C. ATP Appliance
D. NETCONF

EM: B
L

The solution that enables you to create security policies that include user and group information is JIMS (Juniper Identity
Management Service). JIMS collects and maintains a large database of user, device, and group information from Active Directory



domains or syslog sources, and enables SRX Series devices to rapidly identify thousands of users in a large, distributed enterprise.
With JIMS, you can create security policies that include user and group nformation, and enforce user-based access control policies
to protect network resources.

HP #85

Exhibit

You are asked to track BitTorrent traffic on your network. You need to autommatically add the workstations to the

High Risk Workstations feed and the servers to the BitTorrent Servers feed automatically to help mitigate future threats.
‘Which two commands would add this functionality to the FindThreat policy? (Choose two.)

SNnw»
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