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Consider an advanced XSOAR threat intelligence scenario where you need to implement a 'kill chain stage' attribute for indicators,
which is dynamically determined based on external context and used to prioritize responses. You receive a daily JSON feed of
indicators. If'an indicator's 'source_context' field contains "initial access', it should be tagged as 'Reconnaissance'. If it contains
'persistence_mechanisim, it should be tagged as 'Persistence’. If 'lateral movement tool, it's 'Lateral Movement'. This custom
attribute, once set, should influence the severity of any incident created from this indicator. Which XSOAR objects and code snippet
best exemplify how to achieve this dynamic tagging and incident severity influence?

¢ A. XSOAR Objects: 'Indicator Type', 'Indicator Layout', 'Scheduled Job'. Code Snippet for Scheduled Job's Automation:
¢ B. XSOAR Objects: 'Indicator Mapper', 'Indicator Type', 'Incident Field'. Code Snippet for Mapper:

¢ (. XSOAR Objects: '"Threat Intelligence Feed' (for JSON ingestion), 'Indicator Playbook’, 'Custom Indicator Field'. Code
Snippet for Indicator Playbook Automation (e.g., Python script task):

¢ D. XSOAR Objects: 'Indicator Layout', 'Incident Pre-Process Rule', ' Automation Script'. Code Snippet for Automation
Script (part of Pre-Process Rule):

¢ E. XSOAR Objects: 'Playbook’, '"Manual Task', 'Dashboard'. No code snippet, as this would involve manual analysis of each
indicator after ingestion to assign a kill chain stage, followed by manual update of incident severity based on human judgment.
Dashboards would display the manually assigned stages.

Answer: C

Explanation:

Option B is the most robust and XSOAR-idiomatic way to achieve dynamic custom indicator field assignment and subsequent
ncident severity influence, particularly for complex conditional logic that goes beyond simple lookups or direct mappings. 'Threat
Intelligence Feed' : Essential for ingesting the daily JSON feed. 'Indicator Playbook' : This is triggered upon ingestion of new
indicators. It's the ideal place to run automation that enriches and modifies indicators. 'Custom Indicator Field' : You'd define a
custom indicator field, e.g,, 'killChainPhase' (as shown in the snippet), to store this dynamic attribute. Python script task within the
Indicator Playbook : This script can contain the sophisticated logic to parse the 'source context' and assign the correct
'killChainPhase' . After setting the 'killChainPhase' in the indicator object, the "setindicator' command (or 'demisto.updatelndicator’
for newer versions) is used to persist this custom field back to the indicator. Subsequent Incident Creation Playbook : When an
mcident is created from this enriched indicator, the incident creation playbook can then read the 'indicator.killChainPhase' field and
use it to set the incident's severity or other relevant incident fields. Option A's Mapper 'lookup' transformer is generally for sinpler,
direct mappings. While it can map one field to another based on exact matches, the 'source _context' being a substring match
(‘contains') makes a custom script more flexible and reliable for this dynamic logic. Also, directly mapping "indicator.killchainstage' to
"incident.severity' in a layout often assumes a direct 1:1 relationship, whereas a playbook allows for more nuanced severity mapping
(e.g., Reconnaissance could be medium, Lateral Movement high). Option C runs on incident creation, not indicator
ingestion/enrichment. Option D is a scheduled job, not immediate, and uses tags, which is less structured than a dedicated custom
field. Option E is entirely manual and not scalable or automated.

NEW QUESTION # 45
What is required to enable ingestion of on-premises firewall logs into Cortex XDR?

A. Broker VM

B. Cloud Identity Engine
C. API

D. PAN-OS content pack

Answer: A

Explanation:

To get logs from on-premises hardware into the cloud-native Cortex Data Lake, a "bridge" is required. This is the role of the Broker
VM.

* Local Collector: The Broker VM is a virtual machine (running on ESXi or Hyper-V) that sits inside your local network. It acts as a
local syslog server, NetFlow collector, or Windows Event collector.

* Secure Forwarding; It receives the raw logs from on-premises Firewalls, compresses and encrypts them, and then securely
uploads them to the Cortex Data Lake.

* Management: It also serves as a proxy for the Cortex XDR agents and helps with tasks like Local Scanning and Directory Sync.
Without the Broker VM, on-premises firewalls that cannot natively reach the cloud would have no way to contribute their data to the



XDR "stitching” process.

NEW QUESTION # 46
A company has a highly segmented network where the Cortex XSOAR server cannot directly communicate with an on-premises
mail server. Which component should be deployed in the mail server's segment to facilitate integration?

A. Broker VM

B. Cortex Gateway
C. XSOAR Proxy
D. XSOAR Engine

Answer: D

Explanation:

In Cortex XSOAR architecture, the Cortex XSOAR Engine is the dedicated component used to extend the platformi's reach into
remote or restricted network segments.

* Remote Execution: The Engine is installed in the remote segment and establishes an outbound connection to the main XSOAR
server. It then executes integration commands (like checking mailboxes or querying Active Directory) locally within that segment.

* Security: This architecture avoids the need to open multiple imbound ports through internal firewalls, adhering to the "Secure-by-
Design" principle.

* Note on Broker VM: While the Broker VM is used for Cortex XDR/XSIAM log ingestion, the Engine is the specific terminology
for the XSOAR remote execution component.

NEW QUESTION # 47
Which component of Cortex XDR is designed to detect insider threats?

A. Cloud Identity Engine
B. Host Insights

C. Forensics

D. Identity Analytics

Answer: D

Explanation:

Identity Analytics (formerly part of the Magnifier module) is specifically designed to identify stealthy attacks that traditional signature-
based tools miss, such as insider threats , credential theft, and lateral movement.

* Behavioral Baselining; It uses Machine Learning to create a "baseline” of normal behavior for every user and entity in the network.
It tracks who they usually communicate with, what time they log in, and what resources they typically access.

* Anomaly Detection: Ifa user suddenly begins accessing sensitive servers they've never touched before or starts transferring large
amounts of data to an unusual external IP, Identity Analytics flags this as a

"User Behavioral Analytics" (UBA) alert.

* Focus on Identity: Unlike Host Insights (which looks at vulnerabilities) or Forensics (which looks at disk artifacts), Identity
Analytics focuses purely on the actions of the user account to find malicious intent.

NEW QUESTION # 48

An incident response team is investigating a potential data exfiltration attempt detected by Cortex XDR. The XDR Story involves a
user's web browser (‘chrome.exe') interacting with a suspicious file upload service, followed by a large volume of outbound traffic
originating from 'chrome.exe'. The Security Operations Professional uses the Causality View to understand the full scope. Which of
the following statements accurately describe how the Causality View helps in confirming the data exfiltration and identifying its
source, and why it's superior to traditional SIEM log analysis for this scenario?

e A. The Causality View automates the generation of a legally admissible report documenting the exfiltration, thus reducing the
burden on the incident response team.

e B. It exclusively focuses on network flow data (NetFlow/IPFIX) from the firewall, showing only the destination IP and port of
the exfiltration, which is sufficient for identification.

e (. The Causality View automatically re-creates the original data file that was exfiltrated for forensic analysis, eliminating the
need to search the endpoint.



¢ D. It visualizes the precise sequence: user action (e.g., clicking a link), 'chrome.exe' initiating the connection, the specific URL
accessed for upload, any files accessed or read by 'chrome.exe' prior to the upload, and the volume of data transferred,
consolidating diverse events into a single, actionable timeline. This is superior to SIEM where these events might be disparate
and lack direct correlation without extensive manual effort.

¢ E. The Causality View provides real-time packet capture of all 'chrome.exe' traffic, allowing direct inspection of the exfiltrated
data content.

Answer: D

Explanation:

Confirming data exfiltration requires understanding the entire chain of events leading to the data leaving the network. Option B
accurately describes how the Causality View achieves this. It provides a holistic, visual timeline that integrates: 1. User Action/Initial
Trigger: How the browser session began (e.g., phishing link clicked, direct navigation). 2. Process Activity: 'chrome.exe' initiating the
connection. 3. Specific URL: The exact destination where data was uploaded. 4. File Access: Crucially, any local files that
'chrome.exe' accessed or read before the large outbound transfer. This links the specific data accessed on the endpoint to the
exfiltration event. 5. Data Volume: While not the only factor, high data volume provides strong indicators. This unified, correlated
view across process, network, and file events within a single interface is a significant advantage over traditional SIEMs, where these
events often reside in disparate log sources requiring complex queries and manual correlation across different data types, making it
much harder to build a cohesive narrative of the exfiltration event. Options A, C, D, and E describe functionalities that are either not
native to the Causality View or misrepresent its primary benefits.

NEW QUESTION # 49
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