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M #138
To support an organization's goals, an IS department should have:

e A long- and short-range plans.
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¢ B. leading-edge technology.
e C. plans to acquire new hardware and software.
¢ D. a low-cost philosophy.

EfE: A

RN -

Section: Protection of Information Assets

Explanation:

To ensure its contribution to the realization of an organization's overall goals, the IS department should have long- and short-range
plans that are consistent with the organization's broader plans for attaining its goals. Choices A and C are objectives, and plans
would be needed to delineate how each of the objectives would be achieved. Choice D could be a part of the overall plan but would
be required only if hardware or software is needed to achieve the organizational goals.

B #139

A web proxy server for corporate connections to external resources reduces organizational risk by:

A. providing multi-factor authentication for additional security.
B. providing faster response than direct access.

C. load balancing traffic to optimize data pathways.

D. anonymizing users through changed IP addresses.

Ef: D

ER #140
Which of the following provides the MOST useful information regarding an organization's risk appetite and tolerance?

e A Risk register
¢ B. Risk profile

¢ C. Audit reports
¢ D. Gap analysis

IEf#: B

fi .-

Explanation

The most useful information regarding an organization's risk appetite and tolerance is provided by its risk profile, as this is a
document that summarizes the key risks that the organization faces, the potential impacts and likelihoods of those risks, and the
acceptable levels of risk exposure for different objectives and activities.

A gap analysis is a tool that compares the current state and the desired state of a process or a system, and identifies the gaps that
need to be addressed. Audit reports are documents that present the findings, conclusions, and recommendations of an audit
engagement. A risk register is a tool that records and tracks the identified risks, their causes, their consequences, and their mitigation
actions. References: CISA Review Manual (Digital Version), Chapter 2: Governance and Management of IT, Section 2.1: IT
Governance

R #141
Which of the following can only be provided by asymmetric encryption?

A. 256-brt key length
B. Data availability

C. Nonrepudiation

D. Information privacy

Ef: C

A -
Explanation
The only thing that can be provided by asymmetric encryption is nonrepudiation. Nonrepudiation is the ability to prove that a



message or transaction was originated or authorized by a specific party. Asymmetric encryption uses a pair of keys: a public key and
a private key. The public key can be shared with anyone, while the private key is kept secret by the owner. If a message is
encrypted with the sender’s private key, only the sender's public key can decrypt it. This proves that the message was sent by the
sender and not by anyone else.

This is called digital signature and it provides nonrepudiation. Asymetric encryption can also provide information privacy by
encrypting a message with the receiver's public key, so that only the receiver's private key can decrypt it. However, information
privacy can also be provided by symmetric encryption, which uses a single key to encrypt and decrypt messages. References:

CISA Review Manual (Digital Version), Chapter 5, Section 5.21

CISA Online Review Course, Domain 3, Module 2, Lesson 12

HH #142
The MOST appropriate person to chair the steering committee for an enterprise-wide system development should be the:

A. project manager

B. IS director

C. executive level manager
D. business analyst

EfE: C
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