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HA #45

A BIG-IP Admnistrator configures remote authentication and needs to ensure that users can still log in even when the remote
authentication server is unavailable. Which action should the BIG-IP Admmnistrator take in the remote authentication configuration to
meet this requirement? (Choose one answer)

A. Enable the Fallback to Local option

B. Configure a second remote user directory
C. Configure a remote role group

D. Set partition access to All

EfE: A

fEE N -

Although remote authentication (LDAP, RADIUS, TACACS+) is a control-plane / management-plane feature, it directly affects
availability and resiliency of administrative access, which is a critical operational HA consideration.

How BIG-IP Remote Authentication Works:

* BIG-IP can authenticate administrators against:

* LDAP

* RADIUS

* TACACS+

* When remote authentication is enabled, BIG-IP by default relies on the remote server for user authentication

* Ifthe remote authentication server becomes unreachable, administrators may be locked out unless fallback is configured Why
"Fallback to Local" Is Required:

The Fallback to Local option allows BIG-IP to:

* Attempt authentication against the remote authentication server first

* Ifthe remote server is unreachable or unavailable, fall back to:

* Local BIG-IP user accounts (admin, or other locally defined users)

This ensures:

* Continuous administrative access

* Safe recovery during:

* Network outages

* Authentication server failures

* Maintenance windows

This behavior is explicitly recommended as a best practice in BIG-IP administration to avoid loss of management access.
Why the Other Options Are Incorrect:

* A. Configure a second remote user directory


https://www.certshiken.com/F5CAB2-shiken.html
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* Provides redundancy only if both directories are reachable

* Does not help if remote authentication as a whole is unavailable

* B. Configure a remote role group

* Maps remote users to BIG-IP roles

* Does not affect authentication availability

* D. Set partition access to "All"

* Controls authorization scope after login

* Has no impact on authentication success

Key Availability Concept Reinforced:

To maintain administrative access resiliency, BIG-IP administrators should always enable Fallback to Local when using remote
authentication. This prevents lockouts and ensures access even during authentication infrastructure failures.

HA #46
The BIG-IP appliance fails to boot. The BIG-IP Admmnistrator needs to run the End User Diagnostics (EUD) utility to collect data to
send to F5 Support. Where can the BIG-IP Admnistrator access this utility?

A. Internal VLAN interface2
B. Management Port4

C. External VLAN interface3
D. Console Portl

Ef: D

A -

6

The End7 User Diagnostics (EUD) utility is a software tool designed to test the hardware components of a BIG-IP system. Because
the EUD must run when the standard Traffic Management Microkernel (TMM) and Operating System (TMOS) are not fully loaded
(especially in "fail to boot" scenarios), it is accessed at the boot level.

* Access Requirements: To run the EUD, the administrator must reboot the BIG-IP system and select the EUD option from the
GRUB boot menu. Because the network interfaces (Internal, External, and Management) require a running operating system and
drivers to finction, they are unavailable during this pre-boot phase.

* The Console Port: The Console Port provides a direct out-of-band serial connection to the hardware's BIOS and bootloader.
This is the only interface that allows an administrator to interact with the system during the early stages of the power-on self-test
(POST) and boot sequence to mitiate diagnostic tests.

* Purpose: The EUD performs a series of tests on the CPU, memory, hard drives, and physical interfaces to identify hardware-level
failures before the data plane is even initialized.

W #47
Which statement is true concerning iRule events?

e A, Allclient traffic has data that could be used to trigger iRule events.

¢ B. IfaniRule references an event that doesn't occur during the client's communication, the client's connection will be
terminated prematurely.

e C. AlliRule events relate to HTTP processes.

e D. AlliRule events are appropriate at any point in the clientserver communication.

IEf#E: A

H #48
Which statement is true concerning cookie persistence?

A. Cookie persistence uses a cookie that stores the virtual server, pool name, and member IP address in clear text.

B. Cookie persistence allows persistence independent of TP addresses.

C. Cookie persistence allows persistence even if the data are encrypted from client to pool member.

D. Ifa client's browser accepts cookies, cookie persistence will always cause a cookie to be written to the client's file system.

IEf: B



R -

Cookie Persistence is a Layer 7 persistence method that leverages an HTTP cookie to track a user session.

* TP Independence: Unlike "Source Address Affinity" (which relies on the client's IP), Cookie persistence identifies the session
base16d on a unique token provided by the BIG-IP system. This is crucial for environments where many users share a single
gateway (NAT) or where a client's [P might change mid-session.

* Encryption and Decryption: For the BIG-IP to insert or read a cookie, it must be able to see the HTTP header. If the traffic is
encrypted end-to-end (SSL Pass-through), the BIG-IP cannot use cookie persistence. SSL must be termmnated at the BIG-1P
(Option B is false).

* Security: By default, BIG-IP cookies are encoded, not clear text. Modern versions allow for easy encryption of these cookies to
prevent information leakage (Option C is false).

* Memory vs. Disk: The default behavior is "session-based" (In-memory). A cookie is only written to the client's file system (disk) if
an Expiration is configured in the persistence profile (Option D is false).

HA #49
A BIG-IP Admnistrator wants to add a new Self IP to the BIG-IP device. Which item should be assigned to the new Self TP being

configured?

o A Trunk
e B. Interface
e C.Route
e D. VLAN

Ef#: D

fEEHL:

ASelfTPis an IP address on the BIG-IP system that you associate with a specificVLAN.

* VLAN Association:A Self TP cannot exist independently; it must be bound to a VAN to define which network segment the BIG-
IP can communicate with.

* Layer 2 to Layer 3 Mapping:While a VLAN is associated with physical interfaces or trunks (Layer 2), the Self IP provides the
Layer 3 identity for the BIG-IP on that VLAN.

* Traffic Processing:Self IPs are used by the BIG-IP for health checking backend servers, acting as a default gateway for servers,
and for HA heartbeat communication.

B #50
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