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I #46
What macOS file system introduced in High Sierra that provides robust data security features?
Response:

A. FAT32
B. HFS+
C. APFS
D. NTFS

Ef#: C

HMA #47
‘Which technique is MOST effective in identifying zero-day exploits during proactive threat hunting?
Response:

A. Anomaly-based detection
B. Rule-based access control
C. Periodic password resets

D. Signature-based detection

Ef: A

HM #48
What Linux command provides network interface and routing details?
Response:

A. netdetail
B. ifconfig
C. route

D. ipconfig
IEf#: B

B #49
How does the dscacheutil command benefit macOS security analysis?
Response:

A. Tt lists all installed applications.

B. It updates system software.

C. It manages disk encryption settings.

D. It flushes the DNS cache, removing potentially poisoned entries.

M
R

: D

R #50
Which of the following is an example of a behavioral indicator in the context of threat hunting and incident response?
Response:

A. Presence of an unauthorized software on the system

B. An unusually high amount of data being uploaded from a device

C. Certificates issued by a non-trusted authority

D. Known malicious IP addresses attempting to communicate with the network

IEf#: B
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