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Topic 1

Manage user identities and GitHub authentication: This section of the exam measures skills of DevOps
Engineers and focuses on managing authentication and identity across organizations using SAML SSO,
SCIM, and team synchronization. Candidates need to understand identity providers, user membership
implications, authorization models, and enforcing security measures such as two-factor authentication.

Topic 2

Manage GitHub Packages:This section of the exam measures skills of GitHub Enterprise Administrators
and focuses on managing GitHub Packages, their use in workflows, and how they differ from releases. It
involves accessing, writing, and sharing packages across teams while ensuring integration into CI
CD pipelines.

Topic 3

Enable secure software development and ensure compliance: This section of the exam measures skills of
GitHub Enterprise Administrators and deals with applying GitHub’s security and compliance capabilities. It
covers policies, auditing, scrubbing sensitive data, secret scanning, code scanning with CodeQL,
dependency management with Dependabot, and implementing security response plans. It also explores
authentication tokens, app security policies, and enterprise managed users.

Topic 4

Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
internally versus those needing GitHub Support, and generating support bundles and diagnostics. It also
involves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI
CD strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.

Microsoft GitHub Administration Sample Questions (Q16-Q21):
NEW QUESTION # 16 
You need GitHub to automatically notify a third-party service any time a new repository is created. You want to avoid writing
custom code. The vendor has told you that they have a tool in the GitHub Marketplace. Which type of tool do you need?

A. GitHub Copilot Extension
B. GitHub Models
C. GitHub Action
D. GitHub App

Answer: D

Explanation:
You need a GitHub App. Marketplace integrations that listen for events like repository.created and send notifications are delivered
as GitHub Apps, since they can subscribe to organization-level webhooks without you writing custom code.

NEW QUESTION # 17 
Which practice helps avoid service disruption when consuming GitHub APIs at scale?

A. Using multiple tokens to bypass limits
B. Caching all API responses permanently
C. Ignoring secondary rate limits
D. Designing your application to work within GitHub's rate limits

Answer: D

Explanation:
Designing your integration to stay within GitHub's documented rate limits-by batching requests, using conditional requests, handling
429 responses with back-off, and monitoring the X-RateLimit-* headers - ensures you won't be temporarily throttled or cut off
when you hit secondary limits.

NEW QUESTION # 18 



A team member is unable to push to a repository due to a 403-error related to branch protection. What should the GitHub
Enterprise administrator do first?

A. Raise a GitHub Support request for permissions issues
B. Revert the branch to an earlier state
C. Check the user's permissions and rulesets applied to the branch
D. Remove the user from the team and re-add them

Answer: C

Explanation:
The administrator should first review the user's repository role and the branch protection rules applied to that branch. A 403 error on
push almost always indicates that the user either lacks the necessary write permissions or is not listed among the actors authorized by
the branch protection settings.

NEW QUESTION # 19 
When comparing Group SCIM to Team Sync for identity management in GitHub Enterprise, which statement is Correct?

A. Team Sync provides more automated user deprovisioning than Group SCIM.
B. Group SCIM enables centralized user and group management through the IdP.
C. Group SCIM requires less initial configuration than Team Sync.
D. Team Sync supports more identity providers than Group SCIM.

Answer: B

Explanation:
GroupSCIM lets you manage both user accounts and group memberships centrally in your identity provider - automatically
provisioning, updating, and deprovisioning users and groups in GitHub - whereas TeamSync only mirrors IdP group membership
into existing GitHub teams.

NEW QUESTION # 20 
What is the first step when sensitive data is accidentally pushed to a public GitHub repository?

A. Open an issue to inform users
B. Force push a commit removing the data
C. Revoke any exposed credentials immediately
D. Delete the repository

Answer: C

Explanation:
Revoke and/or rotate the exposed credentials immediately so they can no longer be used - this is the critical first step before you
undertake any history-rewriting or cleanup.

NEW QUESTION # 21
......
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