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Cisco Certified Design Expert (CCDE) Written Exam Sample Questions
(Q328-Q333):
NEW QUESTION # 328 
Which option is a fate-sharing characteristic in regards to network design?

A. It protects the network against failures in the distribution layer
B. It acts as a stateful forwarding device
C. A failure of a single element causes the entire service to fail
D. It provides data sequencing and acknowledgment mechanisms

Answer: C

Explanation:
Fate-sharing describes a situation where two or more services or components are tied together such that failure in one leads to
failure in others. In resilient design, the goal is often to eliminate fate-sharing by decoupling dependencies.
* A: A single point of failure (like a shared power supply or converged service path) that brings down multiple components
exemplifies fate-sharing.
* B is incorrect because fate-sharing is a risk, not a protective measure.
* C and D refer to device behavior (stateful inspection, transport layer behavior) rather than architectural dependency.

NEW QUESTION # 329 
A network security team observes phishing attacks on a user machine from a remote location. The organization has a policy of
saving confidential data on two different systems using different types of authentication. What is the next step to control such events
after the security team verifies all users in Zero Trust modeling?

A. Apply a context-based network access control policy for users.
B. Enforce risk-based and adaptive access policies.
C. Ensure trustworthiness of devices.
D. Assess real-time security health of devices.

Answer: C

NEW QUESTION # 330 
An enterprise requires MPLS connected branches to access cloud-based Microsoft 365 services over an SD-WAN solution.
Internet access Is available only at dual regional hub sites that are connected to the MPLS network. Which connectivity method
provides an optimum access method to the cloud-based services If one ISP suffers loss or latency?

A. Cloud onRamp gateway site
B. Cloud onRamp SWG
C. Cloud onRamp
D. Cloud onRamp SaaS

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/cloudonramp/vedge-20-x/cloud-onramp-book-vedge/cor-
saas.html#common-scenarios-cor-saas-b

NEW QUESTION # 331 
One of the approaches used in cloud bursting scenarios is distributed load-balanced, which operate the workloads in tandem
between a public cloud and a data center In which way can the characteristics of distributed load-balancing be described?

A. Simultaneously provisions cloud resources
B. Useful for testing and proof-of-concept projects
C. Usually uses cloud APIs for communication.
D. Useful for large but temporary cloud deployments



Answer: A

NEW QUESTION # 332 
You are tasked to design a QoS policy for a service provider so they can include it in the design of their MPLS core network If the
design must support an MPLS network with six classes, and CEs will be managed by the service provider, which QoS policy should
be recommended?

A. map DSCP bits into the Exp field
B. map IP CoS bits into the IP Precedence field
C. map flow-label bits into the Exp field
D. map IP precedence bits into the DSCP field

Answer: A

NEW QUESTION # 333
......
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