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Fortinet NSE6_OTS_AR-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
Network security: Explains how to apply security inspections specifically for industrial protocols and
implement virtual patching to protect vulnerable systems. It also includes configuring automation to enhance
threat response and operational efficiency.
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Topic 2
Monitoring and risk assessment: Covers creating event handlers in FortiAnalyzer to monitor network
activity and detect threats. It also includes performing risk assessments and analyzing security reports to
support ongoing risk management.

Topic 3
Asset management: Covers understanding OT standards and how Fortinet aligns with compliance
requirements in industrial environments. It also includes using the Fortinet Security Fabric to manage assets
and implementing device detection using FortiGate and FortiNAC.

Topic 4
Network access control: Focuses on OT Ethernet fundamentals and designing secure network
segmentation strategies. It also includes configuring authentication methods to control and verify access to
the OT network.
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Fortinet NSE 6 - OT Security 7.6 Architect Sample Questions (Q101-Q106):
NEW QUESTION # 101 
Refer to the exhibit. An OT administrator ran a report to identify device inventory in an OT network.
Based on the report results, which report was run?

A. A FortiSIEM incident report
B. A FortiSIEM CMDB report
C. A FortiSIEM analytics report
D. A FortiAnalyzer device report

Answer: B

NEW QUESTION # 102 
Refer to the exhibit. A Run_report task is shown.
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You want to automate the generation of a newly created report on FortiAnalyzer.
When you configure the Run_report task in Playbook, why is the report not shown in the Report field? (Choose two answers)

A. You must first configure the connector.
B. You must first select Playbook Starter, and then select the newly created report.
C. You must first enable Auto-cache in the report.
D. You must first configure an event handler.
E. You must first enable Extended Log Filtering in the report.

Answer: A,C

NEW QUESTION # 103 
Which type of attack posed by skilled and malicious users of security level 3 (SL 3) of IEC 62443 is designed to defend against
intentional attacks?

A. Unintentional operator error
B. Substantial resources
C. Low access to resources
D. Access to moderate resources

Answer: D

Explanation:
SL 1 → Protects against unintentional operator error or casual mistakes.
SL 2 → Protects against intentional misuse by attackers with low resources.
SL 3 → Protects against skilled and malicious attackers with moderate resources.
SL 4 → Protects against highly skilled attackers with substantial resources (e.g., nation-state level).

NEW QUESTION # 104 
Which statemenl about the IEC 104 protocol is true?

A. IEC 104 uses non-TCP/IP standards.
B. IEC 104 is used for telecontrol SCADA in electrical engineering applications.
C. IEC 104 is IEC 101 compliant in old SCADA systems.
D. IEC 104 protects data transmission between OT devices and services.

Answer: B

Explanation:
IEC 104 is a widely used protocol in the field of Supervisory Control and Data Acquisition (SCADA) for electrical engineering
applications, specifically telecontrol. It's designed to facilitate communication between control stations and substations in power
grids.



NEW QUESTION # 105 
Refer to the exhibit.

Which statement about this partial Asset Identity List page is correct? (Choose one answer)

A. A firewall policy has a Virtual Patching security profile applied to it.
B. A firewall policy has an Antivirus security profile applied to it.
C. A firewall policy has an Application Control security profile applied to it.
D. A firewall policy has an Intrusion Prevention security profile applied to it.

Answer: A

Explanation:
Based on the OT Security 7.6 Architect study guide regarding the Asset Identity Center and Asset Management:
Vulnerability Visibility: The Asset Identity List tab displays key metadata for IT and OT devices, including detected addresses, users,
and a specific column for Vulnerabilities.
Virtual Patching Feature: In the OT Security 7.6 architecture, the "Vulnerabilities" column is populated through the OT Security
Service license, which includes "OT vulnerability correlation definitions & virtual patching signatures".
Correlation Mechanism: FortiGate extracts metadata from OT traffic and uses these signatures to identify known vulnerabilities on
the assets. For these vulnerabilities to be identified and correlated in the Asset Identity Center as shown in the exhibit (displaying a
count of 8 vulnerabilities), the Virtual Patching feature must be active.
Architectural Implementation: Virtual patching is a critical component of the "Protection" layer in OT networks, allowing
administrators to secure legacy or unpatchable PLCs and RTUs by blocking exploit attempts at the network level using IPS-based
virtual patching signatures.
Exhibit Analysis: The presence of identified vulnerabilities (the number "8" in the red shield) in the Asset Identity List confirms that the
FortiGate is actively performing vulnerability correlation, which is the operational result of having a Virtual Patching security profile
applied to the relevant firewall policy.

NEW QUESTION # 106
......
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