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(Q50-Q55):
B #50

Which three configuration steps are needed to onboard a FortiExtender to FortiGate?

(Choose three)
Response:

e A. Set modemmode to passthrough

¢ B. Assign nterface role to FortiExtender port
¢ (. Add FortiExtender to trusted device list

¢ D. Authorize FortiExtender on FortiGate

Eﬁ: B\ C\ D

B #51
Refer to the exhibits.
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Examine the FortiGate configuration, FortiAnalyzer logs, and FortiGate widget shown in the exhibits.

Security Fabhc quarantine automation has been configured to isolate compromised devices automatically.

FortiAnalyzer has been added to the Security Fabric, and an automation stitch has been configured to quarantine compromised
devices.

To test the setup, a device with the IP address 10.0.2.1 that is connected through a managed FortiSwitch attempts to access a
malicious website. The logs on FortiAnalyzer confirm that the event was recorded, but the device does not appear in the FortiGate
quarantine widget.

‘Which two reasons could explain why FortiGate is not quarantining the device? (Choose two.)

A. The SSL inspection should be set to deep-Inspection

B. The threat detection services license is missing or invalid under FortiAnalyzer.

C. The malicious website is not recognized as an indicator of compromise (I0C) by FortiAnalyzer.
D. The IOC action should include only the FortiSwitch in the quarantine.

Ef#: B. C
s

In this scenario:

* FortiGate + FortiAnalyzer are part of theSecurity Fabric

* AnAutomation Stitchis configured:

* Trigger:Compromised Host - High(IOC from FortiAnalyzer)



* Action:Quarantine on FortiSwitch + FortiAP

A test devicel0.0.2. 1 visits a malicious website.

FortiAnalyzer logs show the event, butFortiGate does NOT quarantine the device.

This means theautomation did not receive an IOC trigger, OR theFabric did not classify it as a compromise.
Let's evaluate each answer option.

#C. The malicious website is not recognized as an indicator of compromise (IOC) by FortiAnalyzer.
#Correct.

For FortiGate to quarantine a device:

* FortiAnalyzer must classify the event as aCompromised Host # High / Medium/ Critical

* FortiAnalyzer must generate anlOC event

* FortiGate must receive that IOC through the Fabric

Even though the FAZ log shows:

* Action = blocked

* Category = Malicious Websites

# That doesNOTautomatically mean an IOC was generated.

A blocked website event isnot always an IOCunless:

* It is included in thelOC database

* FAZ'sAnalytics / UTM / IOCengine marks it as a compromise

Thus, if FAZ only logs a "Malicious Website" event butdoes not classify it as an IOC,

H #52
To view FortiAP debug logs in the CLI, which command is used?
Response:

A. debug controller-ap

B. diagnose wireless-controller wlac -c

C. diagnose debug enable — diagnose debug application cw_ac -1
D. execute wireless ap debug start

Ef#: C

B #53
You configure FortiAuthenticator syslog to a remote FortiAnalyzer. What additional feature becomes available with this integration?
Response:

A. RADIUS Dictionary Customization
B. Local Authentication Proxy

C. Log Analytics and Reports

D. Certificate Authority Management

.
R

: C

HR #54



config system dhcp server
edit 1
set ntp-service local
set default-gateway 169.254.1.1
set netmask 255.255.255.0
set interface "fortilink"
config ip-range
edit 1 F:ERTINET]
set start-ip 169.254.1.2
set end-ip 165.254.1.254
next
end
set vci-match enable
set vci-string "FortiSwitch" "FortiExtender"
next

end

You've configured the FortiLink interface, and the DHCP server is enabled by default. The resulting DHCP server settings are
shown in the exhibit. What is the role of the vei-string setting in this configuration?

¢ A To ignore DHCP requests coming from FortiSwitch and FortiExtender devices.

e B. To reserve IP addresses for FortiSwitch and FortiExtender devices.

¢ C. To connect, devices must match the VCI string; otherwise, they will not receive an IP address.

e D. To restrict the IP address assignment to devices that have FortiSwitch or FortiExtender as their hostname.

Ef#: C

fE R

The DHCP configuration shows:

set vei-match enable

set vei-string "FortiSwitch” "FortiExtender"

‘What this means

VCI = Vendor Class Identifier (DHCP option 60)

When veimatch is enabled, the DHCP server will only respond to DHCP requests from clients whose VCI string matches the
configured vendor identifiers.

FortiSwitch and FortiExtender both send DHCP option 60 with:

"FortiSwitch"

"FortiExtender"

This is used in FortiLink deployments so only these devices receive IP addresses on the FortiLink network.
Therefore:

C). To connect, devices must match the VCI string; otherwise, they will not receive an IP address.
#Correct.

This perfectly matches FortiGate FortiLink DHCP behavior.

Summary of incorrect options

A - Ignore FortiSwitch/FortiExtender

#Opposite behavior.

B - Restrict based on hostname

#VCI does NOT check hostname.

D - Reserve 1Ps

#No reservation occurs; it's filtering, not reserving,

B #55
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