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Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q37-Q42):
NEW QUESTION # 37 
Refer to the exhibits.

The exhibits show the configuration for SD-WAN performance. SD-WAN rule, the application IDs of Facebook and YouTube
along with the firewall policy configuration and the underlay zone status.



Which two statements are true about the health and performance of SD-WAN members 3 and 4? (Choose two.)

A. Only related TCP traffic is used for performance measurement.
B. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the member.
C. Encrypted traffic is not used for the performance measurement.
D. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member.

Answer: B,D

NEW QUESTION # 38 
Refer to the exhibit that shows event logs on FortiGate. Based on the output shown in the exhibit, what can you say about the tunnels
on this device?

A. The device steers voice traffic through the VPN tunnel HUB1-VPN3.
B. The master tunnel HU82-VPN3 cannot accept ADVPN shortcuts.
C. The VPN tunnel HUB1-VPN1_0 is a shortcut tunnel.
D. There is one shortcut tunnel built from master tunnel VPN4.

Answer: A

NEW QUESTION # 39 
SD-WAN interacts with many other FortiGate features. Some of them are required to allow SD-WAN to steer the traffic.
Which three configuration elements that you must configure before FortiGate can steer traffic according to SD-WAN rules?
(Choose three.)

A. Security profiles
B. Firewall policies
C. Routing
D. Interfaces
E. Traffic shaping

Answer: B,C,D

Explanation:
Before FortiGate can steer traffic according to SD-WAN rules, certain configuration elements must be present. The guide states:
"SD-WAN is not a standalone feature and interacts with several fundamental FortiGate configurations.
Specifically, you must: (1) Define the interfaces (physical, VLAN, or IPsec) that will act as SD-WAN members, (2) Create firewall
policies to allow traffic to be steered by SD-WAN, and (3) Set up routing so that traffic has valid routes via SD-WAN members.
Without these, SD-WAN rules will not be able to match or steer any traffic." Security profiles and traffic shaping are not mandatory
for basic SD-WAN steering but can be layered on for enhanced security and QoS once foundational elements are present.
References:
[FCSS_SDW_AR-7.4 1-0.docx Q16]



FortiOS 7.4 SD-WAN Concept Guide, "Prerequisite Configuration Elements for SD-WAN Steering

NEW QUESTION # 40 
When a customer delegate the installation and management of its SD-WAN infrastructure to an MSSP, the MSSP usually keeps the
hub within its infrastructure for ease of management and to share costly resources.
In which two situations will the MSSP install the hub in customer premises? (Choose two.)

A. The customer expects a large amount of VoIP traffic.
B. The majority of the branch traffic is directed to a corporate data center.
C. The customer requires SIA with centralized breakout.
D. The administrator expects a large volume of traffic between the branches.

Answer: B,D

Explanation:
A large volume of inter-branch traffic benefits from a local hub to avoid backhauling and reduce latency.
If most traffic is destined for a corporate data center, placing the hub on-premises ensures efficient routing and improved
performance.

NEW QUESTION # 41 
Which two statements are correct when traffic matches the implicit SD-WAN rule? (Choose two.)

A. Traffic does not match any of the entries in the policy route table.
B. The session information output displays no SD-WAN-specific details.
C. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting.
D. All SD-WAN rules have the default and gateway setting enabled.

Answer: A,B

NEW QUESTION # 42
......
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