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¢ Real Time Response (RTR): This domain covers RTR technical capabilities, administrative settings,
| comnnecting to hosts, using RTR commands for remediation, utilizing custom scripts, setting up workflows,
and reviewing audit logs.

¢ Event Investigation: This domain covers analyzing Process and Host Tinelines, pivoting to Process
FrE2 Timeline or Process Explorer, and analyzing process relationships using Full Detection Details.

¢ Detection Analysis: This domain covers analyzing and triaging detections in Falcon, including interpreting
5 3 dashboards, endpoint detections, contextual data, process views, prevalence, IOCs, and implementing
hash management actions like blocking, allowlisting, and exclusions.
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FIRE #13
Host Search is a powerful investigation tool. From which of the following sources is a responder most likely to pivot directly to a
Host Search?

e A. A global intelligence report about a new adversary.
e B. A specific detection that occurred on a particular host.
e (. The main settings menu of the Falcon console.
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e D. The help documentation in the Support portal.
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il /8 #14
When reviewing CrowdScore Incidents, which of the following statements is INCORRECT?

A. A high CrowdScore indicates a higher likelihood of a sophisticated or widespread attack.
B. Incidents aggregate related detections to reduce alert fatigue.

C. CrowdScore is only visible to users with the 'Falcon Administrator' role.

D. Incidents are defined as inactive after 10 hours pass without any new related activity.

EX: D

8 #15
Responders must understand the limitations and capabilities of custom rules. Which of the following statements about custom IOAs
is FALSE?

A. They can be used to monitor or block specific command-line strings.

B. They can generate 'Informational' detections if set to the '"Monitor' action.

C. They allow for pattern matching using wildcards or specific strings.

D. A Custom IOA rule group can only be applied to one single prevention policy.
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=8 #16
A responder wants to include a visual representation of a process tree in an incident report. Which of the following is NOT a valid
way to export process data from 'Full Detection Details'?

A. Process Tree > JPEG
B. Detection> CSV

C. Process Tree > JSON
D. Process Tree > PNG

BER: A

R #17
What information is contained within a Process Timeline?

A. All cloudable process-related events within a given timeframe
B. A view of activities on Mac or Linux hosts

C. All cloudable events for a specific host

D. Only detection process-related events within a given timeframe

BE: A
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