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Topic 1

Content Inspection: This domain addresses inspecting encrypted traffic using certificates, understanding
nspection modes and web filtering, configuring application control, deploying antivirus scanning modes,
and implementing IPS for threat protection.

Topic 2

VPN: This domain focuses on implementing meshed or partially redundant IPsec VPN topologies for
secure connections.

Topic 3

Routing: This domain covers configuring static routes for packet forwarding and implementing SD-WAN to
load balance traffic across multiple WAN links.

Topic 4

Firewall Policies and Authentication: This domain focuses on creating firewall policies, configuring SNAT
and DNAT for address translation, implementing various authentication methods, and deploying FSSO for
user identification.

Topic 5

Deployment and System Configuration: This domain covers initial FortiGate setup, logging configuration
and troubleshooting, FGCP HA cluster configuration, resource and connectivity diagnostics, FortiGate
cloud deployments (CNF and VM), and FortiSASE administration with user onboarding.

Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q100-Q105):

NEW QUESTION # 100
Refer to the exhibits. A diagram of a FortiGate device connected to the network VIP object and firewall policy configurations are

shown.

The WAN (port2) interface has the IP address 100.65.0.101/24.

The LAN (port4) interface has the IP address 10.0.11.254/24.

Ifthe host 100.65.1.111sends a TCP SYN packet on port 443 to 100.65.0.200, what will the source address, destination address,
and destination port of the packet be at the time FortiGate forwards the packet to the destination?
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VIP object configuration? | I 1= T
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Name VIP-WEB-SERVER
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Color @ Change
Network

Interface @

(3 Optional Filters

& Port Forwarding

Type Static NAT
External IP address/range @ . 110065.0:200
Map to

IPv4dddress/range 10.0.11.50

% 04255

Protocol UDP SCTP ICMP

Port Mapping Type OLER G EN Many to many

External service port @ 443
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Policy From To Source  Destination  Schedule  Service  Action IPPool  NAT
0 Intemet(1) | LAN(port4)| [MIWAN(port2)| I3 all Bl [®always [ ALL / ACCEPT © NAT
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A. 10.0.11.254, 10.0.15.50, and 4443, respectively
B. 100.65.1.111, 10.0.11.50, and 4443, respectively
C. 100.65.1.111, 10.0.11.50and 443, respectively
D. 10.0.11.254, 100.65.0.200, and 443, respectively

Answer: B

Explanation:

The VIP object maps the external IP 100.65.0.200:443 to the internal server 10.0.11.50:4443.
Since NAT is disabled on the firewall policy, the source IP is preserved.

So, when host 100.65.1.111 connects to 100.65.0.200:443:
- The source remains 100.65.1.111.
- The destination IP is translated to 10.0.11.50.



- The destination port is translated to 4443.

NEW QUESTION # 101
What are two features of FortiGate FSSO agentless polling mode? (Choose two.)

A. FortiGate uses the AD server as the collector agent.

B. FortiGate directs the collector agent to use a remote LDAP server.

C. FortiGate does not support workstation check.

D. FortiGate uses the SMB protocol to read the event viewer logs from the DCs.

Answer: C,D

Explanation:

FortiGate FSSO agentless polling mode uses the SMB protocol to directly read event viewer logs from domain controllers (DCs),
eliminating the need for external collector agents.

Workstation checks are not supported in this mode, as FortiGate polls only DC logs and lacks the additional verification features of
agent-based modes.

NEW QUESTION # 102
Refer to the exhibit showing a debug flow output.



Debug Flow output

Denied by forward policy check (policy 2)

‘Which two conclusions can you make from the debug flow output? (Choose two.)

A. The default gateway is configured on port2.
B. The RPF check fails.

C. The debug flow is for UDP traffic.

D. The matching firewall policy denies the traffic.

Answer: A,.D
Explanation:



The default gateway is configured on port2 — The debug output shows find a route:

flag=00000000 gw-0.0.0.0 via port2, which indicates that the default route (0.0.0.0/0) points out port2.

The matching firewall policy denies the traffic — The log line Denied by forward policy check (policy 2) confirns that policy 2
matched and explicitly dropped the traffic.

NEW QUESTION # 103

Refer to the exhibits. An administrator configured the Web Filter Profile to block access to all social networking sites except
Facebook. However, when users try to access Facebook.com, they are redirected to a FortiGuard web filtering block page.
Based on the exhibits, which configuration change must the administrator make to allow Facebook while blocking all other social

networking sites?
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A. Set the Social Networking action as warning in the FortiGuard Category Based Filter.
B. Change the type as Simple in the Static URL Filter section.

C. Change the Feature set of Web Filter Profile as Proxy-based.

D. Set the Action as Exempt for www.facebook.com

in the Static URL Filter.

Answer: D

NEW QUESTION # 104
A FortiGate admmnistrator is required to reduce the attack surface on the SSL VPN portal
Which SSL timer can you use to mitigate a denial of service (DoS) attack?

A. SSL VPN idle-timeout

B. SSL VPN http-request-header-timeout
C. SSL VPN dtls-hello-timeout

D. SSL VPN login-timeout

Answer: B

Explanation:

config vpn ssl settings

set http-request-header-timeout <1-60>

end

Timers can also help to mitigate DoS attacks with SSL VPN caused by partial HTTP requests.

NEW QUESTION # 105
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