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NEW QUESTION # 28 
Which of the following statements about the differences between an internal audit and a certification audit is true?
An internal audit is conducted at planned intervals and a certification audit is conducted annually An internal audit is known as a 1st
party audit and a certification audit is known as a 3rd party audit

A. Both 1 and 2 are true
B. Only 1 is true
C. Neither 1 or 2 is true
D. Only 2 is true

Answer: D

Explanation:
ISO/IEC 27001 Clause 9.2 requires internal audits to be conducted at planned intervals, but it does not specify an annual frequency.
Certification audits, under ISO/IEC 17021 rules, typically occur on a 3-year cycle with annual surveillance, not strictly "annually."
This makes statement 1 inaccurate.
Audit types are defined in ISO/IEC 19011:
First-party audits: conducted internally by or on behalf of the organization (internal audits).
Third-party audits: conducted by independent external certification bodies.
Thus, statement 2 is correct. Therefore, the accurate choice is B: Only 2 is true.

NEW QUESTION # 29 
Which statement describes a requirement for information security objectives?

A. They shall all be measurable
B. They shall be contractually transferred to third parties
C. They shall be consistent with the information security policy
D. They shall be reviewed at least annually

Answer: C

Explanation:
Clause 6.2 (Information security objectives) requires that objectives:
* "be consistent with the information security policy"
* "be measurable (if practicable)"
* "take into account applicable information security requirements"
* "be monitored, communicated, and updated as appropriate."
From this, option A is correct since consistency with policy is an explicit requirement. Option B is incorrect because the standard
allows objectives to be measurable "if practicable" (not mandatory for all). Option C is incorrect-objectives are not transferred
contractually to third parties, though third-party agreements may include security requirements. Option D is incorrect because the
standard requires regular review "as appropriate," not a fixed annual cycle.
Thus, the verified requirement isA: They shall be consistent with the information security policy.

NEW QUESTION # 30 
Which International Standard can be used to implement an integrated management system with ISO/IEC
27001?

A. None of the above
B. ISO/IEC 27013
C. ISO 9001
D. ISO/IEC 27003

Answer: B

Explanation:
ISO/IEC 27013 provides specific guidance on theintegration of ISO/IEC 27001 (Information Security Management) and ISO/IEC
20000-1 (IT Service Management). It offers practical advice for organizations seeking a unified management system approach.
While ISO/IEC 27003 (A) provides guidance on ISMS implementation, it does not address integration. ISO 9001 (C) is the Quality
Management Standard and can be integrated, but the specific standard designed forintegrating 27001 with ITSMis ISO/IEC 27013.



Therefore, the correct answer isB: ISO/IEC 27013, as it is explicitly published for this purpose.

NEW QUESTION # 31 
Which is a control title within Annex A of ISO/IEC 27001?

A. Responsibilities and procedures
B. Change control
C. Information security in supplier relationships
D. Protection of documents

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
In ISO/IEC 27002:2022, which provides control guidance for Annex A of ISO/IEC 27001, Clause 5.19 is titled:"Information
security in supplier relationships." This control requires organizations to ensure that information security is addressed in supplier
agreements and relationships. It is part of theOrganizational Controls theme. The other options are not control titles in Annex A:
* "Responsibilities and procedures" (B) was used in older standards like ISO/IEC 27001:2005 but no longer exists.
* "Protection of documents" (C) relates to document control but is not a specific Annex A control.
* "Change control" (D) is relevant to ITIL/ITSM but not listed as a control title in Annex A.
Therefore, the correct Annex A control title isA: Information security in supplier relationships.

NEW QUESTION # 32 
Which information is required to be included in the Statement of Applicability?

A. The scope and boundaries of the ISMS
B. The justification for including each information security control
C. The risk assessment approach of the organization
D. The criteria against which risk will be evaluated

Answer: B

Explanation:
Clause 6.1.3 (d) requires that the organization"produce a Statement of Applicability that contains the necessary controls (see Annex
A), and justification for inclusions, whether they are implemented or not, and the justification for exclusions." This is the defining
requirement of the SoA: it documents which Annex A controls are relevant, which are implemented, and the justification for
inclusion/exclusion. While the ISMS scope (A) is documented in Clause 4.3, and risk evaluation criteria (C) are defined in Clause
6.1.2, these do not belong in the SoA. The SoA does not describe the full risk assessment approach (B); that is part of the risk
assessment methodology.
Therefore, the mandatory requirement for the SoA isjustification for including (or excluding) each information security control.
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