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Amazon AWS Certified Solutions Architect - Professional Sample Questions
(Q189-Q194):
NEW QUESTION # 189 
An organization is planning to host a Wordpress blog as well as joomla CMS on a single instance launched with VPC. The
organization wants to create separate domains for each application using Route 53. The organization may have about ten instances
each with these two applications.
While launching each instance, the organization configured two separate network interfaces (primary + secondary ENI) with their
own Elastic IPs to the instance. The suggestion was to use a public IP from AWS instead of an Elastic IP as the number of elastic
IPs allocation per region is restricted in the account. What action will you recommend to the organization?

https://drive.google.com/open?id=1f8vwSPVEtdsgcfooLINcpXigKTwTMV00
https://www.troytecdumps.com/AWS-Solutions-Architect-Professional-troytec-exam-dumps.html
https://www.dumpsmaterials.com/AWS-Solutions-Architect-Professional-real-torrent.html
https://www.passleader.top/Amazon/AWS-Solutions-Architect-Professional-exam-braindumps.html
https://www.dumpsmaterials.com/AWS-Solutions-Architect-Professional-real-torrent.html


A. I agree with the suggestion but will prefer that the organization should use separate subnets with each ENI for different
public IPs.
B. I agree with the suggestion and it is recommended to use a public IP from AWS since the organization is going to use DNS
with Route 53.
C. Only Elastic IP can be used by requesting limit increase, since AWS does not assign a public IP to an instance with
multiple ENIs.
D. AWS VPC does not attach a public IP to an ENI; so the only way is to use an Elastic IP.

Answer: C

Explanation:
A Virtual Private Cloud (VPC) is a virtual network dedicated to the user's AWS account. It enables the user to launch AWS
resources into a virtual network that the user has defined. An Elastic Network Interface (ENI) is a virtual network interface that the
user can attach to an instance in a VPC.
The user can attach upto two ENIs with a single instance. However, AWS cannot assign a public IP when there are two ENIs
attached to a single instance. It is recommended to assign an elastic IP in this scenario. If the organization wants more than 5 EIPs
they can request AWS to increase the number.
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html

NEW QUESTION # 190 
The CISO of a large enterprise with multiple IT departments, each with its own AWS account, wants one central place where AWS
permissions for users can be managed and users authentication credentials can be synchronized with the company's existing on-
premises solution.
Which solution will meet the CISO's requirements?

A. Use AWS Organizations in a centralized account to define service control policies (SCPs). Create a SAML-based identity
management provider in each account and map users in the on-premises groups to AWS IAM roles.
B. Perform a thorough analysis of the user base and create AWS IAM users accounts that have the necessary permissions.
Set up a process to provision and de provision accounts based on data in the on-premises solution.
C. Define AWS IAM roles based on the functional responsibilities of the users in a central account. Create a SAML-based
identity management provider. Map users in the on-premises groups to IAM roles.
Establish trust relationships between the other accounts and the central account.
D. Deploy a common set of AWS IAM users, groups, roles, and policies in all of the AWS accounts using AWS
Organizations. Implement federation between the on-premises identity provider and the AWS accounts.

Answer: A

NEW QUESTION # 191 
In the context of AWS Cloud Hardware Security Module(HSM), does your application need to reside in the same VPC as the
CloudHSM instance?

A. No, but they must reside in the same Availability Zone.
B. No, but it should reside in same Availability Zone as the DB instance.
C. No, but the server or instance on which your application and the HSM client is running must have network (IP) reachability
to the HSM.
D. Yes, always

Answer: C

Explanation:
Your application does not need to reside in the same VPC as the CloudHSM instance. However, the server or instance on which
your application and the HSM client is running must have network (IP) reachability to the HSM. You can establish network
connectivity in a variety of ways, including operating your application in the same VPC, with VPC peering, with a VPN connection,
or with Direct Connect.
https://aws.amazon.com/cloudhsm/faqs/

NEW QUESTION # 192 



A company's solutions architect is reviewing a new internally developed application in a sandbox AWS account The application uses
an AWS Auto Scaling group of Amazon EC2 instances that have an IAM instance profile attached Part of the application logic
creates and accesses secrets from AWS Secrets Manager The company has an AWS Lambda function that calls the application
API to test the functionality The company also has created an AWS CloudTrail trail in the account The application's developer has
attached the SecretsManagerReadWnte AWS managed IAM policy to an IAM role The IAM role is associated with the instance
profile that is attached to the EC2 instances The solutions architect has invoked the Lambda function for testing The solutions
architect must replace the SecretsManagerReadWnte policy with a new policy that provides least privilege access to the Secrets
Manager actions that the application requires What is the MOST operationally efficient solution that meets these requirements?

A. Use the IAM policy simulator to generate an IAM policy for the IAM role Use the newly generated IAM policy to replace
the SecretsManagerReadWnte policy that is attached to the IAM role
B. Create an analyzer in AWS Identity and Access Management Access Analyzer Use the IAM role's Access Advisor
findings to create a new IAM policy Use the newly created IAM policy to replace the SecretsManagerReadWnte policy that
is attached to the IAM role
C. Generate a policy based on CloudTrail events for the IAM role Use the generated policy output to create a new IAM
policy Use the newly generated IAM policy to replace the SecretsManagerReadWnte policy that is attached to the IAM role
D. Use the aws cloudtrail lookup-events AWS CLI command to filter and export CloudTrail events that are related to
Secrets Manager Use a new IAM policy that contains the actions from CloudTrail to replace the SecretsManagerReadWnte
policy that is attached to the IAM role

Answer: B

Explanation:
The IAM policy simulator will generate a policy that contains only the necessary permissions for the application to access Secrets
Manager, providing the least privilege necessary to get the job done. This is the most efficient solution as it will not require additional
steps such as analyzing CloudTrail events or manually creating and testing an IAM policy.
You can use the IAM policy simulator to generate an IAM policy for an IAM role by specifying the role and the API actions and
resources that the application or service requires. The simulator will then generate an IAM policy that grants the least privilege
access to those actions and resources.
Once you have generated an IAM policy using the simulator, you can replace the existing SecretsManagerReadWnte policy that is
attached to the IAM role with the newly generated policy. This will ensure that the application or service has the least privilege
access to the Secrets Manager actions that it requires.
You can access the IAM policy simulator through the IAM console, AWS CLI, and AWS SDKs. Here is the link for more
information:
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_simulator.html

NEW QUESTION # 193 
An online retail company is migrating its legacy on-premises .NET application to AWS. The application runs on load-balanced
frontend web servers, load-balanced application servers, and a Microsoft SQL Server database.
The company wants to use AWS managed services where possible and does not want to rewrite the application. A solutions
architect needs to implement a solution to resolve scaling issues and minimize licensing costs as the application scales.
Which solution will meet these requirements MOST cost-effectively?

A. Deploy Amazon EC2 instances in an Auto Scaling group behind an Application Load Balancer for the web tier and for the
application tier. Use Amazon Aurora PostgreSQL with Babelfish turned on to replatform the SOL Server database.
B. Separate the application functions into AWS Lambda functions. Use Amazon API Gateway for the web frontend tier and
the application tier. Migrate the data to Amazon S3. Use Amazon Athena to query the data.
C. Containerize the web frontend tier and the application tier. Provision an Amazon Elastic Kubernetes Service (Amazon
EKS) cluster. Create an Auto Scaling group behind a Network Load Balancer for the web tier and for the application tier.
Use Amazon RDS for SOL Server to host the database.
D. Create images of all the servers by using AWS Database Migration Service (AWS DMS). Deploy Amazon EC2 instances
that are based on the on-premises imports. Deploy the instances in an Auto Scaling group behind a Network Load Balancer
for the web tier and for the application tier. Use Amazon DynamoDB as the database tier.

Answer: A

Explanation:
The best solution is to create a tag policy that contains the allowed project tag values in the organization's management account and
create an SCP that denies the cloudformation:CreateStack API operation unless a project tag is added. A tag policy is a type of
policy that can help standardize tags across resources in the organization's accounts. A tag policy can specify the allowed tag keys,



values, and case treatment for compliance. A service control policy (SCP) is a type of policy that can restrict the actions that users
and roles can perform in the organization's accounts. An SCP can deny access to specific API operations unless certain conditions
are met, such as having a specific tag. By creating a tag policy in the management account and attaching it to each OU, the
organization can enforce consistent tagging across all accounts. By creating an SCP that denies the cloudformation:CreateStack API
operation unless a project tag is added, the organization can prevent users from creating new resources without proper tagging. This
solution will meet the requirements with the least effort, as it does not involve creating additional resources or modifying existing
ones. References: Tag policies - AWS Organizations, Service control policies - AWS Organizations, AWS CloudFormation User
Guide

NEW QUESTION # 194
......
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