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HA#128
Cloud Service Provider and Cloud Customrer are jointly responsible for ownership of the all risks in shared responsibility model for
security across all service models.

o A True
e B. False

Ef#: B

A :

This is false. This is again a tricky question and one should be careful when answering this type of question. It is the cloud customer
is who is ultimately responsible for the ownership of risk in the cloud environment. Consurer just passes some of risk management
responsibilities to the cloud service provider.

H #129
‘Which document defines the minimum levels of service availability, security, controls, processes, communications & support?

¢ A. Operation level agreement(OLA)

¢ B. Standard Operating Procedure(SOP)
¢ C. Statement of Applicability (SOA)

¢ D. Service Level agreement(SLA)

iFf@g: D

fEE L2

SLA is correct answer here. Operational Level Agreements(0LA) refers to agreements that are done between business units within
the organisation. Standard Operating procedure(SOP)as the name suggest refers to procedural document to conduct an
activity/process. Statement of Applicability(SOA) is alS027001 compliance document which list all the relevant security controls
applied to the organisation.

HR #130
In preparing for cloud incident response, why is updating forensics tools for virtual machines (VMs) and containers critical?

A. To streamline communication with cloud service providers and customers

B. To ensure compatibility with cloud environments for effective incident analysis
C. To comply with cloud service level agreements (SLAS)

D. To increase the speed of incident response team deployments

EfE: B

AR

Updating forensics tools for virtual machines (VMs) and containers is critical because cloud environments can differ significantly from
traditional on-premises environments. As cloud technologies evolve, it is important to ensure that forensic tools are compatible with
the latest cloud infrastructure, such as VM, containers, and serverless architectures. This ensures that the tools can effectively
collect, analyze, and preserve evidence in the event of a security incident, allowing for accurate and efficient incident analysis.
Complying with cloud service level agreements (SLAs)) is not the primary reason for updating forensics tools, although some SLAs
may require certain levels of incident response capabilities. Streamlining commumnication with cloud service providers and customers)
is important, but the primary concern is the ability to analyze incidents, not just commumication. Increasing the speed of incident
response team deployments) is a consideration, but ensuring the tools are up to date and compatible is the mam priority for effective
incident analysis.
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M #131
What are the key outcomes of implementing robust cloud risk management practices?

A. Reducing the need for conmpliance with regulatory requirements

B. Ensuring the security and resilience of cloud environments

C. Transferring compliance to the cloud service provider via inheritance
D. Negotiating shared responsibilities

IEf#: B

TR

The key outcomes of implementing robust cloud risk management practices focus on ensuring the security and resilience of cloud
environments. This involves identifying, assessing, and mitigating risks associated with the use of cloud services, such as security
threats, data privacy issues, and service availability concerns.

By adopting strong risk management practices, organizations can better protect their data, ensure business continuity, and maintain
compliance with regulations, which ultimately strengthens the overall security and reliability of their cloud environments.
Negotiating shared responsibilities is an important aspect of cloud security but is not the direct outcome of risk management
practices. It's about clarifying roles between the customer and provider. Transferring compliance to the cloud service provider via
inheritance is not the complete picture. While cloud service providers may help with compliance, the responsibility for compliance
and risk management is still shared.

Reducing the need for compliance with regulatory requirements is incorrect. Robust risk management practices help ensure
compliance with regulatory requirements, not reduce the need for them

HM #132
The example of two admnistrators required to complete an operation in cloud is an example of:

e A. Conflict of nterest
e B. Separy

e C. Mandy

e D. Collaborative effons

IEf#: B

fiR .-

Separation of duties(SoD)(also known as "Segregation of duties") is the concept of having more than one person required to
complete a task. In business the separation by sharing of more than one individual in one single task is an internal control intended to
prevent fraud and error.
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