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Refer to the exhibit. You have deployed a Linux EC2 instance in Amazon Web Services (AWS) with the settings shown in the
exhibit.

What next step must the administrator take to access this instance from the internet?

v Network settings info
Number of instances Info

VPC - required Info 1

vpc-0832884e2cfba2440 (Terraform-VPC)
v O

10.0.0.0/24 Software Image (AMI)

Amazon Linux 2023 AMI 2023.1.2...read more
m-00c6¢849418b7612¢
terraform-subnet
57411  AvailabilityZon@®H 2a |\ ¥ Credte new subnet [4 ; :
e &8 227411 Avaiabijes e  Weredt® new subnet Virtual server type (instance type)
t2.micro
Auto-assign public IP Info
Disable v Firewall (security group)

. s New security gro

Firewall (security grou Mo ronp
A security groug et of firewall rules t
inst Storage {volumes)

[« W Scurity. 0 Select existing security group 1 volumels) - 8 GiB
[ 0 puevipse ey

ps) Info

1at control the traffic for your instance. Add rules to allow specific traffic to reach your

A. Enable SSH and allocate it to the device.

B. Create a VIP on FortiGate to allow access.

C. Configure the user name and password.

D. Allocate an Elastic IP address and assign it to the instance.

IEf#: D
fiE it

In the exhibit, Auto-assign public IP is disabled, meaning the instance has no public IP for internet access. To make the Linux EC2
instance reachable from the internet, the administrator must allocate an Elastic IP address and assign it to the instance.

HH #64

Your organization has several FortiGate VMs deployed in Azure. You need to implement a solution with Azure native tools that
allows you to determine whether packets are being permitted or blocked by the FortiGate VM.

‘Which solution can you use to meet these requirements?

A. Install the Azure Monitor agent in all VM.

B. Use IP flow verify for each of the VM.

C. Insert the VM ftraffic logs in Azure Sentinel.

D. Configure Azure Advisor to analyze the network traffic.

IEf#: B

A«

Azure IP flow verify is part of Network Watcher and lets you check if traffic is allowed or denied for a specific VM by analyzing its
effective security rules and routing, This provides visibility into whether packets are being permitted or blocked for the FortiGate
VM.

B #65
Refer to the exhibit.



o\ Azure-SDN o

E s EmTIET
You are troubleshooting a Microsoft Azure SDN connector issue on your FortiGate VM in Azure.
Which command can you use to examine details about API calls sent by the connector?

A. diag debug application cloud-connector -1
B. diag debug application azd -1

C. get system sdn-connector

D. diag test application azd 1

IFf#: B

H #66

Refer to the exhibit. You are troubleshooting a FortiGate HA floating IP issue with Microsoft Azure. After the failover, the new
primary device does not have the previous primary device floating IP address.

‘What could be the possible issue with this scenario?

HA diagnose output

Azure-HA-Passive W diagnose debug application azd -1

Debug messages will be on for 30 minutes.

Azure-HA-Passive # diagnose debug enable

FGT-HA-Slave # azd running in secondary mode, will notupdate

HA event

HA state: primary

azd sdn connector 'AZ-Connector' getting token

size: 1268

token expire in: 3600 seconds

AZ-Connector: resourcegroup: NSE7-HA-RG, subay "KRemoved string>"

Disable interface: portl

Disable interface: port2

get pubip FGTAPClusterPublicIP in_xesBurce group NSE7-HA-RG

azd api failed, url

=https://management.azure.comisfiPscriptions/<Removed String>/resourceGroups/NSE7-HA-
RG/providers/Microsoft Netwark/publicIPAddres
ses/FGTAPClusterPublielPRapi-version=2022-06-01, rc = 403,
{"error":{"code":"AuthorizationFailed", "message”:"The client '<Removed String>' with obj
ect id '<Removed String>' does not have authorization to perform action
'Microsoft.Network/publicIPAddresses/read' over scope '/subscriptions/<Removed
String>/resourceGroups/NSE7-HA-
RG/providers/Microsoft.Network/publicIPAddresses/FGTAPClusterPublicIP' or the scope is
invalid. If access was rec

tly granted, please refresﬁgt. GIHQ:HWET

A. A wrong client secret credential is used.

B. FortiGate port4 does not have internet access.

C. The error is caused by credential time expiration.

D. The Azure service principal account must have a contributor role.

Ef#: D

TR

The debug output shows an AuthorizationFailed (403) error when FortiGate tries to update the Azure public IP. This indicates the
Aazure service principal account used by FortiGate does not have sufficient permissions. To manage floating IPs in HA, the service
principal must be assigned at least the Contributor role on the subscription or resource group.
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Refer to the exhibit. An administrator installed a FortiWeb ingress controller to protect a containerized web application.
‘What is the reason for the status shown in FortiView?

Fortiview Dashboard

@ Dashboard e Server/Server Pox Content Routing

Status

FortiView Countries
FortiView Threats
FortiView Threat Map
FortiView Sources

+

’f’ Network
R System

@ Security Fabric
2 User
B Policy

8 Server Objects

¢ A. The manifest file deployed is configured with the wrong node IP addresses.
¢ B. The SDN connector is not authenticated correctly.

¢ C. The FortiWeb VM is missing a route to the node subnet.

e D. The load balancing type is not set to round-robin.

Ef#: C

fERL:

The FortiView dashboard shows the backend pods (192.168.0.x:80) as unreachable (orange indicators). This happens when the
FortiWeb VM does not have a proper route to the node subnet, preventing it from forwarding traffic to the containerized application
endpoints.
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