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CompTIA Cloud+ (CV0-004) Certification Exam Sample Questions (Q74-
Q79):
NEW QUESTION # 74 
Which of the following would a customer most likely be accountable for in a shared responsibility model?

A. Security of data in the data centers
B. Security of the cloud
C. Security in the cloud
D. Security of the application

Answer: D

Explanation:
In the shared responsibility model, the cloud provider is responsible for the security of the cloud (infrastructure, hardware, data
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centers), while the customer is responsible for security in the cloud, which includes securing their applications, data, and
configurations.

NEW QUESTION # 75 
A company experienced a data leak through its website. A security engineer, who is investigating the issue, runs a vulnerability scan
against the website and receives the following output:
Which of the following is the most likely cause of this leak?

A. Insecure protocol
B. SQL injection
C. Privilege escalation
D. RTMP port open

Answer: A

Explanation:
The data leak is most likely caused by the use of an insecure protocol. The vulnerability scan output shows that port 21/tcp for FTP
(File Transfer Protocol) is open. FTP is known for transmitting data unencrypted, which could allow sensitive data to be intercepted
during transfer.
The security risks associated with the use of insecure or unencrypted protocols are covered under cloud security best practices in
the CompTIA Cloud+ curriculum.

NEW QUESTION # 76 
A project team has been assigned to improve the customer service of a retail company. The team has conducted a thorough analysis
of the existing process, determined areas of improvement, and identified the desired outcomes of the project. Which of the following
best describes this analysis?

A. Business objectives
B. Current state vs. future state
C. Project success criteria
D. Process improvement

Answer: B

Explanation:
The analysis described is a current state vs. future state comparison. This identifies where the business is today, where it needs to go,
and the gaps that must be bridged. This type of assessment underpins cloud adoption and architecture design, where the existing
infrastructure/process is mapped against the target solution.

NEW QUESTION # 77 
A cloud engineer needs to migrate an application from on premises to a public cloud. Due to timing constraints, the application
cannot be changed prior to migration. Which of the following migration strategies is best approach for this use case?

A. Retire
B. Rehost
C. Refactor
D. Rearchitect

Answer: B

Explanation:
Rehosting, often referred to as "lift-and-shift," is the process of migrating an application or workload to the cloud without modifying
it. This approach is suitable when there are timing constraints that prevent making changes to the application prior to migration.
Rehosting can be the quickest migration strategy since it involves moving the existing applications to the cloud with minimal changes.

NEW QUESTION # 78 



A security team recently hired multiple interns who all need the same level of access. Which of the following controls should the
security team implement to provide access to the cloud environment with the least amount of overhead?

A. Discretionary access
B. Group-based access control
C. Local user access
D. MFA

Answer: B

Explanation:
Implementing group-based access control is the most efficient way to provide access to multiple interns who require the same level
of access. This method allows the security team to assign permissions to a group rather than to individual user accounts, thereby
reducing the administrative overhead involved in managing access rights for each intern individually. References: CompTIA Cloud+
Certification Study Guide (Exam CV0-004) by Scott Wilson and Eric Vanderburg

NEW QUESTION # 79
......
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