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Microsoft MD-102 Exam Syllabus Topics:

Topic Details
¢ Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various
Topic 1 devices. It also covers methods to ensure that they meet organizational policies and security standards.

¢ Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling
Topic 2 devices to Microsoft Intune.

¢ Manage applications: This section covers skills to manage application implementation, manage updates,
Topic 3 and manage performance to support the performance of users to meet the needs of business organizations.

¢ Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint
Topic 4 security and management of device updates by using Intune.

Microsoft Endpoint Administrator Sample Questions (Q140-Q145):

NEW QUESTION # 140

You have a computer that runs Windows 10 and contains two local users named User! and User2. You need to ensure that the
users can perform the following anions:

* User 1 must be able to adjust the date and time.

* User2 must be able to clear Windows logs.

The solution must use the principle of least privilege.

To which group should you add each user? To answer, drag the appropriate groups to the correct users. Each group may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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NEW QUESTION # 141
‘Which users can purchase and assign App1?

A. User3 and User4 only

B. Userl, User3, and User4 only
C. User3 only

D. Userl and User3 only

E. Userl, User2, User3, and User4

Answer: D

Explanation:

Reference:

https:/docs.microsoft.com/en-us/microsoft- store/acquire-apps-microsoft-store-for-business
https:/docs.microsoft.com/en-us/microsoft-store/assign-apps-to-employees

Topic 1, Case Study Contoso, Ltd.Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and branch offices in Seattle and New York.

Contoso has a Microsoft 365 ES subscription.

Network Environment

The network contains an on-premises Active domain named Contoso.com The domain contains the servers shown in the following
table.

Name Operating system. ' V]I (Role' i
8 Windows Seqver2019) | Domén Controller
Server ] Witidowe Server 2016 | Member server
Serverd Windows Server 2019 | Member server

Contoso has a hybrid Azure Active Directory (Azure AD) tenant named Contoso.com
Contoso has a Microsoft Store for Business instance.

Users and Groups

The Contoso.com tenant contains the users shown in the following table.

Name Azure AD role E mﬁ - Member of

User1 | Cloud device administrator Baac Purchaser GroupA

User2 | Azure AD joined device local Device Guard signer | Group8
administrator

User3 | Global reader Purchaser GroupA, GroupB

Userd | Global administrator None Group!

All users are assigned a Microsoft Office 365 license and an Enterprise Mobility + Security E3 license.
Enterprise State Roaming is enabled for Group1 and GroupA.

Group and Group have a Membership type of Assign

Devices

Contoso has the Windows 10 devices shown in the following table.

Member of
Group1
Geoup.\Group
Group1
Group2
Group3

Scope (Tags)
Default

Tag2
Default

The Windows 10 devices are joned to Azure AD and enrolled in Microsoft intune.
The Windows 10 devices are configured as shown in the following table.

(BitLocker) e S}
Devicel Yes aﬂﬂ\: VPN1
Device2 Yes € O] Yes VPN1, VPN3
Device3 No &0' No VPN3
Deviced No {@Q Yes None
DeviceS Yes No None

All the Azure AD joined devices have an executable file named C:\AppA.exe and a folder named D:\Folder 1.



Microsoft Endpoint Manager Configuration
Microsoft Endpoint Manager has the compliance policies shown in the following table.
The Compliance policy settings are shown in the following exhibit.
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The Automatic Enrolment settings have the following configurations:
* MDM user scope GroupA

* MAM user scope: GroupB

You have an Endpoint protection configuration profile that has the following Controlled folder access settings:
* Name: Protectionl

* Folder protection: Enable

* List of apps that have access to protected folders: CV\AppA.exe
* List of additional folders that need to be protected: D:\Folderil

* Assignments

Windows Autopilot Configuration

Create profile
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Currently, there are no devices deployed by using Window Autopilot

The Intune connector tor Active Directory is installed on Server 1.

Planned Changes

Contoso plans to implement the following changes:

* Purchase a new Windows 10 device named Device6 and enroll the device in Intune.

* New computers will be deployed by using Windows Autopilot and will be hybrid Azre AO joined.
* Deploy a network boundary configuration profile that will have the following settings:

* Name Boundary 1

* Network boundary 192.168.1.0/24

* Scope tags: Tag 1

* Assigniments;

* included groups: Group 1. Group2

* Deploy two VPN configuration profiles named Connection! and Connection that will have the following settings:
* Name: Comnection 1

* Connection name: VPNI

* Connection type: L2TP

* Assignments:

* Included groups: Group1. Group2, GroupA



* Excluded groups: -

* Name: Connection

* Connection name: VPN2

* Connection type: IKEv2 1 Assignments:

* included groups: GroupA

* Excluded groups: GroupB

* Purchase an app named Appl that is available in Microsoft Store for Business and to assign the app to all the users.
Technical Requirements

Contoso must meet the following technical requirements:

* Users in GroupA must be able to deploy new computers.
* Admmistrative effort nmust be minimized.

NEW QUESTION # 142
You have a Hyper-V host that contains the virtual machines shown i the following table.

A. VM2 and VM3 only
B. VM1, VM2, and VM3
C. VM3only

D. VM1 and VM2 only
E. VM1 only

Answer: B

NEW QUESTION # 143

Drag and Drop Question

You have a Microsoft Intune subscription that is configured to use a PFX certificate connector to an on- premises Enterprise
certification authority (CA).

You need to use Intune to configure autoenroliment for Android devices by using public key pair (PKCS) certificates.

‘Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer

area and arrange them in the correct order.
ACUOons ANnswer Area

From the Microsoft Intune admin center,
configure enrollment restrictions.

m;hee Enterprise CA, configure certificate E
. - A
Obtain the root certificate.
¢
From the Microsoft Intune admin center,
create a trusted certificate configuration profile.

From the Microsoft Intune admin center,
create a PKCS certificate configuration profile.

Answer:

Explanation:



Actions Answer Area

From the Microsoft Intune admin center,
configure enroliment restrictions.

From the Enterprise CA, configure certificate l 1 ‘ Obtain the root cedifiedté’
‘managers. .

create a trusted certificate configuration profile.

@ m From the Microsoft Intune admin center,

Q0]

@ From the Microsoft Intuné adimin center,
create a PKCS certificate configuration profile.

Explanation:

Step 1: Obtain the root certificate.

Export the root certificate from the Enterprise CA.

To authenticate a device with VPN, WiFj, or other resources, a device needs a root or intermediate CA certificate.
Step 2: From the Microsoft Endpoint Manager admmn center, create a trusted certificate profile Create a trusted certificate profile
1. Signin to the Microsoft Endpoint Manager admin center.

2. Select and go to Devices > Configuration profiles > Create profile.

3. Enter the following properties:

Platform:

Profile: Select Trusted certificate. Or, select Templates > Trusted certificate.

Select Create.

4. Etc.

Step 3: From the Microsoft Endpoint Manager admin center, create a PKCS certificate profile Create a PKCS certificate profile
1. Sign in to the Microsoft Endpoint Manager admin center.

2. Select and go to Devices > Configuration profiles > Create profile.

3. Enter the following properties:

Platform:

Profile: Select PKCS certificate. Or, select Templates > PKCS certificate.

Select Create.

4. Etc.

Reference:

httpsz/docs.microsoft.com/en-us/menvintune/protect/certificates-pfx-configure

NEW QUESTION # 144

You have a Microsoft Deployment Toolkit (MDT) server named MDTT.

When computers start from the LiteTouchPE x64.1so image and connect to MDT1. the welcome screen appears as shown In the
following exhibit.
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Youneed to prevent the welcome screen from appearing when the computers connect to MDT].
Which three actions should you perform in sequence? To answer move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.
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Microsoft

Modify the task sequence. F‘:ﬂ ICFOSOTT 1| ,Magity the Bootstrap.ini file.

Replace the IS0 image. @ T Modity the CustomsSettings.ini file. (A:
31| Update the deployment share.
© &

Box 1: Modify the Bootstrap.ini file.

/Add this to your bootstrap.ini file and then update the deployment share and use the new boot media created in that process:
SkipBDDWelcome=YES

Box 2: Modify the CustomSettings.ini file.

SkipBDDWelcome

Indicates whether the Welcome to Windows Deployment wizard page is skipped.

For this property to finction properly it must be configured in both CustomSettings.ini and BootStrap.ini.

BootStrap.ini is processed before a deployment share (which contains CustomSettings.ini) has been selected.

Box 3: Update the deployment share.

Reference https//docs.microsoft.comven-us/memvconfigmgr/mdt/toolkit-reference#table- 6-deployment-wizard-p

NEW QUESTION # 145

Some people prefer to read paper materials rather than learning on computers. Of course, your wish can be fulfilled in our company.
We have PDF version MD-102 exam guides, which are printable format. You can print it on papers after you have downloaded it
successfully. If you want to change the fonts, sizes or colors, you can transfer the MD-102 exam torrent into word format files
before printing, There are many advantages of the PDF version. Firstly, there are no restrictions to your learning, You can review the
MD-102 Test Answers everywhere. You spare time can be made good use. Secondly, you can make notes on your materials,
which will accelerate your understanding of the MD-102 exam guides. In a word, our company seriously promises that we do not
cheat every customer.
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