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AE #123
‘Which Web Application Firewall (WAF) service component must be configured to allow, block, or log network requests when they
meet specified criteria?

e A. Web Application Firewall policy
e B. Origin
e (. Protection rules
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e D. Bot Management
¥e: C
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Detailed Answer in Step-by-Step Solution:

* Objective: Identify the WAF component that controls request actions based on criteria.

* Understand WAF Components:

* Protection Rules: Define conditions and actions (e.g., allow, block, log).

* Bot Management: Handles bot traffic, not general request rules.

* Origin: Backend server endpoint, not rule-based.

* WAF Policy: Umbrella config, but rules specify actions.

* Evaluate Options:

* A: Protection rules-Set specific criteria and actions-correct.

* B: Bot Management-Bot-specific, not general requests.

* C: Origin-Defines source, not actions.

* D: WAF policy-Broad config, not the granular rules.

* Reasoning; Protection rules directly manage request behavior-fit the requirement.

* Conclusion: A is correct.

OCI documentation states: "Protection rules (A) in WAF define conditions (e.g., IP, URL) and actions (allow, block, log) for
ncoming requests." Bot Management (B) targets bots, Origin (C) is a target server, and WAF Policy (D) encompasses rules but
isn't the action specifier-only A aligns with OCI's WAF configuration.

Oracle Cloud Infrastructure WAF Documentation, "Protection Rules".

AE #124
‘What happens when a notebook session is deactivated?

A. The data on boot volue is preserved

B. The block volume attached to the notebook is permanently deleted
C. The underlying compute instance stops

D. Compute cost increases due to frequent deactivation
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Detailed Answer in Step-by-Step Solution:

* Understand Notebook Sessions: These are OCI compute instances running JupyterLab.

* Deactivation Impact: Deactivating stops the session to save costs.

* Evaluate Options:

* A: False-Costs decrease as compute stops.

* B: False-Boot volume data isn't preserved; block volume data is.

* C: True-The compute instance shuts down, halting billing,

* D: False-Block volume persists unless explicitly deleted.

* Reasoning: Deactivation stops the instance (C), preserving block volume data separately.

* Conclusion: C is correct.

The OCI documentation states: "When a notebook session is deactivated, the underlying compute instance stops, and billing for
compute resources ceases. Data on the attached block volume is preserved, but the boot volume is not." A is backwards, B
misattributes preservation, and D overstates deletion-only C aligns with the process.

Oracle Cloud Infrastructure Data Science Documentation, "Notebook Session Lifecycle'.

AR #125
Which stage in the machine learning life cycle helps in identifying the imbalance present in the data?

A. Data Exploration
B. Data Access

C. Data Modeling
D. Data Monitoring

HE:. A
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Detailed Answer in Step-by-Step Solution:

* Objective: Find the stage where data imbalance (e.g., skewed classes) is identified.

* Understand Stages:

* Data Modeling: Training models-assumes data is prepared.

* Data Monitoring: Post-deployment tracking-not for initial analysis.

* Data Exploration: Analyzing data properties (e.g., distributions)-key for imbalance.

* Data Access: Retrieving data-no analysis yet.

* Evaluate Options:

* A: Modeling uses data, doesn't detect imbalance-incorrect.

* B: Monitoring tracks performance, not initial data issues-incorrect.

* C: Exploration (e.g,, via pandas) reveals imbalances-correct.

* D: Access is just retrieval-incorrect.

* Reasoning; Imbalance is assessed during exploration (e.g., class counts).

* Conclusion: C is correct.

OCI documentation notes: "Data Exploration involves analyzing the dataset to understand its characteristics, such as identifying class
imbalances or missing values, using tools like ADS SDK or Jupyter notebooks." Modeling (A) and Monitoring (B) occur later, while
Access (D) is pre-analysis-only Exploration (C) fits this role.

Oracle Cloud Infrastructure Data Science Documentation, "Data Exploration Stage".

HE #1206

You have just started as a data scientist at a healthcare company. You have been asked to analyze and improve a deep neural
network model, which was built based on the electrocardiogram records of patients.

There are no details about the model framework that was built. What would be the best way to find more details about the machine
learning models inside the model catalog?

A. Check for provenance details

B. Check for model taxonomy details
C. Check for metadata tags

D. Refer to the code inside the model
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Detailed Answer in Step-by-Step Solution:

* Context Analysis: You need to investigate an existing deep neural network model in the OCI Model Catalog with no prior
mformation.

* Understand Model Catalog: The Model Catalog stores trained models along with metadata, hyperparameters, and provenance
(origm and history) details.

* Evaluate Options:

* A. Refer to the code inside the model: The model artifact (e.g,, a serialized file like .pkl) doesn't typically include readable source
code; it's a trained object, not the training script.

* B. Check for model taxonomy details: Taxonomy (e.g., classification vs. regression) provides high-level categorization but lacks
specifics like framework or architecture.

* C. Check for metadata tags: Metadata includes name, description, and tags, offering some context but not detailed framework info
(e.g., TensorFlow vs. PyTorch).

* D. Check for provenance details: Provenance tracks the model's creation process, including the framework, training environment,
and data sources, providing the most conmprehensive insight.

* Reasoning; Provenance details are designed to document the "how" and "what" of model creation, making them ideal for
uncovering the framework (e.g., Keras, PyTorch) and other specifics absent from nitial handover.

* Conclusion: D is the best approach for detailed nvestigation.

In OCI Data Science, the Model Catalog stores provenance information, which includes "details about the model's origin, such as
the framework used (e.g,, TensorFlow, PyTorch), the training environment, and dataset references." This is more informative than
metadata tags (C), which are user-defined and less structured, or taxonomy (B), which is broad. The model artifact (A) is a binary
file (e.g., pickle), not a readable codebase. Provenance (D) offers a detailed audit trail, critical for analyzing an undocumented deep
neural network model like this one.

Oracle Cloud Infrastructure Data Science Documentation, "Model Catalog - Provenance Details" section.



AE #127
You want to create an anomaly detection model using the OCI Anomaly Detection service that avoids as many false alarns as
possible. False Alarm Probability (FAP) indicates model performance. How would you set the value of the False Alarm Probability?

A. High
B. Zero
C. Use a function
D. Low
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Detailed Answer in Step-by-Step Solution:

* Objective: Minimize false alarms in OCI Anomaly Detection.

* Understand FAP: False Alarm Probability-lower FAP means fewer false positives.

* Evaluate Options:

* A: High FAP-Increases false alarns-incorrect.

* B: Low FAP-Reduces false alarms-correct.

* C: Zero FAP-Unrealistic; risks missing true anomalies.

* D: Function- Vague, not a direct setting,

* Reasoning; Low FAP balances sensitivity and false positives- aligns with goal.

* Conclusion: B is correct.

OCI Anomaly Detection documentation states: "Set a low False Alarm Probability (FAP) to minimize false positives, though too low
(e.g., zero) may miss anomalies." B fits the goal-high (A) increases errors, zero (C) is impractical, and function (D) isn't specified.
Oracle Cloud Infrastructure Anomaly Detection Documentation, "Configuring FAP".
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