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Microsoft MS-102 Exam Syllabus Topics:

Topic Details

Topic 1
Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a
Microsoft 365 tenant.

Topic 2

Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for
Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of
Microsoft Defender for Endpoint for the implementation and management of endpoint protection.

Topic 3
Implement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.

Topic 4
Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.
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Microsoft 365 Administrator Sample Questions (Q99-Q104):
NEW QUESTION # 99 
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
review screen.
Your network contains an Active Directory domain.
You deploy an Azure AD tenant.
Another administrator configures the domain to synchronize to Azure AD.
You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts
synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.
You need to ensure that the 10 user accounts are synchronized to Azure AD.
Solution: From Azure AD Connect, you modify the Azure AD credentials.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Explanation
The question states that "all the user account synchronizations completed successfully". Therefore, the Azure AD credentials are
configured correctly in Azure AD Connect. It is likely that the 10 user accounts are being excluded from the synchronization cycle by
a filtering rule.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-filtering

NEW QUESTION # 100 
You have a Microsoft 365 E5 tenant that contains the resources shown in the following table.

To which resources can you apply a sensitivity label by using an auto-labeling policy?

A. Mailbox1, Account1, Site1, and Channel1
B. Account1 and Site1 only
C. Account1, Site1, and Channel1 only
D. Mailbox1 and Site1 only
E. Mailbox1, Account1, and Site1 only

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=o365-worldwide

NEW QUESTION # 101 
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint.
When users attempt to access the portal of a partner company, they receive the message shown in the following exhibit.



You need to enable user access to the partner company's portal.
Which Microsoft Defender for Endpoint setting should you modify?

A. Alert suppression
B. Advanced hunting
C. Indicators
D. Alert notifications
E. Custom detections

Answer: C

Explanation:



This Website Is Blocked By Your Organization
Custom indicators will block malicious IPs, URLs, and domains. Then, they will display the above message for the user.
Reference:
https://jadexstrategic.com/web-protection/

NEW QUESTION # 102 
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

The device compliance policies in Endpoint Manager are configured as shown in the following table.

The device compliance policies have the assignments shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is
worth one point.

Answer:

Explanation:

Explanation:



NEW QUESTION # 103 
You need to notify the manager of the human resources department when a user in the department shares a file or folder from the
departments Microsoft SharePoint Online site. What should you do?

A. From the Microsoft 365 Defender portal, create an alert policy.
B. From the SharePoint Online site, create an alert.
C. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.
D. From the SharePoint Online admin center, modify the sharing settings.

Answer: D

NEW QUESTION # 104
......
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