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Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q67-Q72):
NEW QUESTION # 67 
A company is about to conduct a press release. According to AC.L1-3.1.22: Control information posted or processed on publicly
accessible systems, what is the MOST important factor to consider when addressing CMMC requirements?

A. That so long as the information is only FCI, it can be released
B. That the CEO approved the message
C. That the information is correct
D. That the company has to safeguard the release of FCI

Answer: D

NEW QUESTION # 68 
During a CMMC readiness review, the OSC proposes that an associated enclave should not be applicable in the scope. Who is
responsible for verifying this request?

A. C3PAO
B. CCP
C. Advisory Board
D. Lead Assessor

Answer: D

Explanation:
During aCMMC readiness review, anOrganization Seeking Certification (OSC)may argue that a specificenclave (network segment
or system) is out of scopefor assessment. TheLead Assessor is responsible for verifying and approving this request.
* Certified CMMC Professional (CCP)
* A CCP supports OSCs inpreparing for assessmentsbutdoes not make final scope determinations.
* Certified Third-Party Assessment Organization (C3PAO)
* The C3PAOoversees the assessmentbut doesnot personally verify scope exclusions-that falls under theLead Assessor's role.
* Lead Assessor (Correct Answer)
* TheLead Assessor has the authorityto determine if anenclave is out of scopebased on OSC- provided evidence.
* The Lead Assessor followsCMMC Assessment Process (CAP) guidelinesto ensure proper scoping.
* Advisory Board
* TheCMMC-AB (Advisory Board) does not make scope determinations. It focuses onprogram oversightandcertification
processes.
* CMMC Assessment Process (CAP) v1.0
* TheLead Assessor is responsible for confirming the assessment scopeand determining enclave applicability.
* CMMC Scoping Guidance for Level 2 Assessments
* Requires theLead Assessor to review and approve any enclave exclusionsbefore finalizing the assessment scope.
Roles and Responsibilities in CMMC Assessments:Official References Supporting the Correct Answer:
Conclusion:TheLead Assessoris the correct answer because they have the authority to verify scope determinations during the
assessment.
#Correct Answer: C. Lead Assessor

NEW QUESTION # 69 
Which words summarize categories of data disposal described in the NIST SP 800-88 Revision 1. Guidelines for Media Sanitation?

A. Clear, overwrite, purge
B. Clear redact, destroy
C. Clear, overwrite, destroy
D. Clear, purge, destroy

Answer: D



NEW QUESTION # 70 
A cyber incident is discovered that affects a covered contractor IS and the CDI residing therein. How long does the contractor have
to inform the DoD?

A. 96 hours
B. 48 hours
C. 72 hours
D. 24 hours

Answer: C

Explanation:
Contractors that handle Covered Defense Information (CDI) are required to report cyber incidents to the Department of Defense
within 72 hours of discovery.
Supporting Extracts from Official Content:
* DFARS 252.204-7012(c)(1): "When the Contractor discovers a cyber incident that affects a covered contractor information
system or the covered defense information residing therein, the Contractor shall conduct a review... and rapidly report the cyber
incident to DoD within 72 hours of discovery." Why Option C is Correct:
* The regulation explicitly specifies 72 hours.
* Options A (24 hrs), B (48 hrs), and D (96 hrs) do not align with DFARS requirements.
References (Official CMMC v2.0 Content and Source Documents):
* DFARS 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting.
* CMMC v2.0 Governance - Source Documents list includes DFARS 252.204-7012.

NEW QUESTION # 71 
The Audit and Accountability (AU) domain has practices in:

A. Levels 1 and 3.
B. Levels 1 and 2.
C. Level 2.
D. Level 1.

Answer: B

NEW QUESTION # 72
......
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