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CrowdStrike Falcon Administrator Sample Questions (Q170-Q175):
NEW QUESTION # 170 
What are the two triggers that cause a fusion workflow to run?

A. Condition and action triggers
B. Incident and detections triggers
C. Fusion workflows are manually ran
D. Event and scheduled triggers

Answer: D

NEW QUESTION # 171 
What will happen to a host if it is not assigned a Sensor Update policy?

A. The host will automatically update to the newest sensor version and auto-update to future release
B. The host will automatically create a custom Sensor Update policy
C. The host will uninstall the Sensor and provide an alert to the installation team
D. The host will use the Default Sensor Update policy

Answer: D

Explanation:
The option that describes what will happen to a host if it is not assigned a Sensor Update policy is that the host will use the Default
Sensor Update policy. A Sensor Update policy is a policy that controls how and when the Falcon sensor is updated on a host. You
can create and assign custom Sensor Update policies to different hosts or groups in your environment. However, if a host is not
assigned to a specific Sensor Update policy, it will inherit the settings from the Default Sensor Update policy. The Default Sensor
Update policy is a "catch-all" policy that is enabled by default and has the "Uninstall and Maintenance Protection" feature turned on.
You can modify the settings of the Default Sensor Update policy, but you cannot delete or disable it.

NEW QUESTION # 172 
Your CISO has decided all Falcon Analysts should also have the ability to view files and file contents locally on compromised hosts,
but without the ability to take them off the host. What is the most appropriate role that can be added to fullfil this requirement?

A. Real Time Responder ?Active Responder
B. Remediation Manager
C. Real Time Responder ?Read Only Analyst
D. Falcon Analyst ?Read Only

Answer: C

Explanation:
The Real Time Responder - Read Only Analyst only allows to run the commands
"cat,cd,clear,env,eventlog,filehash,getsid,help,history,ipconfig,ls,mount,netstat,ps,reg" the role do not have permission to get files so it
is the most aproximated profile for the requested capabilities.
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NEW QUESTION # 173 
When editing an existing IOA exclusion, what can NOT be edited?

A. The hosts groups
B. The exclusion name
C. All parts of the exclusion can be changed
D. The IOA name

Answer: D

Explanation:
When editing an existing IOA exclusion, the IOA name cannot be edited. An IOA (indicator of attack) exclusion allows you to
define custom rules for excluding suspicious behavior from detection or prevention based on process execution, file write, network
connection, or registry events. The IOA name is a predefined name that identifies the type of IOA behavior that you want to
exclude, such as "Suspicious Process Execution - Script Interpreter Executing File". The IOA name cannot be changed when editing
an existing IOA exclusion, as it is linked to a specific IOA rule in the Falcon platform. However, you can edit other parts of the IOA
exclusion, such as the exclusion name, the hosts groups, and the filter criteria.

NEW QUESTION # 174 
What must an admin do to reset a user's password?

A. From User Management, the administrator must rebuild the account as the certificate for user specific private/public key
generation is no longer valid
B. From User Management, open the account details for the affected user and select "Generate New Password"
C. From User Management, select "Update Account" and manually create a new password for the affected user account
D. From User Management, select "Reset Password" from the three dot menu for the affected user account

Answer: D

Explanation:
The administrator can reset a user's password by selecting "Reset Password" from the three dot menu for the affected user account
in the User Management page. This will generate a new password and send it to the user's email address. The other options are
either incorrect or not available.

NEW QUESTION # 175
......
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