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NEW QUESTION # 55 
What is IntelliScan?

A. IntelliScan is a malware scanning method that monitors process memory in real time. It can identify known malicious
processes and terminate them.
B. IntelliScan is a mechanism that improves scanning performance. It recognizes files that have already been scanned based
on a digital fingerprint of the file.
C. IntelliScan reduces the risk of viruses entering your network by blocking real-time compressed executable files and pairs
them with other characteristics to improve mal-ware catch rates.
D. IntelliScan is a method of identifying which files are subject to malware scanning as determined from the file content. It uses
the file header to verify the true file type.

Answer: D

NEW QUESTION # 56 
What is the purpose of the override.properties file?

A. This file contains the original out-of-the-box configuration properties for Deep Security Manager. This file is renamed to
dsm.properties upon initialization of Deep Security Manager.
B. This file is used to transfer policy settings from one installation of Deep Security Man-ager to another
C. This file allows properties to be tested on Deep Security Manager without affecting the original configuration.
D. This file allows Deep Security Agents to override enforced behavior by providing new policy configuration details.

Answer: C

Explanation:
The properties specified in this configuration file override the properties specified in the dsm.properties file. This file can be created
manually by a support engineer to modify product be-havior without affecting the original configuration.
Explication: Study Guide - page (42)

NEW QUESTION # 57 
Which of following statements best describes Machine Learning in Deep Security?

A. Machine Learning is malware detection technique in which features of an executable file are compared against a cloud-
based learning model to determine the probability of the file being malware.
B. Machine Learning is malware detection technique in which processes on the protected computer are monitored for actions
that are not typically performed by a given process.
C. Machine Learning is a malware detection technique in which the Deep Security Agent monitors process memory in real
time and once a process is deemed to be suspicious, Deep Security will perform additional checks with the Smart Protection
Network to determine if this is a known good process.
D. Machine Learning is a malware detection technique in which files are scanned based on the true file type as determined by
the file content, not the extension.

Answer: A

Explanation:
Machine Learning in Trend Micro Deep Security analyzes files by extracting a set of features from an executable file and comparing
those features against a cloud-based machine learning model. This allows the system to determine the probability that the file is
malware before it is allowed to execute, providing advanced protection even for previously unknown threats. This process is distinct
from scanning based on file type, behavioral monitoring, or process monitoring.
Reference:
Trend Micro Deep Security Administrator's Guide, Anti-Malware Module Section

NEW QUESTION # 58 
Which of the following is not an operation that is performed when network traffic is intercepted by the network driver on the Deep
Security Agent?

A. Analyze the packet within the context of traffic history and connection state.



B. Verify the integrity of the packet to insure the packet is suitable for analysis.
C. Compare the data in the packet against the Anti-Malware Scan Configuration to verify whether any of the data related to
files and folders on the Exclusion list.
D. Verify the packet is not part of a reconnaissance scan used to discover weaknesses on the Deep Security Agent host
computer.

Answer: C

NEW QUESTION # 59 
The details for an event are displayed in the exhibit. Based on these details, which Protection Module generated the event?

A. Integrity Monitoring
B. Log Inspection
C. Firewall
D. Intrusion Prevention

Answer: B

Explanation:
The event details show a "Reason" referencing an Active Directory event (Success Audit), a "Description" that notes "Active
directory Success Audit event," and a "Program Name" of "syslogd." This matches the operation of the Log Inspection module,
which monitors logs from operating system and application sources and reports events such as authentication failures, system errors,
and audit events.
The other modules do not generate events based on log entries in this manner.
Reference:Trend Micro Deep Security Administrator's Guide, Log Inspection Module Section
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