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Fortinet NSE 8 - Recertification Exam Sample Questions (Q102-Q107):

NEW QUESTION # 102
Review the following FortiGate-6000 configuration excerpt:

config load-balance setti

set nat-sourcggport cEgss%ijggggzr
end

Based on the configuration, which statemment is correct regarding SNAT source port partitioning behavior?
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A. 1t statically distributes SNAT source ports to operating FPCs or FPMs.

B. It dynamically distributes SNAT source ports to operating FPCs or FPMs.

C. It equally distributes SNAT source ports across chassis slots.

D. It is the default SNAT configuration and preserves active sessions when an FPC or FPM goes down.

Answer: A

Explanation:

chassis-slots this option statically allocates SNAT source ports to all FPCs that are enabled when you enter the command. If you
disable an FPC fromthe CLI, the SNAT source ports assigned to that FPC will not be re-allocated to the remaining FPCs. All
FPCs that are still operating will maintain the same SNAT source port allocation and active sessions being processed by the still
operating FPCs will not be affected.

httpsz/docs.fortinet.convdocument/fortigate/7.4. 1 /fortigate- 6000-administration- guide/81276/controlling-snat-port-partitioning-
behavior

NEW QUESTION # 103
You want to enable traffic between 2001:db8:1:/64 and 2001:db8:2:/64 over the public 1Pv4 Internet. Given the CLI configuration
shown on the exhibit, which two additional settings are required on this device to implement tunneling for the 1Pv6 transition?

(Choose two.)
- XhNibi [ 9

config vpn ipsec phasel—-interface
edit "ipv4 to ipve”
set interface "portl"
set remote-gw 10.Z200.3.1
set psksecret fortinet
next
end

Fc‘o'n,ﬂxt i phaseZ2-interface
- - = jr.]‘. _to—il’vé_ Ez v

set phaselname "ipv4 to ipve"

set srct addr-type subneté

setydst-addr—type subnets

set 'src—subnets Z001:db8:1

set dst-subneté Z001:db8:2
next

:: /64
2 /64

A. 1Pvo6 static route to the destination phase2 destination subnet.
B. 1Pv4 firewall policies to allow traffic between the local and remote 1Pv6 subnets.
C. 1Pv4 static route to the destination phase2 destination subnet.
D. 1Pv6 firewall policies to allow traffic between the local and remote 1Pv6 subnets.

Answer: A,D

NEW QUESTION # 104
Refer to the exhibit.
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You have deployed several perimeter FortiGate devices with internal segmentation FortiGate devices behind them. All FortiGate

devices are logging to FortiAnalyzer. When you search the logs in FortiAnalyzer for denied traffic, you see numerous log messages,
as shown in the exhibit, on your perimeter FortiGate device only.
‘Which two actions will reduce the number of these log messages? (Choose two.)

0‘|

Perimeter
Fortigate

Internal
Fortigate

oo

e A. Apply an application control profile to the perimeter FortiGate devices that does not inspect DNS traffic to the outbound

firewall policy.

¢ B. Remove DNS signatures from the IPS profile applied to the outbound firewall policy.
e (. Disable DNS events logging from FortiGate in the config log fortianalyzer filter section.
e D. Configure the nternal FortiGate devices to communicate to FortiGuard using port 8888.

Answer: C,D

NEW QUESTION # 105

Refer to the exhibits.
FortiSandbox

FortiSandbox Inspection @D Statistics
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Scan timeout:
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AV Profile F HTInET
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You nust integrate a FortiMail and FortiSandbox Enhanced Cloud solution for a customer who is concerned about the e-mails being
delayed for too long. According to the configuration shown in the exhibits, which would be an expected behavior?

e A Ifanattachment is sent to the FortiSandbox while the job queue is full, the e-mail might be delayed for up to 30 minutes,
then e-mail will be relayed to the mail server.

¢ B. FortiMail will ignore the timeout value if content disarm and reconstruction (CDR) is enabled.

¢ C. FortiMail will relay valid e-mails to the mail server as soon as it is done with other local inspections.

¢ D. FortiMail will not wait for results but only for attachments that have been already submitted to the FortiSandbox in the last
60 minutes.

Answer: A

Explanation:

The FortiMail configuration integrates with FortiSandbox for attachment analysis. The timeout setting in FortiMail specifies how long
it will wait for FortiSandbox to return analysis results before proceeding to relay the email. If the FortiSandbox job queue is full or
delayed, the email could experience a delay.

IfFortiSandbox is overloaded (job queue full), the email may experience a delay. Based on the configuration, the timeout value of 30
minutes suggests that emails may be delayed for up to 30 mmnutes before being relayed to the mail server if the FortiSandbox does
not return results in time.

NEW QUESTION # 106
Refer to the exhibit.

FortiGate

port2

VDOM 1 (Accountinglocal)
(Accounting) 172.100.1.1/16

AccountVink1 | AccountVink —_— e —
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alesLoca
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Sales:
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A customer has deployed a FortiGate 300E with virtual domains (VDOMSs) enabled in the multi- VDOM mode. There are three




VDOMs: Root is for management and internet access, while VDOM 1 and VDOM 2 are used for segregating internal traffic.
AccountVink and SalesVInk are standard VDOM links in Ethernet mode.
Given the exhibit, which statement about VDOM behavior is correct?

A. The VDOM links are in Ethernet mode because they have IP addresses assigned on both sides.

B. OSPF routing can be configured between VDOM 1 and Root VDOM without any configuration changes to AccountVink.
C. Root VDOM is an Admin type VDOM, while VDOM 1 and VDOM 2 are Traffic type VDOMs.

D. You can apply OSPF routing on the VDOM link only in Ethernet mode.

Answer: A

Explanation:

In the diagram, AccountVink and SalesVink are configured as VDOM links and are operating in Ethernet mode.

Ethernet-mode VDOM links are used to connect VDOMs internally within the FortiGate. These links require IP addresses assigned
on both ends to enable commumication between VDOMs.

Since the exhibit shows [P addresses configured on both ends of the VDOM links, it confirms they are in Ethernet mode.

NEW QUESTION # 107
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