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Microsoft GitHub Advanced Security Sample Questions (Q83-Q88):
NEW QUESTION # 83 
Where can you use CodeQL analysis for code scanning? Each answer presents part of the solution. (Choose two.)

A. in the Files changed tab of the pull request
B. in an external continuous integration (CI) system
C. in a third-party Git repository
D. in a workflow

Answer: B,D
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Explanation:
In a workflow: GitHub Actions workflows are the most common place for CodeQL code scanning.
The codeql-analysis.yml defines how the analysis runs and when it triggers.
In an external CI system: GitHub allows you to run CodeQL analysis outside of GitHub Actions.
Once complete, the results can be uploaded using the upload-sarif action to make alerts visible in the repository.
You cannot run or trigger analysis from third-party repositories directly, and the Files changed tabin pull requests only shows diff -
not analysis results.

NEW QUESTION # 84 
What does code scanning do?

A. It analyzes a GitHub repository to find security vulnerabilities
B. It prevents code pushes with vulnerabilities as a pre-receive hook
C. It scans your entire Git history on branches present in your GitHub repository for any secrets
D. It contacts maintainers to ask them to create security advisories if a vulnerability is found

Answer: A

Explanation:
Code scanning is a static analysis feature that examines your source code to identify security vulnerabilities and coding errors. It runs
either on every push, pull request, or a scheduled time depending on the workflow configuration.
It does not automatically contact maintainers, scan full Git history, or block pushes unless explicitly configured to do so.

NEW QUESTION # 85 
You have enabled Dependabot alerts on your repository. If Dependabot detects a vulnerable dependency, it sends an alert when:

A. a contributor adds the vulnerable dependency to a manifest in the repository.
B. manifests and lock files are out of date and a version needs to be updated.
C. the vulnerability is removed from the GitHub Advisory Database.
D. a contributor makes a change to a function in the code.

Answer: A

Explanation:
Detection of insecure dependencies
Dependabot performs a scan of the default branch of your repository to detect insecure dependencies, and sends Dependabot alerts
when:
* A new advisory is added to the GitHub Advisory Database.
* The dependency graph for a repository changes. For example, when a contributor pushes a commit to change the packages or
versions it depends on, or when the code of one of the dependencies changes.
Additionally, GitHub can review any dependencies added, updated, or removed in a pull request made against the default branch of
a repository, and flag any changes that would reduce the security of your project. This allows you to spot and deal with vulnerable
dependencies before, rather than after, they reach your codebase.
Note: When you push a commit to GitHub that changes or adds a supported manifest or lock file to the default branch, the
dependency graph is automatically updated. In addition, the graph is updated when anyone pushes a change to the repository of one
of your dependencies.

NEW QUESTION # 86 
When using CodeQL, what extension stores query suite definitions?

A. .ql
B. .yml
C. .qll
D. .qls

Answer: D

Explanation:



Query suite definitions in CodeQL are stored using the .qls file extension. A query suite defines a collection of queries to be run
during an analysis and allows for grouping them based on categories like language, security relevance, or custom filters.
In contrast:
.ql files are individual queries.
.qll files are libraries used by .ql queries.
.yml is used for workflows, not query suites.

NEW QUESTION # 87 
In the pull request, how can developers avoid adding new dependencies with known vulnerabilities?

A. Add Dependabot rules.
B. Enable Dependabot security updates.
C. Enable Dependabot alerts.
D. Add a workflow with the dependency review action.

Answer: D

Explanation:
To detect and block vulnerable dependencies before merge, developers should use the Dependency Review GitHub Action in their
pull request workflows. It scans all proposed dependency changes and flags any packages with known vulnerabilities.
This is a preventative measure during development, unlike Dependabot, which reacts after the fact.

NEW QUESTION # 88
......
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