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Ping Identity Certified Professional - PingAccess Sample Questions (Q48-
Q53):

NEW QUESTION # 48
An admmnistrator needs to reduce the number of archive backups that are maintained in thedata/archivefolder.
Which file does the administrator need to modify to make this change?

A logdj2.xml

B. jymrmemory.options
C. run.properties

D. log4;j2.db.properties

Answer: C

Explanation:

PingAccess retains backup archives of its configuration in thedata/archivedirectory. The number of retained backups is controlled in
therun. propertiesfile.

Exact Extract:

"The number of configuration backups retained in thedata/archivedirectory is controlled by thearchive.
maxCountproperty inrun.properties."”

* Option A (logdj2.db.properties)is incorrect; this file controls database logging, not archive retention.
* Option B (jym-memory.options)is incorrect; this file sets JVM heap and memory arguments.

* Option C (run.properties)is correct - it contains systemlevel settings includingarchive.maxCount.

* Option D (logdj2.xml)is incorrect; this file configures log appenders and levels, not archive backups.
Reference:PingAccess Administration Guide -Configuration Backup Management

NEW QUESTION # 49
Anycompany has several applications that need to load images and fonts fromwww.anycompany.com. Users are currently getting
CORS errors. How should the Cross-Origin Request rule be set to allow secure access?

A. Allowed Origins towww.anycompany.comand enable the Allow Credentials option
B. Allowed Origins value for each of the listed domains

C. Allowed Origins to*.anycompany.comand disable the Allow Credentials option

D. Allowed Origins to*and enable the Allow Credentials option

Answer: A

Explanation:

To prevent CORS errors, administrators must configure aCross-Origin Request (CORS) Processing Rule.

The secure practice is to allow thespecific trusted domain(www.anycompany.com) and, when cookies or credentials are required, to
enableAllow Credentials.

Exact Extract:

"For secure CORS, specify exact origins rather than wildcards. Enable 'Allow Credentials' when client-side resources must include
cookies or authentication data."

* Option Ais incomplete - multiple values are possible, but in this case ontywww.anycompany.comis required.

* Option Bis less secure - using a wildcard (*.anycompany.com) broadens exposure unnecessarily.
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* Option Cis insecure -*with credentials is disallowed by CORS specifications.
* Option Dis correct - restricts access to the trusted domain and allows credentialed requests.
Reference:PingAccess Administration Guide -Cross-Origin Request Rule

NEW QUESTION # 50
An administrator needs to configure an application that uses a backend web server that has its own authentication mechanism. Which
type of object must be configured for PingAccess to provide access to the target server?

A. Web Session

B. Token Provider

C. Site Authenticator
D. Access Control Rule

Answer: C

Explanation:

‘When a backend application requires its own authentication (e.g., Basic Auth or mutual TLS), PingAccess uses aSite
Authenticatorto inject the necessary credentials.

Exact Extract:

"Site Authenticators provide the credentials PingAccess uses when authenticating to target applications that require their own
authentication mechanisirs."

* Option A (Token Provider)is ncorrect - this is used for OIDC/OAuth tokens, not site-level authentication.

* Option B (Web Session)manages end-user sessions, not backend site authentication.

* Option C (Site Authenticator)is correct - it handles authentication between PingAccess and the backend.

* Option D (Access Control Rule)enforces authorization, not backend authentication.

Reference:PingAccess Administration Guide -Site Authenticators

NEW QUESTION # 51
Under which top-level directory are PingAccess configuration archives stored?

A. data
B. tools
C. bin

D. conf

Answer: A

Explanation:

PingAccess automatically creates configurationarchive backupswhenever changes are made. These are stored in
thedata/archivedirectory.

Exact Extract:

"PingAccess stores configuration archive files in thePA HOMFE/data/archivedirectory."

* Option A (tools)is incorrect - contains administrative scripts.

* Option B (conf)is incorrect - holds configuration files likerun.properties.

* Option C (data)is correct - archives are stored underdata/archive.

* Option D (bin)is incorrect - contains executables and scripts.

Reference:PingAccess Administration Guide -Configuration Archives

NEW QUESTION # 52
An administrator is setting up PingAccess to terminate SSL for a proxied application. What action must the administrator take to
configure an existing certificate for that application?

A. Assign the Key Pair to the Virtual Host

B. Enable Require HTTPS in the Application configuration
C. Assign the Key Pair to the Agent Listener

D. Set the secure flag to Yes in the Site configuration

Answer: A



Explanation:

PingAccess terminates SSL at theVirtual Hostlevel. To configure an existing certificate, the administrator must assign the
appropriateKey Pair(which contains the certificate and private key) to the Virtual Host.

Exact Extract:

"SSL termination occurs on the engine listener through virtual hosts. Assign the certificate's key pair to the virtual host to secure
proxied applications."

* Option Ais correct - assign the key pair to the Virtual Host for SSL termination.

* Option Bis incorrect - Require HTTPS enforces secure access but does not configure SSL termination.

* Option Cis incorrect - Agent Listener is for PingAccess Agents, not proxied apps.

* Option Dis incorrect - secure flag affects cookie settings, not SSL certificates.

Reference:PingAccess Administration Guide - Virtual Hosts and Key Pairs
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