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R #140
Which of the following best describes a man-in-the-middle attack used for data exfiltration?
Response:

e A The attacker modifies the data before reaching the recipient
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¢ B. The attacker disrupts the normal flow of data
e C. The attacker denies access to data
¢ D. The attacker intercepts and copies data in transit

IEf#: D

B #141

‘Which techniques can help detect data exfiltration via command-and-control (C2) channels?
(Choose two)

Response:

A. Disabling unused network services
B. Behavioral anomaly detection
C. Deep packet inspection of outbound traffic

D. Regular password changes
_IE ﬁ H B\ C

HA #142

Which of the following are common indicators of data exfiltration in an enterprise network?
(Choose two)

Response:

A. Increased use of encrypted email services

B. High volumes of outbound traffic to unknown IPs

C. Frequent system crashes and restarts

D. Anomalies in account logins across geographic locations

iFf#: B. D

HR #143
Which of'the following is a sign that a malicious payload has been successfully executed?
Response:

A. Faster system performance

B. System configuration changes automatically reverted
C. Unusual outbound traffic to unknown IP addresses
D. Reduced network latency

EfE: C

HR #144
What is a primary method used in the reconnaissance phase ofa cyber attack?
Response:

A. Social engineering

B. Phishing attacks

C. Distributed denial-of-service (DDoS)
D. Ransonware deployment

Ef#: A

B #145
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