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Refer to the exhibit. An engineer must troubleshoot an issue with excessive SSH traffic leaving the internal network between the
hours of 18:00 and 08:00. The engineer applies a policy to the Cisco ASA firewall to block outbound SSH during the indicated
hours; however, the issue persists. What should be done to meet the requirement?

A. Change the time of rule 5
B. Change the time of rule 2.
C. Delete rule 3
D. Delete rule 4

Answer: C

Explanation:
Rule 3 allows all traffic (including SSH) from 10.1.0.0/30 during the hours of 18:00-08:00, which directly conflicts with Rule 1 that is
intended to deny SSH at those same hours. Since firewall rules are evaluated top- down and Rule 3 allows traffic during the exact
period where SSH should be blocked, deleting Rule 3 will allow Rule 1 to apply correctly.
This behavior is explained in SCAZT Section 3 (Network and Cloud Security, Pages 72-75), where rule precedence and time-
based evaluation logic are discussed.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 3, Pages 72-75

NEW QUESTION # 13 
The main benefit of integrating threat intelligence into cloud security is:

A. Enhancing the ability to identify and respond to emerging threats
B. Decreasing the need for secure domains
C. Increasing the complexity of security architectures
D. Reducing the effectiveness of security operations

Answer: A

NEW QUESTION # 14 
Cisco Secure Cloud Analytics specializes in:

A. Detecting threats in cloud and hybrid environments by analyzing traffic patterns
B. Reducing the amount of actionable security intelligence
C. Only managing physical network devices
D. Encouraging a siloed approach to cloud security

Answer: A

NEW QUESTION # 15 



Implementing security policies for SaaS applications such as Office 365 requires:

A. Assuming cloud providers are solely responsible for all aspects of security
B. Disabling encryption to improve accessibility
C. Ignoring anomalous user behavior as it is expected in cloud environments
D. Continuous monitoring and assessment of user activities and data access

Answer: D

NEW QUESTION # 16 
Which tool is specifically designed for analyzing application dependencies and network traffic to ensure security and compliance?

A. Cisco Secure Workload
B. Cisco Umbrella
C. Cisco Duo
D. All of the above

Answer: A

NEW QUESTION # 17
......
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