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CheckPoint 156-587 Exam Syllabus Topics:

Topic Details

¢ Advanced Gateway Troubleshooting: This section of the exam measures the skills of Check Point Network
Security Engineers and addresses troubleshooting techniques specific to gateways. It includes methods for
diagnosing connectivity issues and optimizing gateway performance.

Topic 1

e Advanced Management Server Troubleshooting: This section of the exam measures the skills of Check
Point System Administrators and focuses on troubleshooting management servers. It emphasizes

Topic 2 understanding server architecture and diagnosing problens related to server performance and connectivity.

e Advanced Identity Awareness Troubleshooting: This section of the exam measures the skills of heck Point
Topic 3 Security Consultants and focuses on troubleshooting identity awareness systens.

¢ Advanced Troubleshooting with Logs and Events: This section of the exam measures the skills of Check
Point Security Administrators and covers the analysis of logs and events for troubleshooting. Candidates

Topic 4
Pl will learn how to interpret log data to identify issues and security threats effectively.
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CheckPoint Check Point Certified Troubleshooting Expert - R81.20 Sample
Questions (Q93-Q98):

NEW QUESTION # 93
What function receives the AD log event information?

A.CPD

B. PEP
C.FWD
D. ADLOG

Answer: D

Explanation:

The ADLOG function receives the AD log event information from the Domain Controllers. The ADLOG function is part of the
Identity Awareness feature that enables the Security Gateway to identify users and machines in the network and enforce Access
Control policy rules based on their identities. The ADLOG function uses the AD Query (ADQ) method to connect to the Active
Directory Domain Controllers using WMI and subscribe to receive Security Event logs that are generated when users perform login.
The ADLOG fimction then extracts the user and machine information that maps to an IP address from the event logs and sends it to
the PEP function, which enforces the policy based on the identity information.

References:

* 1: Identity Awareness AD Query - Check Point Software

* 2: Identity Logging - Frequently Asked Questions - Check Point Software

3: Support, Support Requests, Training ... - Check Point Software

NEW QUESTION # 94
The management configuration stored in the Postgres database is partitioned into several relational database domains. What is the
purpose of the Global Domain?

¢ A. This domain is used as the global database for MDSM and contains global objects and policies.

¢ B. This domain is used as the global database to back up the objects referencing the corresponding object attributes from the
System Domain.

¢ C. Global Domains is used by the IPS software blade to map the IDs to the corresponding countries according to the
IpToCountry.csv file.

e D. This domain is used as the global database to track the changes made by muiltiple administrators on the same objects prior

to publishing,
Answer: A

Explanation:

The Global Domain is one of the relational database domains in the Postgres database that stores the management configuration. The
purpose of the Global Domain is to serve as the global database for Multi- Domain Security Management (MDSM) and contain the
global objects and policies that are shared across all domains. The Global Domain also stores the global settings, such as the
administrator roles, the LDAP servers, the IPS profiles, and the SmartEvent views. The Global Domain can be managed by the
Global Domain Administrator or the Super User Administrator using the SmartConsole. The Global Domain can be backed up and
restored using the mds_backup and mds_restore commands.

References:

* 1: Architecture and Processes - Check Point Software

* 2: Multi-Domain Security Management R81.10 Administration Guide

* 3: How to backup and restore Multi- Domain Security Management Server

NEW QUESTION # 95
What is the proper command for allowing the systemto create core files?

e A # set core-dump enable
# save config



® B. set core-dump enable

>save config
¢ C. SFWDIR/scripts/core-dump-enable.sh
¢ D. service core-dump start

Answer: B

NEW QUESTION # 96
‘What information does the doctor-log script supply?

A. Repair options. Logging Rates, Logging Directories

B. Logging rates, Logging Directories, List of troubleshooting tips
C. Logging errors. Exceptions, Repair options

D. Current and daily average logging rates. Indexing status, Size

Answer: D

Explanation:

The doctor-log script is a tool that provides information about the logging system and helps to identify and troubleshoot common
issues. The script runs automatically every night and generates a report that contains the following information:

* Current and daily average logging rates: This shows how many logs are being generated and received by the log server per
second. It can help to monitor the logging performance and identify any spikes or drops in the logging rate.

* Indexing status: This shows the status of the log indexing process, which enables faster and more efficient log searches. It can help
to identify any issues with the indexing system, such as delays, failures, or errors.

* Size: This shows the size of the log files and the disk space used by the logging system. It can help to manage the disk space and
plan for log rotation and backup.

The doctor-log script also provides some troubleshooting tips and repair options for common logging issues, such as corrupted log
files, missing log indexes, or low disk space. The script can be run manually or scheduled to run at a specific time. The script output
can be viewed in the SmartConsole or in the log server file system

References: Check Point Troubleshooting Expert (CCTE) course, Module 2: Logs and Monitoring, Lesson

2.1: Logs and SmartEvent, Slide 19-21.

NEW QUESTION # 97
Where will the usermode core files located?

A. $CPDIRar/log/dump/usermode
B. /var/suroot

C. N~ar/log/dump/usermode

D. $FWDIRVar/log/dump/usermode

Answer: A

Explanation:

Usermode core files are generated when a user mode process crashes. They are located in the $CPDIR/var/log/dump/usermode
directory on the Security Gateway or Security Management server. The core files can be used to analyze the cause of the crash and
troubleshoot the issue. The core files are named according to the process name, date, and time of the crash. For exanple,

cpd 2023 02 03 16 40 55.core is a core file for the cpd process that crashed on February 3, 2023 at 16:40:55

NEW QUESTION # 98
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