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Appian Certified Lead Developer Sample Questions (Q40-Q45):

NEW QUESTION # 40
You are on a call with a new client, and their program lead is concerned about how their legacy systems will integrate with Appian.
The lead wants to know what authentication methods are supported by Appian. Which three authentication methods are supported?

A. CAC

B. API Keys

C. SAML

D. Active Directory
E. Biometrics

F. OAuth

Answer: C,D,F

Explanation:

Comprehensive and Detailed In-Depth Explanation:

As an Appian Lead Developer, addressing a client's concerns about integrating legacy systems with Appian requires accurately
identifying supported authentication methods for system-to-system communication or user access. The question focuses on Appian's
integration capabilities, likely for both user authentication (e.g., SSO) and API authentication, as legacy system integration often
mvolves both. Appian's documentation outlines supported methods in its Connected Systers and security configurations. Let's
evaluate each option:

A . API Keys:

API Key authentication nvolves a static key sent in requests (e.g., via headers). Appian supports this for outbound integrations in
Comnected Systens (e.g., HTTP Authentication with an API key), allowing legacy systens to authenticate Appian calls. However,
it's not a user authentication method for Appian's platform login-it's for systento-system integration. While supported, it's less
common for legacy system SSO or enterprise use cases compared to other options, making it a lower-priority choice here.

B . Biometrics:

Biometrics (e.g, fingerprint, facial recognition) isn't natively supported by Appian for platform authentication or integration. Appian
relies on standard enterprise methods (e.g., username/password, SSO), and biometric authentication would require external identity
providers or custom clients, not Appian itself. Documentation confirns no direct biometric support, ruling this out as an Appian-
supported method.

C.SAML:

Security Assertion Markup Language (SAML) is fully supported by Appian for user authentication via Single Sign-On (SSO).
Appian integrates with SAML 2.0 identity providers (e.g., Okta, PingFederate), allowing users to log in using credentials from
legacy systems that support SAML-based SSO. This is a key enterprise method, widely used for integrating with existing identity
management systerrs, and explicitly listed in Appian's security configuration options-making it a top choice.

D. CAC:

Common Access Card (CAC) authentication, often used in government contexts with smart cards, isn't natively supported by
Appian as a standalone method. While Appian can integrate with CAC via SAML or PKI (Public Key Infrastructure) through an
identity provider, it's not a direct Appian authentication option. Documentation mentions smart card support indirectly via SSO
configurations, but CAC itselfisn't explicitly listed, making it less definitive than other methods.

E. OAuth:

OAuth (specifically OAuth 2.0) is supported by Appian for both outbound integrations (e.g., Authorization Code Grant, Client
Credentials) and mbound API authentication (e.g,, securing Appian Web APIs). For legacy system integration, Appian can use
OAuth to authenticate with APIs (e.g., Google, Salesforce) or allow legacy systems to call Appian services securely. Appian's
Connected System framework includes OAuth configuration, making it a versatile, standards-based method highly relevant to the
client's needs.

F . Active Directory:

Active Directory (AD) integration via LDAP (Lightweight Directory Access Protocol) is supported for user authentication in Appian.
It allows synchronization of users and groups from AD, enabling SSO or direct login with AD credentials. For legacy systeins using
AD as an identity store, this is a seamless ntegration method. Appian's documentation confirms LDAP/AD as a core authentication
option, widely adopted in enterprise environments-making it a strong fit.

Conclusion: The three supported authentication methods are C (SAML), E (OAuth), and F (Active Directory). These align with
Appian's enterprise-grade capabilities for legacy system integration: SAML for SSO, OAuth for API security, and AD for user
management. API Keys (A) are supported but less prominent for user authentication, CAC (D) is indirect, and Biometrics (B) isn't
supported natively. This selection reassures the client of Appian's flexibility with common legacy authentication standards.

Appian Documentation: "Authentication for Connected Systens" (OAuth, API Keys).

Appian Documentation: "Configuring Authentication” (SAML, LDAP/Active Directory).

Appian Lead Developer Certification: Integration Module (Authentication Methods).



NEW QUESTION # 41

You are just starting with a new team that has been working together on an application for months. They ask you to review some of
their views that have been degrading in performance. The views are highly complex with hundreds of lines of SQL. What is the first
step in troubleshooting the degradation?

¢ A. Browse through the tables, note any tables that contain a large volume of null values, and work with your team to plan for
table restructure.

¢ B. Go through all of the tables one by one to identify which of the grouped by, ordered by, or joined keys are currently
indexed.

¢ C. Run an explain statement on the views, identify critical areas of improvement that can be remediated without business
knowledge.

¢ D. Go through the entire database structure to obtain an overview, ensure you understand the business needs, and then
normalize the tables to optimize performance.

Answer: C

Explanation:

Comprehensive and Detailed In-Depth Explanation:

Troubleshooting performance degradation in complex SQL views within an Appian application requires a systematic approach. The
views, described as having hundreds of lines of SQL, suggest potential issues with query execution, indexing, or join efficiency. As a
new team member, the first step should focus on quickly identifying the root cause without overhauling the system prematurely.
Appian's Performance Troubleshooting Guide and database optimization best practices provide the framework for this process.
Option B (Run an explain statement on the views, identify critical areas of improvement that can be remediated without business
knowledge):

This is the recommended first step. Running an EXPLAIN statement (or equivalent, such as EXPLAIN PLAN in some databases)
analyzes the query execution plan, revealing details like full table scans, missing indices, or inefficient joins. This technical analysis can
identify immediate optimization opportunities (e.g,, adding indices or rewriting subqueries) without requiring business input, allowing
you to address low-hanging fruit quickly. Appian encourages using database tools to diagnose performance issues before involving
stakeholders, making this a practical starting point as you familiarize yourself with the application.

Option A (Go through the entire database structure to obtain an overview, ensure you understand the business needs, and then
normalize the tables to optimize performance):

This is too broad and time-consuming as a first step. Understanding business needs and normalizing tables are valuable but require
collaboration with the team and stakeholders, delaying action. It's better suited for a later phase after mitial technical analysis.
Option C (Go through all of the tables one by one to identify which of the grouped by, ordered by, or joined keys are currently
indexed):

Manually checking indices is useful but inefficient without first knowing which queries are problematic. The EXPLAIN statement
provides targeted insights into index usage, making it a more direct initial step than a manual table-by-table review.

Option D (Browse through the tables, note any tables that contain a large volume of null values, and work with your teamto plan for
table restructure):

Identifying null values and planning restructures is a long-term optimization strategy, not a first step. It requires team input and may
not address the immediate performance degradation, which is better tackled with query-level diagnostics.

Starting with an EXPLAIN statement allows you to gather data-driven insights, align with Appian's performance troubleshooting
methodology, and proceed with informed optimizations.

NEW QUESTION # 42

Youare designing a process that is anticipated to be executed multiple times a day. This process retrieves data from an external
system and then calls various utility processes as needed. The main process will not use the results of the utility processes, and there
are no user forms anywhere.

Which design choice should be used to start the utility processes and minimize the load on the execution engines?

A. Start the utility processes via a subprocess asynchronously.

B. Start the utility processes via a subprocess synchronously.

C. Use the Start Process Smart Service to start the utility processes.
D. Use Process Messaging to start the utility process.

Answer: A

Explanation:
Comprehensive and Detailed In-Depth Explanation:



As an Appian Lead Developer, designing a process that executes frequently (mutltiple times a day) and calls utility processes without
using their results requires optimizing performance and minimizing load on Appian's execution engines. The absence of user forms
indicates a backend process, so user experience isn't a concern-only engine efficiency matters. Let's evaluate each option:

A . Use the Start Process Smart Service to start the utility processes:

The Start Process Smart Service launches a new process instance independently, creating a separate process in the Work Queue.
While finctional, it increases engine load because each utility process runs as a distinct instance, consuming engine resources and
potentially clogging the Java Work Queue, especially with frequent executions. Appian's performance guidelines discourage
unnecessary separate process instances for utility tasks, favoring integrated subprocesses, making this less optimal.

B. Start the utility processes via a subprocess synchronously:

Synchronous subprocesses (e.g., alstartProcess with isAsync: false) execute within the main process flow, blocking until completion.
For utility processes not used by the main process, this creates unnecessary delays, increasing execution time and engine load. With
frequent daily executions, synchronous subprocesses could strain engines, especially if utility processes are slow or numerous.
Appian's documentation recommends asynchronous execution for non-dependent, non-blocking tasks, ruling this out.

C . Use Process Messaging to start the utility process:

Process Messaging (e.g., sendMessage() in Appian) is used for inter-process communication, not for starting processes. It's
designed to pass data between running processes, not initiate new ones. Attempting to use it for starting utility processes would
require additional setup (e.g., a listening process) and isn't a standard or efficient method. Appian's messaging features are for
coordination, not process initiation, making this inappropriate.

D . Start the utility processes via a subprocess asynchronously:

This is the best choice. Asynchronous subprocesses (e.g., a!startProcess with isAsync: true) execute independently of the main
process, offloading work to the engine without blocking or delaying the parent process. Since the main process doesn't use the utility
process results and there are no user forms, asynchronous execution minimizes engine load by distributing tasks across time,
reducing Work Queue pressure during frequent executions. Appian's performance best practices recommend asynchronous
subprocesses for non-dependent, utility tasks to optimize engine utilization, making this ideal for minimizing load.

Conclusion: Starting the utility processes via a subprocess asynchronously (D) minimizes engine load by allowing independent
execution without blocking the main process, aligning with Appian's performance optimization strategies for frequent, backend
processes.

Appian Documentation: "Process Model Performance" (Synchronous vs. Asynchronous Subprocesses).

Appian Lead Developer Certification: Process Design Module (Optimizing Engine Load).

Appian Best Practices: "Designing Efficient Utility Processes" (Asynchronous Execution).

NEW QUESTION # 43
What are two advantages of having High Availability (HA) for Appian Cloud applications?

¢ A Inthe event of a system failure, your Appian instance will be restored and available to your users in less than 15 minutes,
having lost no more than the last 1 mnute worth of data.

¢ B. Data and transactions are continuously replicated across the active nodes to achieve redundancy and avoid single points of
failure.

¢ C. An Appian Cloud HA instance is composed of multiple active nodes running in different availability zones in different
regions.

¢ D. A typical Appian Cloud HA instance is composed of two active nodes.

Answer: A.B

Explanation:

Comprehensive and Detailed In-Depth Explanation:

High Availability (HA) in Appian Cloud is designed to ensure that applications remain operational and data integrity is maintained
even in the face of hardware failures, network issues, or other disruptions. Appian's Cloud Architecture and HA documentation
outline the benefits, focusing on redundancy, minimal downtime, and data protection. The question asks for two advantages, and the
options must align with these core principles.

Option B (Data and transactions are continuously replicated across the active nodes to achieve redundancy and avoid single points
of failure):

This is a key advantage of HA. Appian Cloud HA mstances use muiltiple active nodes to replicate data and transactions in real-time
across the cluster. This redundancy ensures that if one node fails, others can take over without data loss, eliminating single points of
failure. This is a findamental feature of Appian's HA setup, leveraging distributed architecture to enhance reliability, as detailed in the
Appian Cloud High Availability Guide.

Option D (In the event of a system failure, your Appian instance will be restored and available to your users i less than 15 minutes,
having lost no more than the last 1 minute worth of data):

This is another significant advantage. Appian Cloud HA is engineered to provide rapid recovery and minimal data loss. The Service
Level Agreement (SLA) and HA documentation specify that in the case of a failure, the system failover is designed to complete



within a short timeframe (typically under 15 minutes), with data loss limited to the last minute due to synchronous replication. This
ensures business continuity and meets stringent uptime and data integrity requirements.

Option A (An Appian Cloud HA instance is composed of multiple active nodes running in different availability zones in different
regions):

This is a description of the HA architecture rather than an advantage. While running nodes across different availability zones and
regions enhances fault tolerance, the benefit is the resulting redundancy and availability, which are captured in Options B and D. This
option is more about implementation than a direct user or operational advantage.

Option C (A typical Appian Cloud HA instance is composed of two active nodes):

This is a factual statement about the architecture but not an advantage. The number of nodes (typically two or more, depending on
configuration) is a design detail, not a benefit. The advantage lies in what this setup enables (e.g,, redundancy and quick recovery),
as covered by B and D.

The two advantages-continuous replication for redundancy (B) and fast recovery with minimal data loss (D)-reflect the primary value
propositions of Appian Cloud HA, ensuring both operational resilience and data integrity for users.

The two advantages of having High Availability (HA) for Appian Cloud applications are:

B. Data and transactions are continuously replicated across the active nodes to achieve redundancy and avoid single points of
failure. This is an advantage of having HA, as it ensures that there is always a backup copy of data and transactions in case one of
the nodes fails or becomes unavailable. This also improves data integrity and consistency across the nodes, as any changes made to
one node are automatically propagated to the other node.

D). In the event of a system failure, your Appian instance will be restored and available to your users in less than 15 minutes, having
lost no more than the last 1 minute worth of data. This is an advantage of having HA, as it guarantees a high level of service
availability and reliability for your Appian instance. If one of the nodes fails or becomes unavailable, the other node will take over
and continue to serve requests without any noticeable downtime or data loss for your users.

NEW QUESTION # 44

Youare in a backlog refinement meeting with the development team and the product owner. You review a story for an integration
mvolving a third-party system. A payload will be sent from the Appian system through the integration to the third-party system The
story is 21 points on a Fibonacci scale and requires development from your Appian team as well as technical resources from the
third-party system. This item s crucial to your project's success. What are the two recommended steps to ensure this story can be
developed effectively?

A. Break down the item into smaller stories.

B. Acquire testing steps from QA resources.

C. Maintain a communication schedule with the third-party resources.

D. Identify subject matter experts (SMEs) to perform user acceptance testing (UAT).

Answer: A,C

Explanation:

Comprehensive and Detailed In-Depth Explanation:

This question involves a complex integration story rated at 21 points on the Fibonacci scale, indicating significant complexity and
effort. Appian Lead Developer best practices emphasize effective collaboration, risk mitigation, and manageable development
scopes for such scenarios. The two most critical steps are:

Option C (Maintain a communication schedule with the third-party resources):

Integrations with third-party systens require close coordination, as Appian developers depend on external teans for endpoint
specifications, payload formats, authentication details, and testing support. Establishing a regular communication schedule ensures
alignment on requirements, timelines, and issue resolution. Appian's Integration Best Practices documentation highlights the
importance of proactive communication with external stakeholders to prevent delays and misunderstandings, especially for critical
project components.

Option D (Break down the item into smaller stories):

A 21-point story is considered large by Agile standards (Fibonacci scale typically flags anything above 13 as complex). Appian's
Agile Development Guide recommends deconmposing large stories into smaller, independently deliverable pieces to reduce risk,
improve testability, and enable iterative progress. For exanmple, the integration could be split into tasks like designing the payload
structure, building the integration object, and testing the connection-each manageable within a sprint. This approach aligns with the
principle of delivering value incrementally while maintaining quality.

Option A (Acquire testing steps from QA resources): While QA nvolvement is valuable, this step is more relevant during the testing
phase rather than backlog refinement or development preparation. It's not a primary step for ensuring effective development of the
story.

Option B (Identify SMEs for UAT): User acceptance testing occurs after development, during the validation phase. Identifying
SME:s is important but not a key step in ensuring the story is developed effectively during the refinement and coding stages.

By choosing C and D, you address both the external dependency (third-party coordination) and internal complexity (story size),



ensuring a smoother development process for this critical integration.

NEW QUESTION # 45
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