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¢ Central management: The topic of Central management covers implementing central management.

FH1

¢ Routing; It covers implementing OSPF to route enterprise traffic and Border Gateway Protocol (BGP) to
FH 2 route enterprise traffic.

o Security profiles: Using FortiManager as a local FortiGuard server is discussed in this topic. Moreover, it
delves into configuring web filtering, application control, and the intrusion prevention system (IPS) in an

FA 3 .
enterprise network.
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¢ System configuration: This topic discusses Fortinet Security Fabric and hardware acceleration.
M 4 Furthermore, it delves into configuring various operation modes for an HA cluster.

¢ VPN: Implementing IPsec VPN IKE version 2 is discussed in this topic. Additionally, it delves into
FH 5 implementing auto-discovery VPN (ADVPN) to enable on-demand VPN tunnels between sites.

%| &l NSE 7 Network Security Architect NSE7 EFW-7.2 FEMEEA|
(Q40-Q45):

EAE #40

An administrator has configured two fortiGate devices for an HA cluster. While testing HA failover, the administrator notices that
some of the switches in the network continue to send traffic to the former primary device What can the administrator do to fix this
problem?

A. Verity Mai the speed and duplex settings match between me FortiGate interfaces and the connected switch ports
B. Configure remote Iink monitoring to detect an issue in the forwarding path

C. Configure set send-garp-on-failover enables under config system ha on both cluster members

D. Configure set link -failed signal enable under-config system ha on both Cluster members

He:. D

Y.

Virtual MAC Address and Failover

- The new primary broadcasts Gratuitous ARP packets to notify the network that each virtual MAC is now reachable through a
different switch port.

- Some high-end switches might not clear their MAC table correctly after a failover - Solution: Force former primary to shut down
all its interfaces for one second when the failover happens (excluding heartbeat and reserved management interfaces):

#Config system ha

set link-failed-signal enable

end

- This simulates a link failure that clears the related entries from MAC table of the switches.

EE#41
Refer to the exhibit, which shows the output from the webfilter fortiguard cache dump and webfilter categories commands.



I dilagnose weprilter rortiguard cache dump

saving to file [/tmp/urcCache.txt]
rache Contents:

;ache Mode: % [k
lacle DB Nefd A8==ci06

Jomain |IP DB Ver T URIL
34000000134000000 23.6106 P (Bhttetr//training.fortinet.com,
'5000000125000000 2361067 ® Bhttps://twitter.com/..

t get webfilter\gategories
j07 General Interest - Business:
31 Finance and Banking

51 Government and Legal Organizations
52 Information Technology
Using the output, how can an administrator determine the category of the training, fortinet.com am website?

A. The administrator must convert the first two digits of the Domain hex value to a decimal value
B. The administrator must add both the Pima in and Iphex values of 34 to get the category number
C. The admnistrator must convert the first three digits of the IP hex value to binary

D. The administrator can look up the hex value of 34 in the second command output.

HE: A

L
The command get webfilter categories lists all the categories with their respective ID numbers. In this [ist, the IDs are represented in
decimal. So, if you want to find the category name for a URL in the cache, use the first command to list the cache, and convert the
ID number from hexadecimal to decimal. Then, use the second command to find the category name for that ID number.

EE #42
Refer to the exhibit, which contains the partial ADVPN configuration of a spoke.
~onfig vpn 1psec phasel-interface
edit “tunnel™
set interface "portl"
set ike-version 2
set keylife 28800
set peertype any
set net-device enable
set proposal aeslZ28gam¥prfsha256 aes256gcm-prfsha384
set auto-discoverygNg€eiver enable
set remote-gw 1gU%\64.71.1
set psksecrefy WPtinet

Which two parameters must you configure on the corresponding single hub? (Choose two.)



A. Set auto-discovery-receiver enable
B. Set ike-version 2

C. Set auto-discovery-sender enable

D. Set auto-discovery-forwarder enable

02
m

: B,C

HEE #43
You want to know which content processor (CP) model FortiGate contains.
‘Which command should you enter?

A. get hardware cp

B. diagnose hardware Ispci | grep 4e36
C. get hardware status

D. diagnose hardware deviceinfo

: C

o
"

AR #4
Refer to the exhibits, which show the configurations of two address objects from the same FortiGate.



Engineering address object

Name Engineering

Color = Change

Type ‘ ' d
IP/Netmask 192.168.0.0 255.255.255.0

Interface O any -

Static route configuration O

Comments Write a comment... 0/255
OK | Cancel
Finance address object
Name Finance

Color E Ch-a'uge E:EH.I:"-'ET

Type

IP/Netmask 192.16€.1.0 255.255.255.0

Interface O any ~
Static route configuration OB

Comments Write a comment... , 0/255

Return

Why can you modify the Engineering address object, but not the Finance address object?

e A FortiGate is registered on FortiManager.

e B. Another user is editing the Finance address object in workspace mode.

e C. FortiGate joined the Security Fabric and the Finance address object was configured on the root FortiGate.
¢ D. You have read-only access.

He:. B

3.

The mnability to modify the Finance address object while being able to modify the Engineering address object suggests that the
Finance object is being managed by a higher authority in the Security Fabric, likely the root FortiGate. When a FortiGate is part of a
Security Fabric, address objects and other configurations may be managed centrally. This aligns with the Fortinet FortiGate
documentation on Security Fabric and central management of address objects.
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