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EC-COUNCIL EC-Council Certified Network Defender CND 312-38
Prüfungsfragen mit Lösungen (Q306-Q311):
306. Frage 
Which of the following is an intrusion detection system that reads all incoming packets and tries to find suspicious patterns known as
signatures or rules?

A. IPS
B. NIDS
C. HIDS
D. DMZ

Antwort: B

Begründung:
A network intrusion detection system (NIDS) is an intrusion detection system that tries to detect malicious activity such as denial of
service attacks, port scans or even attempts to crack into computers by monitoring network traffic. A NIDS reads all the incoming
packets and tries to find suspicious patterns known as signatures or rules. It also tries to detect incoming shell codes in the same
manner that an ordinary intrusion detection system does.
Answer option A is incorrect. A host-based intrusion detection system (HIDS) produces a false alarm because of the abnormal
behavior of users and the network. A host-based intrusion detection system (HIDS) is an intrusion detection system that monitors
and analyses the internals of a computing system rather than the network packets on its external interfaces. A host-based Intrusion
Detection System (HIDS) monitors all or parts of the dynamic behavior and the state of a computer system. HIDS looks at the state
of a system, its stored information, whether in RAM, in the file system, log files or elsewhere; and checks that the contents of these
appear as expected. Answer option B is incorrect. An intrusion prevention system (IPS) is a network security device that monitors
network and/or system activities for malicious or unwanted behavior and can react, in real-time, to block or prevent those activities.
When an attack is detected, it can drop the offending packets while still allowing all other traffic to pass.
Answer option C is incorrect. A demilitarized zone (DMZ) is a physical or logical subnetwork that contains and exposes external
services of an organization to a larger network, usually the Internet. The purpose of a DMZ is to add an additional layer of security
to an organization's Local Area Network (LAN); an external attacker only has access to equipment in the DMZ, rather than the
whole of the network. Hosts in the DMZ have limited connectivity to specific hosts in the internal network, though communication
with other hosts in the DMZ and to the external network is allowed. This allows hosts in the DMZ to provide services to both the
internal and external networks, while an intervening firewall controls the traffic between the DMZ servers and the internal network
clients. In a DMZ configuration, most computers on the LAN run behind a firewall connected to a public network such as the
Internet.

307. Frage 
Which of the following provides a set of voluntary recommended cyber security features to include in network-capable loT devices?

A. FCMA
B. GLBA
C. NIST
D. GCMA

Antwort: C

Begründung:
The National Institute of Standards and Technology (NIST) has released a guide that identifies a set of voluntary recommended
cybersecurity features to include in network-capable IoT devices. This guide, known as the "Core Baseline," is intended to assist
manufacturers and users by providing practical advice for securing IoT devices that connect to computer networks. The
recommendations are designed to mitigate risks to IoT security and are not mandatory rules but rather best practices to follow.
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308. Frage 
Wallcot, a retail chain in US and Canada, wants to improve the security of their administration offices. They want to implement a
mechanism with two doors. Only one of the doors can be opened at a time. Once people enter from the first door, they have to be
authorized to open the next one. Failing the authorization, the person will be locked between the doors until an authorized person lets
him or her out. What is such a mechanism called?

A. Concealed detection device
B. Physical locks
C. Mantrap
D. Alarm system

Antwort: C

Begründung:
The apt-get command is a powerful and free package management utility for Debian-based Linux distributions. It is used for handling
packages and is utilized to install, update, and remove software on Debian systems. The apt-get command is the recommended tool
for doing upgrades from one Debian GNU/Linux release to another, as it effectively manages dependencies and ensures that all
necessary changes are made during an upgrade.

309. Frage 
Syslog and SNMP are the two main _______ protocols through which log records are transferred.

A. Pull-based
B. Host-based
C. Push-based
D. Network-based

Antwort: C

310. Frage 
The attacks are classified as which of the following? Each correct answer represents a complete solution.
Choose all that apply.

A. session hijacking
B. active attack
C. passive attack
D. replay attack

Antwort: B,C

311. Frage
......

Heutzutage, wo IT-Branche schnell entwickelt ist, müssen wir die IT-Fachleuten mit anderen Augen sehen. Sie haben uns viele
unglaubliche Bequemlichkeiten nach ihrer spitzen Technik geboten und dem Staat sowie Unternehmen eine Menge Menschenkräfte
sowie Ressourcen erspart. Sie beziehen sicher ein hohes Gehalt. Wollen Sie gleich wie sie werden? Dann müssen Sie zuerst die EC-
COUNCIL 312-38 Zertifizierungsprüfung bestehen.
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Budget beschränkt ist und Sie brauchen vollständiges Schulungsunterlagen, versuchen Sie mal unsere Schulungsunterlagen zur EC-
COUNCIL 312-38 Zertifizierungsprüfung von It-Pruefung.
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