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CheckPoint 156-551 Exam Syllabus Topics:

Section Weight Objectives
- Monitoring and Logging

e 1. VSX monitoring tools and commands
e 2. Log collection and analysis
o . 0
Topic 1: VSX Management and Operation 20% Policy Management

e 1. Resource allocation and limits
o 2. Assigning and installing policies

- Diagnostic Tools

¢ 1. Loganalysis and debug techniques
o 2. Command-line utilities: vsx_util, cphaprob, cpstat
s . . 0
Topic 2: Troubleshooting and Maintenance 15% Common Issues and Resolution

¢ 1. Upgrade and migration procedures
o 2. Connectivity and policy problens

- Deployment Models

¢ 1. Standalone vs Distributed
e 2. Supported platforms and requirements

Topic 3: VSX Architecture and Components  20% - VSX Overview and Architecture

¢ 1. Virtual System concepts
e 2. Software components and versions
¢ 3. VSX Gateway and Management
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- Virtual System Load Sharing (VSLS)

e 1. VSLS architecture and setup
e 2. Load distribution and maintenance

Topic 4: High Availability and Scalability 20% VSX Clustering

¢ 1. High Availability configuration

e 2. State synchronization and failover

- Virtual Systems and Devices

o 1. Virtual Switches, Routers and Interfaces
¢ 2. Creating and managing Virtual Systems

259 ¢ 3. VLAN and bonding configuration
Topic 5: VSX Implementation and Configuration <~ ”°

- Initial Setup and Installation

e 1. Integration with Security Management Server
e 2. VSX Gateway deployment
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CheckPoint Check Point Certified VSX Specialist - R81 (CCVS) 2 & 156-551
A BB (Q40-Q45):

H #40
‘Which command provides visibility into the number of concurrent connections per Virtual System?

A. cpview

B. fw ctl nuiltik stat

C. fw ctl pstat

D. fw tab -t connections

IEf#: A

-
Inside cpview, under the VS-specific tab, you can view the number of concurrent connections per Virtual System. This metric is
crucial for evaluating session pressure or potential overload conditions.

HA #41
Which diagnostic tool shows policy name and install status per VS?

e A fwstat

® B. vsxstat

e C. fwvsxstat

e D. vsx_util policy check

IEfE: C
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fEERA -
fw vsx stat displays which policy is installed on each Virtual System, including version details and install time. This helps confirm
whether a VS is running the expected rulebase, especially after policy pushes.

H #42
‘What deployment option allows a Virtual System to use its own routing process?

¢ A. Autonomous routing

¢ B. Static routing only

¢ C. Centralized routing

¢ D. Internal dynamic routing

Ef#: A

A -
Autonomous routing allows each Virtual System to run its own routing process, providing complete independence in route
management. This is useful for highly segregated networks or customer-specific routing policies in service provider environments.

H #43
‘Which command would you use to collect debug output only froma specific VS?

e A tepdunp -iethO

¢ B. vsenv followed by fiw ctl zdebug
e C. cpinfo -vs

e D. vsx_provisioning_tool debug

Ef#: B

L2
To collect debug output froma specific Virtual System, use vsenv to switch into the VS context, followed by fw ctl zdebug or other
relevant commands. This isolates debugging to a single VS without affecting others.

B #44
Which of'the following are valid actions in the VSX Provisioning Tool? (Choose two)

A. reconfigure
B. simulate

C. create

D. monitor

Ef#: AL C

AR :
The VSX Provisioning Tool supports actions such as create, delete, and reconfigure. These commands help manage VSX objects
like Virtual Systems, Routers, and Switches through command-line autoration for fast provisioning and updates.

B #45
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