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AE #27
The "indirect exposure" concept in blockchain analytics means:

A. Funds sent to OTC brokers.

B. Funds linked via intermediary addresses.
C. Funds held in a cold wallet.

D. Funds directly linked to illicit addresses.
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Indirect exposure refers to connections through one or more hops to illicit addresses. This requires robust transaction chain analysis
to detect hidden ML/TF risk.

HE #28
How should an investigator use transaction history to determine whether cryptoassets were previously involved in money laundering?

A. Assess other assets held by the cryptoasset owner.

B. Assess the identity of the cryptoasset owner.

C. Assess the jurisdiction where the transactions took place.

D. Assess the cryptoasset addresses' receiving exposure to illicit activity.

HE: D

MH.

In the context of AMIL/CFT frameworks for cryptoassets, the investigation of transaction histories involves blockchain analysis tools
to trace the flow of funds to and from crypto addresses. Specifically, it is essential to assess whether the addresses nvolved have
had prior exposure to illicit activities such as known darknet marketplaces, ransomware payments, or sanctioned entities. This form
of "address screening” helps identify potentially tainted cryptoassets.

The DFSA AML Module and associated guidance emphasize that transaction monitoring for cryptoassets requires analyzing the
provenance of funds, not just ownership. While identifying the owner is part of customer due diligence (CDD), the transactional
exposure itself reveals laundering risks embedded in the chain of transfers.

Extract from DFSA AML Module and COB Module on Crypto Business Rules:

"Transaction monitoring systems must include blockchain analysis to detect suspicious activity related to crypto tokens, including
tracing transactions against known illicit sources."

"Enhanced due diligence (EDD) is required when a cryptoasset transaction involves addresses or wallets with a history ofillicit
activity."

"Risk-based approaches must integrate forensic review of transaction histories to assess financial crime risks in crypto asset
transfers" [ AML/VER25/05-24: Sections 6.3, 7.3, 13.3; COB/VER45/05-24: Sections 6.13, 15] .

Therefore, assessing the receiving exposure of cryptoasset addresses to illicit activity (Option C) is the most direct and effective
method to detect laundering,

EE #29
In cryptoasset AML prograns, "ongoing monitoring means:

A. Continuous review of transactions to detect anomalies
B. Only screening customers for sanctions once

C. Freezing all suspicious accounts

D. Checking customer activity only when onboarding

HE: A

Y.
Ongoing monitoring is the continuous analysis of customer activity to detect unusual or suspicious patterns over time.



EE #30
Under DIFC AML rules, which governance body must approve the firm's business-wide risk assessment?

A. Compliance department
B. Chief Technology Officer
C. Board of Directors

D. Internal audit team

HE: C

Y.
DFSA AML Module requires the Board to approve and oversee the firm's business-wide risk assessment, ensuring accountability at
the highest governance level

HAE #31
Which governance function is ultimately responsible for approving AML/CFT policies?

A. MLRO

B. Chief Executive Officer
C. Board of Directors

D. Conpliance officer

e C

MY
The Board holds ultimate responsibility for policy approval under DFSA and FSRA AML rules, ensuring senior-level oversight.
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