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WGUSecure Software Design (KEO1) Exam Sample Questions (Q67-Q72):

NEW QUESTION # 67
What is the privacy impact rating of an application that stores personally identifiable information, monitors users with ongoing
transfers of anonymous data, and changes settings without notifying the user?

A. P4 no privacy risk

B. P2 moderate privacy risk
C. P3 low privacy risk

D. P1 high privacy risk
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Answer: D

Explanation:

The privacy impact rating for an application that stores personally identifiable information (PII), monitors users with ongoing transfers
of anonymous data, and changes settings without notifying the user would be P1 high privacy risk. Storing PII already poses a
significant risk due to the potential for data breaches and misuse. Monitoring users and transferring data, even if anonymous,
increases the risk as it involves ongoing data collection. Changing settings without user notification is a serious privacy concern
because it can lead to unauthorized data processing or sharing, further elevating the risk level.

References:

* Practical Data Security and Privacy for GDPR and CCPA - ISACAL.

* Privacy risk assessment and privacy-preserving data monitoring?.

* How To Effectively Monitor Your Privacy Program: A New Series3.

NEW QUESTION # 68

Senior IT staffhas determined that a new product will be hosted in the cloud and will support web and mobile users. Developers will
need to deliver secure REST services. Android and IOS mobile apps. and a web application. Developers are currently determining
how to deliver each part of the overall product.

Which phase of the software development lifecycle (SDLC) is being described?

A. End of life
B. Design

C. Deployment
D. Mamtenance

Answer: B

Explanation:

The phase being described is the Design phase of the SDLC. During this phase, developers and IT staff determine the architectural
and operational details of the product, which includes decisions on how to deliver various components such as secure REST
services, mobile apps, and web applications. The Design phase is crucial for setting the foundation for the development work that
will follow, ensuring that the product will be secure, scalable, and maintainable.

: The mformation aligns with the descriptions of the SDLC phases provided in resources such as GitHub's explanation of the SDLC1
and other industry-standard software development lifecycle resources234.

NEW QUESTION # 69

The security software team has cloned the source code repository of the new software product so they can perform vulnerability
testing by modifying or adding small snippets of code to see if they can cause unexpected behavior and application failure.
Which security testing technique is being used?

A. Binary Fault Injection

B. Dynamic Code Analysis

C. Source-Code Fault Injection
D. Fuzz Testing

Answer: C

NEW QUESTION # 70

The security team is reviewing all noncommercial software libraries used in the new product to ensure they are being used according
to the legal specifications defined by the authors.

What activity of the Ship SDL phase is being performed?

A. Final security review

B. Open-source licensing review
C. Penetration testing

D. Policy compliance analysis

Answer: B



Explanation:

The activity described pertains to the review of noncommercial software libraries to ensure compliance with the legal specifications
set by the authors. This is part of the open-source licensing review, which is a critical activity in the Ship phase of the Security
Development Lifecycle (SDL). This review ensures that all open- source components are used in accordance with their licenses,
which is essential for legal and security compliance.

: The Ship phase of the SDL includes various activities such as policy compliance review, vulnerability scanning, penetration testing,
open-source licensing review, and final security and privacy reviews12. The open-source licensing review specifically addresses the
legal aspects of using third-party software components2.

NEW QUESTION # 71
Which type of threat exists when an attacker can intercept and manipulate form data after the user clicks the save button but before
the request is posted to the API?

A. Information disclosure
B. Spoofing

C. Elevation of privilege
D. Tampering

Answer: D

NEW QUESTION # 72
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