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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q12-Q17):

NEW QUESTION # 12
Exhibit

You are asked to track BitTorrent traffic on your network. You need to automatically add the workstations to the
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High Risk Workstations feed and the servers to the BitTorrent Servers feed automatically to help mitigate future threats.
Which two commands would add this functionality to the FindThreat policy? (Choose two.)

A
B.
C.
D.

Answer: A,C

NEW QUESTION # 13
Which two statements about SRX Series device chassis clusters are true? (Choose two.)

A. Chassis cluster member devices nust be the same model.

B. Each chassis cluster member requires a unique cluster ID value.

C. Each chassis cluster member device can host active redundancy groups
D. Redundancy group O is only active on the cluster backup node.

Answer: A,C

Explanation:

In a chassis cluster, both nodes can host active redundancy groups. The active redundancy groups can be distributed between the
two nodes, depending on the configuration and failover status, allowing each node to handle traffic for different sets of services or
interfaces.

For the chassis clustering to finction correctly, both nodes in the cluster must be of the same model.

This requirement ensures that the hardware capabilities, such as processing power and interface compatibility, are identical, which is
crucial for maintaining consistent performance and behavior between cluster nodes.

NEW QUESTION # 14

Exhibit

You are asked to ensure that servers running the Ubuntu OS will not be able to update automatically by blocking their access at the
SRX firewall. You have configured a unified security policy named Blockuburrtu, but it is not blocking the updates to the OS.
Referring to the exhibit which statement will block the Ubuntu OS updates?

A. Move the Blockubuntu policy after the Allowweb policy.

B. Configure the Allowweb policy to have a dynamic application of any.

C. Configure the Blockubuntu policy with the junos-https application parameter.
D. Change the default policy to permit-all.

Answer: C

NEW QUESTION # 15
Which two statements are correct about security policy changes when using the policy rematch feature? (Choose two.)

e A, When a policy change includes changing the policy's action fiom permit to deny, all existing sessions are dropped.

e B. When a policy change includes changing the policy's source or destination address match condition, all existing sessions are
dropped.

e C. When a policy change includes changing the policy's source or destination address match condition, all existing sessions are
reevaluated.

e D. When a policy change includes changing the policy's action from permit to deny, all existing sessions are maintained

Answer: A,C

Explanation:

policy rematch is a feature that enables the device to reevaluate an active session when its associated security policy is modified. The
session remains open if it still matches the policy that allowed the session initially. The session is closed if its associated policy is
renamed, deactivated, or deleted].



NEW QUESTION # 16
Which two statements are true about mixing traditional and unified security policies? (Choose two.)

A. When a packet matches a traditional security policy, the evaluation process terminates
B. Unified security policies must come before traditional security policies

C. When a packet matches a unified security policy, the evaluation process terminates

D. Traditional security policies must come before unified security policies

Answer: A,C

NEW QUESTION # 17
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