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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q116-Q121):
NEW QUESTION # 116 
A help desk technician is troubleshooting an issue with an employee's laptop that will not boot into its operating system. The
employee reported the laptop had been stolen but then found it one day later. The employee has asked the technician for help
recovering important data. The technician has identified the following:
* The laptop operating system was not configured with BitLocker.
* The hard drive has no hardware failures.
* Data is present and readable on the hard drive, although it appears to be illegible.
Which of the following is the most likely reason the technician is unable to retrieve legible data from the hard drive?

A. The hard drive experienced crypto-shredding.
B. The PKI certificate was revoked, and a new one must be installed.
C. The technician is using the incorrect cipher to read the data.
D. The employee's password was changed, and the new password needs to be used.

Answer: A

NEW QUESTION # 117 
An e-commerce company that provides payment gateways is concerned about the growing expense and time associated with PCI
audits of its payment gateways and external audits by customers for their own compliance reasons.
The Chief Information Officer (CIO) asks the security team to provide a list of options that will:
1. Reduce the overall cost of these audits
2. Leverage existing infrastructure where possible
3. Keep infrastructure costs to a minimum
4. Provide some level of attestation of compliance
Which of the following will BEST address the CIO"s concerns? (Choose two.)

A. Implement DLP controls on HTTP'HTTPS and email
B. Install EDR agents on all corporate endpoints
C. Undertake ISO certification for all core infrastructure including datacenters.
D. Invest in new UBA to detect report, and remediate attacks faster
E. Segment the network to reduce and limit the audit scope
F. Implement a GRC system to track and monitor controls

Answer: A,C

NEW QUESTION # 118 
A security analyst is reviewing the following output from a vulnerability scan from an organization's internet-facing web services:
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Which of the following indicates a susceptibility whereby an attacker can take advantage of the trust relationship between the client
and the server?

A. Line 17
B. Line 10
C. Line 06
D. Line 13

Answer: C

Explanation:
The scan output in line 06 indicates that OCSP Must-Staple is not supported. This vulnerability exposes the application to attacks
where an attacker can exploit the trust relationship between the client and the server by forging certificate revocation statuses. When
OCSP stapling is not enforced, a client cannot reliably check if a certificate has been revoked, potentially allowing attackers to
exploit this gap. CASP+ discusses the importance of certificate validation mechanisms such as OCSP (Online Certificate Status
Protocol) to prevent man-in-the-middle and trust-exploiting attacks.
Reference:
CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Certificate Validation, OCSP) CompTIA
CASP+ Study Guide: Secure Web Services and Trust Relationships

NEW QUESTION # 119 
An organization requires a contractual document that includes
* An overview of what is covered
* Goals and objectives
* Performance metrics for each party
* A review of how the agreement is managed by all parties
Which of the following BEST describes this type of contractual document?

A. BAA
B. ISA
C. SLA
D. NDA

Answer: C



NEW QUESTION # 120 
A security engineer is assessing the security controls of loT systems that are no longer supported for updates and patching. Which of
the following is the best mitigation for defending these loT systems?

A. Disable administrator accounts
B. Enable SELinux
C. Enforce network segmentation
D. Assign static IP addresses

Answer: C

Explanation:
Network segmentation is a method to isolate environments from one another, thus limiting the scope of a potential attack. For IoT
systems that cannot be updated or patched, network segmentation is the best mitigation technique. It would contain any compromise
to the segmented network and prevent it from affecting the rest of the network infrastructure.

NEW QUESTION # 121
......
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