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CompTIA Advanced Security Practitioner (CASP+) Exam CAS-004
Priifungsfragen mit Losungen (Q143-Q148):

143. Frage

An enterprise is deploying APIs that utilize a private key and a public key to ensure the connection string is protected. To connect to
the API, customers must use the private key.

Which of the following would BEST secure the REST API connection to the database while preventing the use of a hard-coded

string in the request string?

A. Sign the key with DSA.

B. Utilize HMAC for the keys.

C. Deploy MFA for the service accounts.
D. Implement a VPN for all APIs.

Antwort: B

Begrindung;

Utilizmg HMAC (hash-based message authentication code) for the keys is the best option for securing the REST API connection to
the database while preventing the use of a hard-coded string in the request string. HMAC is a technique that uses a secret key and a
hash function to generate a code that can verify the authenticity and integrity of a message, preventing unauthorized modifications or
tampering, Utilizing HMAC for the keys can prevent the use of a hard-coded string in the request string, as it can dynamically
generate a unique code for each request based on the secret key and the message content, making it difficult to forge or replay.
Implementing a VPN (virtual private network) for all APIs is not a good option for securing the REST API connection to the
database, as it could introduce latency or performance issues for API requests, as well as not prevent the use of a hard-coded string
in the request string, Signing the key with DSA (Digital Signature Algorithm) is not a good option for securing the REST API
connection to the database, as it could be vulnerable to attacks or forgery if the key is compromised or weak, as well as not prevent
the use of a hard-coded string in the request string, Deploying MFA (multi-factor authentication) for the service accounts is not a
good option for securing the REST API connection to the database, as it could affect the usability or functionality of API requests,
as well as not prevent the use of a hard-coded string in the request string, Verified Reference: https//www.comptia.org/blog/what-is-
hmac https//partners.comptia.org/docs/default-source/resources/casp-content-guide

144. Frage

A security administrator is setting up a virtualization solution that needs to run services froma single host.

Each service should be the only one running in its environment. Each environment needs to have its own operating system as a base
but share the kernel version and properties of the running host. Which of the following technologies would best meet these
requirements?

A. Containers

B. Virtual desktop infrastructure
C. Type 2 hypervisor

D. Emulation

E. Type 1 hypervisor

Antwort: A

Begriindung;

The most appropriate technology for this virtualization solution is containers. Containers allow multiple services to run on a single
host with isolated environments, while sharing the same kernel version and properties of the host operating system. Each container
has its own instance of the operating system and runs independently from the others, meeting the requirement for separate
environments with their own OS.

Containers are more lightweight than full hypervisors and are ideal for running microservices in isolated environments. CASP+
emphasizes the use of containers in scenarios where services need to be isolated but share the same host OS kernel

References:

CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (Virtualization Technologies, Containers)
CompTIA CASP+ Study Guide: Virtualization and Containerization for Isolated Services
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145. Frage

An engneer wants to assess the OS security configurations on a company's servers.
The engineer has downloaded some files to orchestrate configuration checks.
When the engneer opens a file in a text editor, the following excerpt appears:

- . b e
" sxml: VEpg=Sen">

xai:achemalLocation®="hetp: chacklzscl nIAt.gov/xceds

‘Which of the following capabilities would a configuration compliance checker need to support to interpret this file?

A. Swagger file
B. Netcat

C. Nessus

D. WSDL

E. SCAP

Antwort: E

146. Frage
A company wants to quantify and communicate the effectiveness of its security controls but must establish measures. Which of the
following is MOST likely to be included in an effective assessment roadmap for these controls?

A. Establish key performance indicators.
B. Performa security control assessiment.
C. Create an integrated master schedule.
D. Create a change management process.
E. Develop a communication plan.

Antwort: C

147. Frage
A security analyst discovered that the company's WAF was not properly configured. The main web server was breached, and the
following payload was found in one of the malicious requests:

Which of'the following would BEST mitigate this vulnerability?

A. Input validation

B. Network intrusion prevention
C. Data encoding

D. CAPTCHA

Antwort: A
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