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The CASP+ certification is recognized by major corporations and government agencies around the world. It is highly valued by
employers who are looking for professionals with advanced cybersecurity skills. CompTIA Advanced Security Practitioner
(CASP+) Exam certification is also recognized by the U.S. Department of Defense (DoD) and meets the requirements of the DoD
8570.01-M for Information Assurance Manager Level III and Information Assurance Technical Level III.

CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q541-Q546):
NEW QUESTION # 541 
While investigating a security event, an analyst finds evidence that a user opened an email attachment from an unknown source.
Shortly after the user opened the attachment, a group of servers experienced a large amount of network and resource activity. Upon
investigating the servers, the analyst discovers the servers were encrypted by ransomware that is demanding payment within 48
hours or all data will be destroyed. The company has no response plans for ransomware.
Which of the following is the NEXT step the analyst should take after reporting the incident to the management team?

A. Pay the ransom within 48 hours.
B. Notify law enforcement.
C. Isolate the servers to prevent the spread.
D. Request that the affected servers be restored immediately.

Answer: C

NEW QUESTION # 542 
A new web server must comply with new secure-by-design principles and PCI DSS. This includes mitigating the risk of an on-path
attack. A security analyst is reviewing the following web server configuration:

Which of the following ciphers should the security analyst remove to support the business requirements?

A. TLS_CHACHA20_POLY1305_SHA256
B. TLS_AES_128_CCM_8_SHA256
C. TLS_DHE_DSS_WITH_RC4_128_SHA
D. TLS_AES_128_GCM_SHA256

Answer: C

Explanation:
The security analyst should remove the cipher TLS_DHE_DSS_WITH_RC4_128_SHA to support the business requirements, as it
is considered weak and vulnerable to on-path attacks. RC4 is an outdated stream cipher that has been deprecated by major
browsers and protocols due to its flaws and weaknesses. The other ciphers are more secure and compliant with secure-by-design
principles and PCI DSS. Verified References:
https://www.comptia.org/blog/what-is-a-cipher https://partners.comptia.org/docs/default-source/resources
/casp-content-guide

NEW QUESTION # 543 
A company is migrating from company-owned phones to a BYOD strategy for mobile devices. The pilot program will start with the
executive management team and be rolled out to the rest of the staff in phases. The company's Chief Financial Officer loses a phone
multiple times a year.
Which of the following will MOST likely secure the data on the lost device?



A. Require MFA to access company applications.
B. Set up different profiles based on the person's risk.
C. Require a VPN to be active to access company data.
D. Remotely wipe the device.

Answer: D

Explanation:
Remotely wiping the device is the best way to secure the data on the lost device, as it would erase all the data and prevent
unauthorized access. Requiring a VPN to be active to access company data may not protect the data on the device itself, as it could
be stored locally or cached. Setting up different profiles based on the person's risk may not prevent data loss or theft, as it depends
on the level of access and encryption. Requiring MFA to access company applications may not protect the data on the device itself,
as it could be stored locally or cached. Verified References: https://www.comptia.org/blog/what-is-byod
https://partners.comptia.org/docs/default-source/resources/casp-content-guide

NEW QUESTION # 544 
A cybersecurity engineer analyst a system for vulnerabilities. The tool created an OVAL. Results document as output. Which of the
following would enable the engineer to interpret the results in a human readable form? (Select TWO.)

A. OOXML editor
B. SCAP tool
C. XML style sheet
D. Event Viewer
E. Debugging utility
F. Text editor

Answer: A,C

NEW QUESTION # 545 
Technicians have determined that the current server hardware is outdated, so they have decided to throw it out.
Prior to disposal, which of the following is the BEST method to use to ensure no data remnants can be recovered?

A. Degaussing
B. Physical destruction
C. Drive wiping
D. Purging

Answer: A

NEW QUESTION # 546
......
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