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Palo Alto Networks XDR Analyst Sample Questions (Q70-Q75):
NEW QUESTION # 70 
Where can SHA256 hash values be used in Cortex XDR Malware Protection Profiles?

A. in the Linux Malware Protection Profile to indicate allowed Java libraries
B. in the Windows Malware Protection Profile to indicate allowed executables
C. in the macOS Malware Protection Profile to indicate allowed signers
D. SHA256 hashes cannot be used in Cortex XDR Malware Protection Profiles

Answer: B

Explanation:
Cortex XDR Malware Protection Profiles allow you to configure the malware prevention settings for Windows, Linux, and macOS
endpoints. You can use SHA256 hash values in the Windows Malware Protection Profile to indicate allowed executables that you
want to exclude from malware scanning. This can help you reduce false positives and improve performance by skipping the scanning
of known benign files. You can add up to 1000 SHA256 hash values per profile. You cannot use SHA256 hash values in the Linux
or macOS Malware Protection Profiles, but you can use other criteria such as file path, file name, or signer to exclude files from
scanning. Reference:
Malware Protection Profiles
Configure a Windows Malware Protection Profile
PCDRA Study Guide

NEW QUESTION # 71 
Which built-in dashboard would be the best option for an executive, if they were looking for the Mean Time to Resolution (MTTR)
metric?

A. Security Manager Dashboard
B. Data Ingestion Dashboard
C. Security Admin Dashboard
D. Incident Management Dashboard

Answer: D

Explanation:
The Incident Management Dashboard provides a high-level overview of the incident response process, including the Mean Time to
Resolution (MTTR) metric. This metric measures the average time it takes to resolve an incident from the moment it is created to the
moment it is closed. The dashboard also shows the number of incidents by status, severity, and assigned analyst, as well as the top
alerts by category, source, and destination. The Incident Management Dashboard is designed for executives and managers who
want to monitor the performance and efficiency of their security teams. Reference: [PCDRA Study Guide], page 18.

NEW QUESTION # 72 
How does Cortex XDR agent for Windows prevent ransomware attacks from compromising the file system?

A. by patching vulnerable applications.
B. by encrypting the disk first.
C. by retrieving the encryption key.
D. by utilizing decoy Files.

Answer: D

Explanation:
Cortex XDR agent for Windows prevents ransomware attacks from compromising the file system by utilizing decoy files. Decoy files
are randomly generated files that are placed in strategic locations on the endpoint, such as the user's desktop, documents, and
pictures folders. These files are designed to look like valuable data that ransomware would target for encryption. When Cortex XDR
agent detects that a process is attempting to access or modify a decoy file, it immediately blocks the process and alerts the
administrator. This way, Cortex XDR agent can stop ransomware attacks before they can cause any damage to the real files on the
endpoint. Reference:
Anti-Ransomware Protection



PCDRA Study Guide

NEW QUESTION # 73 
What is the outcome of creating and implementing an alert exclusion?

A. The Cortex XDR agent will not create an alert for this event in the future.
B. The Cortex XDR agent will allow the process that was blocked to run on the endpoint.
C. The Cortex XDR console will delete those alerts and block ingestion of them in the future.
D. The Cortex XDR console will hide those alerts.

Answer: D

Explanation:
The outcome of creating and implementing an alert exclusion is that the Cortex XDR console will hide those alerts that match the
exclusion criteria. An alert exclusion is a policy that allows you to filter out alerts that are not relevant, false positives, or low priority,
and focus on the alerts that require your attention. When you create an alert exclusion, you can specify the criteria that define which
alerts you want to exclude, such as alert name, severity, source, or endpoint. After you create an alert exclusion, Cortex XDR will
hide any future alerts that match the criteria, and exclude them from incidents and search query results. However, the alert exclusion
does not affect the behavior of the Cortex XDR agent or the security policy on the endpoint. The Cortex XDR agent will still create
an alert for the event and apply the appropriate action, such as blocking or quarantining, according to the security policy. The alert
exclusion only affects the visibility of the alert on the Cortex XDR console, not the actual protection of the endpoint. Therefore, the
correct answer is B, the Cortex XDR console will hide those alerts12 Reference:
Alert Exclusions
Create an Alert Exclusion Policy

NEW QUESTION # 74 
Where would you go to add an exception to exclude a specific file hash from examination by the Malware profile for a Windows
endpoint?

A. Find the Malware profile attached to the endpoint, Under Portable Executable and DLL Examination add the hash to the
allow list.
B. In the Action Center, choose Allow list, select new action, select add to allow list, add your hash to the list, and apply it.
C. Find the exceptions profile attached to the endpoint, under process exceptions select local analysis, paste the hash and
save.
D. From the rules menu select new exception, fill out the criteria, choose the scope to apply it to, hit save.

Answer: B

Explanation:
To add an exception to exclude a specific file hash from examination by the Malware profile for a Windows endpoint, you need to
use the Action Center in Cortex XDR. The Action Center allows you to create and manage actions that apply to endpoints, such as
adding files or processes to the allow list or block list, isolating or unisolating endpoints, or initiating live terminal sessions. To add a
file hash to the allow list, you need to choose Allow list, select new action, select add to allow list, add your hash to the list, and
apply it. This will prevent the Malware profile from scanning or blocking the file on the endpoints that match the scope of the action.
Reference: Cortex XDR 3: Responding to Attacks1, Action Center2

NEW QUESTION # 75
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