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Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q121-Q126):
NEW QUESTION # 121 
In a Windows environment using AD machine authentication, how does FortiAuthenticator ensure that a previously authenticated
device is maintaining its network access once the device resumes operating after sleep or hibernation?

A. It temporarily assigns the device to a guest VLAN until full reauthentication is completed.
B. It caches the MAC address of authenticated devices for a configurable period of time.
C. It uses machine authentication based on the device IP address.
D. It sends a wake-on-LAN packet to trigger reauthentication.

Answer: B

Explanation:
WithAD machine authenticationvia FortiAuthenticator:
* When a machine successfully authenticates, FortiAuthenticator records:
* Machine account / identity
* MAC addressof the device
* Associated IP and session info
To handle sleep/hibernation:
* FortiAuthenticator keeps acache of authenticated MAC addressesfor a configured timeout.
* When the device wakes up and sends traffic again, FortiAuthenticator/FSSO can still treat it as authenticated as long as its MAC
is in cache, so access is maintained without forcing a full machine re- auth immediately.
This matches optionD.
* A(guest VLAN) is not the standard behavior here.
* B(WoL) is unrelated.
* C(IP-based) would break as IPs can change; MAC-based caching is what's used.

NEW QUESTION # 122 
Which statement about generating a certificate signing request (CSR) for a CER certificate is true?

A. If key fields like the common name (CN) and organization (O) are incorrect, the certification authority (CA) will still issue
the certificate, but it may not be trusted by certain applications or systems that rely on accurate field information for validation.
B. Inaccurate or missing fields in the CSR will prevent the CA from validating the request, leading to the rejection of the
certificate and possible delays in the deployment process.
C. The fields in the CSR are primarily for documentation purposes; any missing or incorrect information will be automatically
corrected by the CA during the signing process.
D. CSR fields are primarily used for internal recordkeeping by the requesting organization, and only the public key in the CSR
must be accurate for successful certificate signing.

Answer: B

Explanation:
The FortiOS documentation explicitly states that a CSR used for certificate signing must contain accurate and valid fields, especially:
Common Name (CN)
Organization (O)
Country (C)
Public key parameters
According to the FortiGate certificate section:
Incorrect CSR field information can cause the CA to reject the request.
Reasons include:
The CA validates identity and organizational information.
Missing or malformed data invalidates PKI requirements.
The CSR is not corrected automatically by the CA.
Therefore:
#A is correct.
Options B-D contradict PKI principles:
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B is false: CAs do not issue certificates with mismatched identity fields for public trust.
C is false: CSR fields are not only for internal use; they define certificate identity.
D is false: CAs do not auto-correct CSR fields.

NEW QUESTION # 123 
Refer to the exhibit.

Which shows the WTP profile configuration.
The AP profile is assigned to two FAP-231F APs that are installed in an open plan area.
The first AP has 32 clients associated with the 5 GHz radios and 22 clients associated with the 2.4 GHz radio.
The second AP has 12 clients associated with the 5 GHz radios and 20 clients associated with the 2.4 GHz radio.
A dual-band-capable client enters the area near the first AP and the first AP measures the new client at - 3 3 dBm signal strength.
The second AP measures the new client at -43 dBm signal strength.
If the new client attempts to conned to the student 01 wireless network, which AP radio will the client be associated with?

A. The second AP 2.4 GHz interface is preferred over 5 GHz for better speed and lower interference.
B. The first AP 2.4 GHz interface provides a stronger signal, which clients often prioritize.
C. The first AP 5 GHz interface because it has a stronger signal.
D. The second AP 5 GHz interface has fewer clients, which ensures better performance despite the weaker signal.

Answer: D

Explanation:
From theWTP profile:
set handoff-rssi 30
set handoff-sta-thresh 30
config radio-1
set band 802.11n-2G
set vaps "Student01"
config radio-2
set band 802.11ac-5G
set darrp enable
set arrp-profile "arrp-default"
set vaps "Student01"



Key points:
* Same SSID (Student01)is broadcast onboth APsand onboth bands(2.4 and 5 GHz).
* handoff-sta-thresh 30 enablesclient load-balancingbetween APs:
* When an AP radio hasmore than 30 associated clients, it starts rejecting new associations so that clients connect to a neighboring
AP instead (as long as RSSI is still acceptable).
* Current client counts:
* AP1:32 clients on 5 GHz, 22 on 2.4 GHz
* AP2:12 clients on 5 GHz, 20 on 2.4 GHz
So on 5 GHz:
* AP1's 5-GHz radioexceedsthe 30-client threshold (32 > 30) # it will try topush new clients away.
* AP2's 5-GHz radio iswell belowthe threshold (12 clients) and will happily accept new clients.
The new dual-band client is seen at:
* -33 dBmby AP1
* -43 dBmby AP2
Even though AP1 has the stronger signal, its 5-GHz radio is already overloaded according to the configured threshold, so AP1 will
refuse association attempts from that client. The client will then associate toAP2's 5- GHz radio, which:
* Hasfewer clients(better airtime per device), and
* Still has an acceptable signal (-43 dBm is easily usable on 5 GHz).
That matches optionCexactly.
Other options are incorrect because they ignore the configuredclient-load-balancing thresholdsand assume association based purely
on RSSI or prefer 2.4 GHz, which is not what this profile is tuned to do.

NEW QUESTION # 124 
When the MAC address of a device is placed in quarantine on FortiSwitch, what happens to its egress traffic?

A. Traffic is sent to an allowed VLAN.
B. Traffic is sent as untagged traffic.
C. Traffic is assigned to the native VLAN.
D. Traffic is sent to an access VLAN.

Answer: D

Explanation:
When a device'sMAC address is quarantinedon a FortiSwitch (via FortiLink NAC, fabric automation, or manual quarantine),
FortiSwitch enforces quarantine using thequarantine VLAN, also called theaccess VLANinside FortiSwitch NAC operations.
FortiSwitch behavior is defined in LAN Edge documentation:
* Quarantined devices are moved into an"access VLAN" reserved for isolation.
* This VLAN isstatically defined on the FortiGate NAC policy, and switch ports dynamically reassign the quarantined MAC into
that VLAN.
* All egress traffic from the quarantined MAC is forced into this VLAN, preventing access to the production network.
Thus, the correct description is:
#Traffic is sent to an access VLAN.
Options B, C, and D are incorrect because:
* Quarantine doesnotreassign to native VLAN.
* It doesnotsend untagged traffic arbitrarily.
* It doesnotforward traffic to allowed VLANs

NEW QUESTION # 125 
Refer to the exhibits.



An LDAP server has been successfully configured on FortiGate. which forwards LDAP authentication requests to a Windows
Active Directory (AD) server. Wireless users report that they are unable to authenticate. Upon troubleshooting, you find that
authentication fails when using MSCHAPv2.
What is the most likely reason for this issue?

A. The FortiGate LDAP configuration is missing the correct Bind DN.
B. FortiGate does not support MSCHAPv2 for LDAP authentication.
C. A firewall policy is missing an LDAP authentication rule.
D. The Windows AD server requires LDAPS (LDAP over SSL) for authentication.

Answer: B

Explanation:
From the exhibit, LDAP on FortiGate is correctly configured and tested:
diagnose test authserver ldap FAC-LDAP wifi101 password
authenticate 'wifi101' against 'FAC-LDAP' succeeded!
Group membership(s) - CN=Domain Users,...
So:
* LDAP connectivity works
* Bind DN, DN, CNID, and credentials are correct(so optionCis eliminated).
* Firewall policies do not affect the802.1X / Wi-Fi authentication stepitself, soAis not the root cause.
* Nothing in the scenario indicates that AD is enforcing LDAPS-only; the LDAP test already succeeds using the configured
parameters, soBis also excluded.
The Wi-Fi supplicant is configured forPEAP with inner authentication = MSCHAPv2.
MSCHAPv2 is achallenge-response mechanism designed for RADIUS, not for LDAP simple bind.
FortiGate's LDAP implementation uses asimple bind (username/password) over LDAP or LDAPS, and it doesnotimplement
MSCHAPv2 against LDAP backends.



In Fortinet's design, if you needPEAP-MSCHAPv2 with Active Directory, you must use:
* ARADIUS server(such as Windows NPS or FortiAuthenticator), and
* Have FortiGate use RADIUS,notLDAP, as the authentication backend for 802.1X / Wi-Fi users.
Because FortiGate cannot process MSCHAPv2 exchanges directly against an LDAP server, authentication fails when the inner
method is MSCHAPv2, even though LDAP works when tested with a simple bind from the CLI.

NEW QUESTION # 126
......
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