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Topic 1

Storage: Designed for storage administrators managing enterprise data solutions, this section tests
proficiency in deploying Block
File
Object Storage with lifecycle management, cross-region replication, and tiered storage strategies. It
includes configuring volume groups, snapshots, versioning, and security controls while analyzing storage
performance metrics and cost optimization techniques.

Topic 2

Networking: Targeting network architects designing secure cloud architectures, this domain focuses on
Virtual Cloud Network (VCN) implementation, including subnet design, IP address management, and
routing through gateways (NAT, service, internet). It assesses expertise in VPN
FastConnect deployment, DNS configuration, load balancer setup, and advanced tools like Network Path
Analyzer for troubleshooting latency or connectivity issues.

Topic 3

Compute: This section measures skills of cloud architects responsible for designing scalable and resilient
infrastructure, covering compute instance configuration, autoscaling policies, and OS management. It
evaluates understanding of OCI compute image options, infrastructure maintenance processes, and
strategies for optimizing instance performance across availability domains.

Topic 4

Identity and Access Management (IAM): This domain validates skills of security architects implementing
granular access controls, emphasizing IAM policy creation, compartment organization, and dynamic group
configuration. It covers identity domain management, network source restrictions, and tag-based access
mechanisms to enforce least-privilege principles across OCI resources

Oracle Cloud Infrastructure 2025 Architect Associate Sample Questions
(Q33-Q38):
NEW QUESTION # 33 
Which TWO statements about the Oracle Cloud Infrastructure (OCI) File Storage Service are accurate?

A. Customers can encrypt data in their file system using their own Vault encryption key.
B. Customers can encrypt the communication to a mount target via export options.
C. File systems use Oracle-managed keys by default.
D. Communication with file systems in a mount target is encrypted via HTTPS.

Answer: A,C

Explanation:
Oracle Cloud Infrastructure (OCI) File Storage Service offers robust encryption capabilities to ensure data security.
B . Customer-Managed Encryption: Customers can choose to encrypt their data using their own keys stored in the OCI Vault
service. This gives customers control over their encryption keys and enhances data security.
D . Oracle-Managed Encryption: By default, all data stored in OCI File Storage is encrypted using Oracle-managed keys. This
ensures that data is encrypted at rest without requiring any action from the customer.
Incorrect Statements:
A . Communication is not encrypted via HTTPS when accessing file systems; instead, encryption in transit is typically managed via
NFS over TLS.
C . Encryption of communication to a mount target is handled via network configurations, not through export options.
Reference:
Oracle Cloud Infrastructure Documentation: File Storage Encryption

NEW QUESTION # 34 
Which is NOT a valid action within the Oracle Cloud Infrastructure (OCI) Block Volume service?

A. Attaching a block volume to an instance in a different availability domain.
B. Expanding an existing volume in place with offline resizing.
C. Restoring from a volume backup to a larger volume.
D. Cloning an existing volume to a new, larger volume.



Answer: A

Explanation:
In Oracle Cloud Infrastructure (OCI), block volumes are designed to be highly flexible and can be used in various ways:
A . Restoring from a volume backup to a larger volume: This is supported and allows for resizing during the restoration process.
B . Cloning an existing volume to a new, larger volume: You can clone a block volume and specify a larger size for the new volume.
C . Expanding an existing volume in place with offline resizing: OCI allows you to increase the size of an existing block volume
without needing to take it offline.
Option D is NOT valid because block volumes can only be attached to compute instances within the same availability domain.
Cross-availability domain attachment of block volumes is not supported directly.
Reference:
Oracle Cloud Infrastructure Documentation: Block Volume Overview

NEW QUESTION # 35 
Which of the following is a valid RFC 1918 CIDR prefix that can be used for creating an Oracle Cloud Infrastructure (OCI) Virtual
Cloud Network (VCN)?

A. 192.168.0.0/16
B. 0.0.0.0/0
C. 10.0.0.0/8
D. 192.268.0.0/24

Answer: A,C

Explanation:
RFC 1918 defines IP address ranges that are reserved for private networks, which cannot be routed on the public internet. In
Oracle Cloud Infrastructure (OCI), these private IP address ranges can be used to create Virtual Cloud Networks (VCNs). The
valid RFC 1918 CIDR prefixes include:
192.168.0.0/16: A private IP range often used in home networks.
10.0.0.0/8: A large private IP range commonly used in enterprise networks.
Invalid Options:
B . 0.0.0.0/0: This CIDR represents all IP addresses and is not a valid private IP range.
C . 192.268.0.0/24: This is not a valid IP address range as the octet "268" is outside the allowable range of 0-255.
Reference:
Oracle Cloud Infrastructure Documentation: VCN Overview
RFC 1918: Address Allocation for Private Internets

NEW QUESTION # 36 
Which TWO statements are TRUE about Private IP addresses in Oracle Cloud Infrastructure (OCI)?

A. By default, the primary VNIC of an instance in a subnet has one primary private IP address.
B. Each VNIC can only have one private IP address.
C. By default, the primary VNIC of an instance in a subnet has one primary private IP address and one secondary private IP
address.
D. A private IP can have an optional public IP assigned to it if it resides in a public subnet.

Answer: A,D

Explanation:
In Oracle Cloud Infrastructure (OCI), understanding how private IP addresses work is crucial for configuring network interfaces and
managing instances within your Virtual Cloud Network (VCN).
Primary VNIC and Private IP Address:
When an instance is launched in OCI, it is attached to a Virtual Network Interface Card (VNIC). The primary VNIC, which is
automatically created during the instance launch, is associated with a primary private IP address by default. This private IP address is
essential for the instance to communicate within the VCN. The primary private IP address is automatically assigned and cannot be
removed from the primary VNIC while the instance is running. This supports the statement C.
Additional Private IPs:
Contrary to statement B, each VNIC can indeed have multiple private IP addresses, but by default, the primary VNIC comes with
only one primary private IP. You can manually add secondary private IPs if needed. However, the additional IPs are not assigned



by default; hence, A is incorrect.
Public IP Association:
For instances requiring internet access, a public IP address can be optionally assigned to the private IP address if the instance is in a
public subnet. This is critical for scenarios where an instance needs to communicate with the internet or external networks. This aligns
with statement D.
Relevant OCI Documentation:
Oracle Cloud Infrastructure Networking Overview
VNICs and Private IPs
These references provide additional context and detail on how private IP addresses work within OCI and clarify the correct
statements.

NEW QUESTION # 37 
How will moving a database instance to a different compartment impact user access?

A. Compartments are not covered by IAM policies.
B. Compartments prevent resource movement.
C. Access will be revoked for all users.
D. IAM policies are not tied to compartments.

Answer: C

Explanation:
In Oracle Cloud Infrastructure (OCI), when you move a database instance to a different compartment, the following impact on user
access occurs:
Impact of Moving Resources: When you move a resource, like a database instance, to a different compartment, the IAM policies
that grant access to that resource in the original compartment no longer apply. This effectively revokes access for users or groups
unless equivalent policies are in place in the new compartment.
Restoring Access: To restore access, you would need to create new IAM policies in the destination compartment that grant the
necessary permissions to the users or groups who need access.
Relevant OCI Documentation:
Managing Compartments
Moving Resources
These resources provide detailed steps on how compartment changes impact resource access and management.

NEW QUESTION # 38
......
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