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P RE #775
The BEST indication of a change in risk that may negatively impact an organization is an increase in the number of:

A. security incidents reported by staff'to the information security team

B. alerts triggered by the security information and event management (SIEM) solution.
C. malware infections detected by the organization's anti-virus software.

D. events logged by the intrusion detection system (IDS).

BE: A
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F =8 #776
Which of'the following is the MAJOR advantage of conducting a post-incident review? The review:

A. provides continuous process improvement.

B. helps develop business cases for security monitoring tools.

C. helps identify current and desired level of risk.

D. facilitates reporting on actions taken during the incident process.

BER: A

FRE #777
‘Which metric is the BEST indicator that an update to an organization's information security awareness strategy is effective?

A. An increase in the number of email viruses detected
B. An increase in the number of incidents reported by staff
C. A decrease in the number of email viruses detected
D. A decrease in the number of incidents reported by staff

ZX: D

R
Section: INFORMATION SECURITY PROGRAM DEVELOPMENT

P RE #778
Which of the following is the MOST important action to take when engaging third-party consultants to conduct an attack and
penetration test?

A. Request a list of the software to be used

B. Establish clear rules of engagement

C. Provide clear directions to IT staff

D. Monitor intrusion detection system (IDS) and firewall logs closely

EX: B

L EER

It is critical to establish a clear understanding on what is permissible during the engagement. Otherwise, the tester may inadvertently
trigger a system outage or nadvertently corrupt files. Not as important, but still useful, is to request a list of what software will be
used. As for monitoring the intrusion detection system (IDS) and firewall, and providing directions to IT staff; it is better not to alert
those responsible for monitoring (other than at the management level), so that the effectiveness of that monitoring can be accurately
assessed.

R & #779
A security incident has been reported within an organization. When should an information security manager contact the information
owner? After the:

A. incident has been confirmed.

B. incident has been mitigated.

C. potential incident has been logged.
D. incident has been contained.

BER: A

fE RSB«

Explanation

= The information security manager should contact the information owner after the incident has been confirmed, as this is the first
step of the incident response process. The mformation owner is the person who has the authority and responsibility for the
information asset that is affected by the incident. The information owner needs to be informed of the incident as soon as possible, as
they may have to make decisions or take actions regarding the protection, recovery, or restoration of the information asset. The



information owner may also have to communicate with other stakeholders, such as the business units, customers, regulators, or
media, depending on the nature and impact of the incident.

The other options are not the correct time to contact the information owner, as they occur later in the incident response process.
Contacting the mformation owner after the incident has been contained, mitigated, or logged may delay the notification and escalation
of the incident, as well as the involvement and collaboration of the information owner. Moreover, contacting the information owner
after the incident has been contained or mitigated may imply that the incident response team has already taken actions that may affect
the information asset without the consent or approval of the information owner. Contacting the information owner after a potential
incident has been logged may cause unnecessary alarm or confusion, as the potential incident may not be a real or significant incident,
or it may not affect the information owner's asset. References = CISM Review Manual, 16th Edition, ISACA, 2022, pp. 219-220,
226-2217.

CISM Questions, Answers & Explanations Database, ISACA, 2022, QID 1009.
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