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Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q89-Q94):

NEW QUESTION # 89
An administrator configured a FortiGate device to act as a collector for agentless polling mode.
‘What must the administrator add to the FortiGate device to retrieve AD user group information?

A. Keycloak server
B. LDAP server

C. TACACS server
D. RADIUS server

Answer: B

Explanation:

IfFortiGate is acting as a collector for agentless polling mode, you nmust select Poll Active Directory Server and configure the IP
addresses and AD admnistrator credentials for each DC.

FortiGate uses LDAP to query AD to retrieve user group nformation. For this to happen, you must add the LDAP server to the Poll
Active Directory Server configuration.

NEW QUESTION # 90
Refer to the exhibit, which shows the IPS sensor configuration.

WINDOWS_SERVERS

Block malicious URLs (O

+['|.|.'|'N|‘.1. nf Lyt
Details Exempt IPs Action Packet Logging

Microsoft Windows iSCSI Target DoS 0 @ Monitor @ Enabled
Windows @ Block © Disabled

Iftraffic matches this IPS sensor, which two actions is the sensor expected to take? (Choose two.)

A. The sensor will allow attackers matching the Microsoft. Windows.iSCSI. Target.DoS signature.
B. The sensor will block all attacks aimed at Windows servers.

C. The sensor will reset all connections that match these signatures.

D. The sensor will gather a packet log for all matched traffic.

Answer: A,B

Explanation:

The sensor will allow attackers matching the Microsoft. Windows.iSCSITarget. DoS signature.

The action for this specific signature is set to Monitor, which means FortiGate will only detect and log the activity but will not block
or reset the session.

The sensor will block all attacks aimed at Windows servers.

The general Windows filter is configured with the Block action, so any traffic matching Windows- related attack signatures will be
blocked.

NEW QUESTION # 91



Refer to the exhibit, which shows a partial configuration from the remote authentication server.

Attribute Value vendor Actions

Training Fortinet ="

Why does the FortiGate administrator need this configuration?

A. To authenticate Any FortiGate user groups.

B. To authenticate and match the Training OU on the RADIUS server.
C. To set up a RADIUS server Secret.

D. To authenticate only the Training user group.

Answer: D

Explanation:
The Fortinet-Group-Nanre attribute is used to restrict authentication to users who belong specifically to the "Training” user group on
the RADIUS server.

NEW QUESTION # 92
FortiGate is operating in NAT mode and has two physical interfaces connected to the LAN and DMZ networks respectively. Which
two statements about the requirements of connected physical interfaces on FortiGate are true? (Choose two.)

A. Both interfaces must have DHCP enabled and interfaces set to LAN and DMZ roles assigned.
B. Both interfaces must have directly connected routes on the routing table.

C. Both interfaces must have IP addresses assigned.

D. Both interfaces must have the interface role assigned.

Answer: B,C

Explanation:

In FortiOS 7.6, when a FortiGate is operating in NAT mode, physical interfaces that participate in traffic forwarding (such as LAN
and DMZ) must meet certain fundamental requirements.

Correct staterments

D . Both interfaces must have IP addresses assigned.

Correct

In NAT mode, FortiGate operates as a Layer-3 device.

Every interface that forwards traffic must have an IP address.

Without an IP address:

The interface cannot participate in routing

Firewall policies cannot be applied correctly

This is a mandatory requirement.

C . Both interfaces must have directly connected routes on the routing table.

Correct

When an I[P address is assigned to an interface, FortiGate automatically installs a connected route for that subnet in the routing table.
These connected routes are required so FortiGate:

Knows how to reach the locally attached networks

Can forward traffic between LAN and DMZ

While administrators do not manually create these routes, their presence is required for correct operation.
Why the other options are incorrect

A . Both interfaces must have DHCP enabled and roles assigned.

Incorrect

DHCP is optional; nterfaces can use static IPs.

Interface roles (LAN, DMZ, WAN) are admmistrative/GUI aids, not fnctional requirements.

B . Both interfaces must have the interface role assigned.

Incorrect

Interface roles affect GUI grouping and some default behavior.

They are not required for NAT mode operation or traffic forwarding,



NEW QUESTION # 93

Refer to the exhibits.
Network diagram I= HT"TET
Local-FortiGate Remote-FortiGate
WAN(port1) Router_~._ 10.200.3.0/2¢ WAN(port4)
10,.200.1.1 19.200.3.1
LAN(port3) portt LAN(port6)
10.0.1.254 AR08, 1) 24 10.0.2.254

~N

10.0.2.10 - \\

10.0.1.10
Local-Client Remote-Client
NAT IP pool configuration
Name = External IP Range = Type ARP Reply
® SNAT-Pool 10.200.1.49- 10.200.1.49 Overload @ Enabled
® SNAT-Remote 10.200.1.149 - 10.200.1.149 Overload @ Enabled
® SNAT-Remotel 10.200.1.99 - 10.200.1.99 Overload @& Enabled
| |
Firewall policy -mw
| ID Name Source Destination Schedule Service Action IP Pool NAT
[=] ¥ LAN (port3) — 18 WAN (port1) @
2 TCPtraffic all REMOTE FORTIGATE [@always @WALLTCP v ACCEPT  ® SNAT-Pool @ NAT
6 PINGtraffic all Ban (@ always @ PING v ACCEPT @ SNAT-Remote1l @ NAT
7  IGMPtraffic all g (@ always @ icmp « ACCEPT @ SNAT-Remote @ NAT

objects.

The exhibits show a diagram of a FortiGate device connected to the network, as well as the IP pool configuration and firewall policy

The WAN (portl) interface has the IP address 10.200.1.1/24.
The LAN (port3) interface has the IP address 10.0.1.254/24.
Which IP address will be used to source NAT (SNAT) the traffic, if the user on Local-Client (10.0.1.10) pings the IP address of

Remote-FortiGate (10.200.3.

A.10.200.1.49
B. 10.200.1.99
C. 10.200.1.1
D. 10.200.1.149

Answer: B

Explanation:

1?

All TCP doesn't include ICMP. So you would match rule ID 2, in which uses IP Poop remote 1.

NEW QUESTION # 94
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