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AR #575
A cloud systems administrator needs to log in to a remote Linux server that is hosted in a public cloud. Which of the following
protocols will the administrator MOST likely use?

e A HTTPS

e B.RDP

e C. Secure Shell

¢ D. Virtual network computing
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Secure Shell (SSH) is a protocol that allows secure and encrypted communication between a client and a server over a network.
SSH can be used to log in to a remote Linux server that is hosted in a public cloud, as well as to execute commands, transfer files, or
tunnel other protocols. SSH uses public-key cryptography to authenticate the client and the server, and to encrypt the data
exchanged between them. SSH is widely supported by most Linux distributions and cloud providers, and it can be accessed by
various tools, such as PuTTY, OpenSSH, or WInSCP. SSH is more secure and reliable than other protocols, such as RDP, VNC,
or Telnet, which may not support encryption, authentication, or compression. Reference: CompTIA Cloud Essentials+ Certification
Exam Objectives1, CompTIA Cloud Essentials+ Study Guide, Chapter 6: Cloud Connectivity and Load Balancing2, How To Use
The Remote Desktop Protocol To Connect To A Linux Server2

EHE #576
Eucalyptus is open-source software for quickly provisioning virtual servers. This is an example of:

A. PaaS

B. None of the above.
C. On-demand software.
D. laaS

E. SaaS.

He: B

HE #577
Which of the following is an effect of cloud computing on application development?

A. SaaS inhibits vendor interoperability on application platforms.
B. SaaS allows for open-source application development.

C. SaaS delays the time to market for most applications.

D. SaaS allows for a shorter time to market for some applications.
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EE #578

A mobile application development team requires frequent software updates for a major launch of a customer- facing application. The
business requirement is to be first-to-market on a new feature that leverages third- party-hosted services.

Which of'the following is the BEST approach to use for speed and efficiency?

A. Application programming interface
B. Proprietary code solution

C. Regression testing

D. Production load testing
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An application programming interface (API) is a set of rules and protocols that enable different applications to commumicate and
exchange data and fimctionality. APIs can sinplify software development and nnovation by allowing applications to access the data
and services of other applications, especially those hosted on the cloud. APIs can also speed up the development process by
reducing the need to write code from scratch or maintain complex infrastructure. For a mobile application development team that
requires frequent software updates and wants to leverage third-party-hosted services, using APIs is the best approach for speed and
efficiency. APIs can help the team to integrate their application with the cloud-based services they need, such as authentication,
storage, analytics, or payment processing. APIs can also help the teamto deliver updates faster and more reliably, as they can use
the cloud provider's APIs to deploy, test, and monitor their application. APIs can also enable the team to be first-to-market on a
new feature, as they can use existing APIs to access the finctionality they need, rather than building it themselves.

Reference:

1: What is an Application Programming Interface (API)? | IBM

2: What is an API (Application Programming Interface)? | AWS



3: Cloud APIs | Complete Guide | Akana by Perforce
CompTIA Cloud Essentials+ Certification Study Guide, Second Edition (Exam CLO-002), Chapter 8: Applications and Big Data in
the Cloud, Section 8.1: Cloud Application Architecture4

EE #579
A company's current billing agreement is static. If the company were to migrate to an entirely laaS-based setup, which of the
following billing concepts would the company be adopting?

e A. Enterprise agreement
e B. Variable cost

e C. Perpetual

e D. Fixed cost

He: B
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Variable cost is a billing concept that means the customer pays only for the resources they consume, and the cost varies depending
on the usage. This is different from fixed cost, which means the customer pays a predetermined amount regardless of the usage.
TaaS-based setups typically use variable cost billing, as the customer can provision and deprovision resources on demand, and only
pay for what they use. This allows the customer to optimize their costs and scale their resources according to their needs123.
Reference: [CompTIA Cloud Essentials+ Certification Study Guide, Second Edition (Exam CLO-002)], Chapter 1: Cloud
Principles and Design, pages 17-18.
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