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AL #44

You configured a tunneled SSID with captive portal and a ClearPass Guest Self Registration workflow when testing and launching
the self-registration workflow, after successful registration, the login action shows the following error:

Hmm. We're having trouble finding that site.

We can't connect to the server at securelogin.mydomain.comy
If you entered the right address, you can:

» Try again later

= Check your network cdhniegtion

+ Check that Firefox has permission to access the web (you might be connected but behind a firewall

‘What is the best solution to resolve this error?

e A Youneed to De connected to the guest SSiD while testing.
¢ B. Youneed to include the root and intermediate certificates in the captive portal certificate for your access points
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¢ C. Youneed to include the root and intermediate certificates in the captive portal certificate for your gateway
¢ D. Youneed to change the Login Address in ClearPass to securelogin arubanetworKs.com

¥e: C

Y.

Including the root and intermediate certificates in the captive portal certificate for the gateway will resolve the error seen during the
login action after successful regjstration. This is necessary to ensure the SSL/TLS handshake can be completed successfully, as the
client browser needs to validate the entire certificate chain.

HEE #45

A customer has deployed an AOS 10 mobility gateway cluster consisting of three controllers at a single site The WLAN is
configured to tunnel wireless device traffic to the AOS 10 mobility cluster. The clients are authorized to use WPA2-Personal. An
end-user has opened a ticket with the helpdesk stating they cannot connect their client device to the network. There are other
devices currently associated with the SSID with no issues.

Nov 15 @9:47:48.923 g cB8:3 58: o 3 | 3 wpa2 psk aes
Nov 15 98:47:48.923 C

23 mic failure

3 mic failure

23 mic failure

Reviewing the output, what Is the issue?

A. transition mode is not enabled

B. The client device has an invalid certificate

C. The client device has an invalid pre-shared key.

D. The RADIUS response from the authentication server is

2
m

S": C

ME.

The issue indicated by the output is an invalid pre-shared key (PSK). The logs show multiple failures during the WPA2 key
exchange process, which points to a mismatch between the PSK configured on the client device and the PSK expected by the AOS
10 mobility gateway.

ZE #46
Which statement about the AOS-CX VOQ feature is true?

A. Tt provides ingress buffers with queues for each egress port to reduce risk of dropped packets

B. It optimizes LACP uplinks that connect to multi-chassis VSX LAGs

C. It dynamically allocates extra buffer space to egress queues to reduce the potential of dropped packets
D. It enhances local prioritization of datagrams marked with priority code points

HE. A

MY

Comprehensive and Detailed Explanation (Verified Extract from HPE Aruba Networking Switching Documentation) VOQ (Virtual
Output Queuing) is a hardware-based queuing mechanismused in the ArubaOS-CX architecture to prevent head-of-line blocking
and minimize packet drops in high-throughput environments.

How VOQ Works:

* Each ingress port maintains a separate queue for every egress port in the system

* When a packet arrives, it is placed in the ingress buffer corresponding to its destination egress port.

* This structure ensures that traffic destined for one congested egress port does not block packets heading to other ports.

This architecture is critical in high-speed modular switches and aggregation cores (such as the Aruba 8400 and 10000 Series),
allowing the fabric interconnect to forward traffic efficiently without dropping packets due to port congestion.

ArubaOS-CX Technical Extract:

"Virtual Output Queuing (VOQ) provides per-egress-port queuing at ingress buffers, preventing head-of-line blocking and ensuring
high throughput across the switch fabric. Each ingress queue corresponds to a specific egress port, allowing packets to be
transmitted as soon as the egress port becomes available." Option Analysis:

* A. Incorrect - Refers to priority marking (QoS), not VOQ operation.



* B. Correct - VOQ provides ingress buffers with queues for each egress port, reducing dropped packets and head-of-line
blocking.

* C. Incorrect - VOQ is not related to LACP or VSX link aggregation.

*D. Incorrect - VOQ does not dynamically allocate egress buffer space; it segregates ingress queues per egress destination.
Final Verified answer: B

Reference Sources (HPE Aruba Official Materials):

* Aruba AOS-CX Technical Architecture Overview - Virtual Output Queuing (VOQ)

* Aruba 8400/10000 Series Switches Hardware and Performance Guide

* Aruba Certified Switching Expert (ACSE) Study Guide - Switch Fabric and Queuing Mechanisims

HAE #47

Your customer asked for help to apply an ACL for wireless guest users with the following criteria:
* Wi-Fi guests are on VLAN 555

* allow internet access

* only allow access to public DNS servers

* deny access to all internal networks except for any DHCP server

These session ACLs are already present in the CLI of the mobility gateway group:

ip sccess-list [Fesbidn dns-acl
any any svordgy Bermiv

ip lcc'sl list dasglon dncp-ack
iy Swe-dREp permit

ip -eetat lise session allowall

-"'r any any permit
vk any .45.- cny permit
ip --:-:o s-list seion dnternsl-networks
WESr NETwor Ir 172,16 9.8 I55.240.9.@0 any dany
user Aetwork 187 168.8.8 I55.255.8.8 any deny
USer AEtwork|1D.0.8.0 235.8.0.0 any dery

You have access to the CLL Which user role meets all the criteria?

o l-l.le-wtll.

user-role “"WiFi-guest™
access-list sessiop(dhcp-acl
access-list session ‘internal-networks
access-list session dns-acl

vian 555

user-roles “WiFi-guesst™
access-list session dhcp-acl
acceass-list sessiof @ng-acl
sccass-list sdssion internal-networks
= access-list session allowall
° C vian 558

HE: B

MY

Based on the criteria provided for wireless guest users, the correct user role configuration nmust allow internet access, only allow
access to public DNS servers, deny access to all internal networks except for any DHCP server, and place the Wi-Fi guests on
VLAN 555. The ACLs must permit services necessary for basic internet access (such as DNS and DHCP) and block access to
mternal networks.

Option A satisfies these criteria with the following configurations:

user-role "WiFi-guest™ This defines the role for Wi-Fi guests.

access-list session dhep-acl: This applies the access list that likely permits DHCP, which is necessary for guests to obtain an IP
address.

access-list session dns-acl: This applies the DNS access list, which likely restricts guests to using public DNS servers.

access-list session internal-networks: This applies the internal networks access list, which denies access to internal networks.
vian 555: This sets the VLAN for Wi-Fi guests to 555.

Options B, C, and D are incorrect because they includeaccess-list session allowallwhich would permit all traffic, contradicting the
requirement to deny access to all internal networks.

EE #48
A campus topology uses VSX with a collapsed core topology. The customer added redundant SFP+ transceivers and reconfigured



their mobility gateways from a single link to an aggregate Link. You are asked to verify the CLI output for the link aggregation
configuration for one of the mobility gateway cluster members below.

interface lag 182 multi-chassis
ne shutdown
description ArubaGeY eI
no routing

vlian trunk native 10@
vian Tfunk allowed all
lacp mode active

lacp rate fast

What is a valid configuration?

interface port-channael @
description Connected_t
suitchport sode trunk
switchport trunk nati
trusted K
trusted vian 1-4054

1 "
interface ',i!::itltm '.l'."l

descript

switchport moda trunk

smitehpoart l.i-aﬁs native vian 108

trusted %

trund.ylm 1-4a%4

Arotp @ nd-t active
neb Jiseout short

intoﬂ‘uﬂ glgmit-tw LTS
dezcript Coredl
o A lace grour @ mode active

interface port-channel @
description Connected_to_Core
suitchport mode trunk

trusted oo'((\

trusted vian 10@

interface gigabite
g Al

Connected_to_Core
mode trunk
an 1-40%4

switchport mode trunk
switchport trunk native vlian 100
trusted
trusted vian 1-4994
- lacp group 6 mode active
interface gigabitethernet @/9/3
description Core8l
awitchport mode trunk
switchport trunk native vlan 1090
trusted
trusted vian 1-4094
o C. lacp group @ mode active

interface port-channal @
description Connected_to Cobe
switchport sode trunk
Erusted
trusted vian 1-3852

interfacse nﬂbim e/a/z
description Cored®
lacp group @ mode M‘-iﬂ
lacp timsout short

I
interface gi

::u-iwt
. D <P group @
Y. A
ME.

The configuration shown in Option A is a valid configuration for a multi-chassis link aggregation (MC-LAG) setup. It specifies the
use of LACP (Link Aggregation Control Protocol) with a fast rate of LACP PDUSs exchange, which is appropriate for creating a

resilient and high-throughput link aggregation. The 'vlan trunk allowed all' command allows all VLANS across the trunk, and 'vian
trunk native 100" sets VLAN 100 as the native VLAN for untagged traffic.

HEE #49
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