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A. Routerl is a traffic-diversion router.

B. A traffic-diversion channel is established between 10GE1/0/1 of Router] and 10GE2/0/1 of the cleaning device.

C. The cleaning device injects traffic from different Zones to different interfaces (10GE1/0/2 and 10GE1/0

/3) of Router1 based on PBR.

D. After the injected traffic reaches Router1, Router] forwards the traffic to Router2 or Router3 based on its forwarding
mechanism. Finally, the traffic reaches different Zones.

Answer: A,B,C,D

Explanation:

Understanding Policy-Based Routing (PBR) in this Scenario:

* PBR (Policy-Based Routing)is used toredirect and control traffic flowbased on policies instead of traditional routing,

* Router] is acting as a traffic diversion device, redirecting traffic through acleaning devicebefore sending it to the final destination
(Zores).

HCIP-Security References:

* Huawei HCIP-Security Guide# Policy-Based Routing (PBR) and Traffic Diversion

* Huawei CloudCampus Traffic Optimization Guide# Cleaning Device Integration with Routers

* Huawei USG Series Firewall Configuration Guide# Traffic Redirection for Security Inspection

NEW QUESTION # 13

iMaster NCE-Campus has a built-in LDAP module that enables it to finction as an LDAP server to interconnect with access
devices through LDAP.

e A TRUE
e B. FALSE

Answer: B

Explanation:

Comprehensive and Detailed Explanation:

* Master NCE-Campus does not have a built-in LDAP server.Instead, it integrates with external authentication servers such as:
* RADIUS servers

* Active Directory (AD) with LDAP

* HWTACACS servers

* Why is this statement false?

* Master NCE-Campus can connect to LDAP but does not act as an LDAP server itself.

HCIP-Security References:

* Huawei HCIP-Security Guide # iMaster NCE-Campus Authentication Integration



NEW QUESTION # 14
Which of the following statements are true about SYN scanning attacks?(Select All that Apply)

¢ A. When the scanner sends a SYN packet, an RST response indicates a closed port.

¢ B. When the scanner sends a SYN packet, if the peer end responds with a SYN-ACK packet, the scanner then responds
with an ACK packet to complete the three-way handshake.

e (. Ifthe peer end does not respond to the SYN packet sent by the scanner, the peer host does not exist, or filtering is
performed on the network or host.

e D. When the scanner sends a SYN packet, a SYN-ACK response indicates an open port.

Answer: A,CD

Explanation:

Comprehensive and Detailed Explanation:

* SYN scanning is a stealthy technique used to identify open ports on a target system without fully establishing a TCP connection.
* How SYN scanning works:

* The scanner sends aSYN packetto the target port.

* The target responds based on the port state:

* SYN-ACK # Port is open(Correct - D).

* RST# Port is closed(Correct - A).

* No response # The host does not exist, or a firewall is blocking it(Correct - B).

* The scammer doesnot send an ACK (unlike a full TCP connection). Instead, it sends anRSTto avoid detection.

* Why is C incorrect?

* In SYN scanning, the scamner does NOT send an ACK to complete thehandshake. Instead, it sends an RST to abort the
comnection.

HCIP-Security References:

* Huawei HCIP-Security Guide # SYN Scanning Techniques

NEW QUESTION # 15
[Psec VPN does not support encapsulation of non-IP unicast packets.

e A TRUE
e B FALSE

Answer: A

Explanation:

Comprehensive and Detailed Explanation:

* IPsec VPN only supports IP unicast traffic.

* Non-IP unicast packets (such as multicast and broadcast) are not natively supported.
* To transmit multicast traffic over IPsec, GRE over [Psec is required.

* Why is this statement true?

* Standard IPsec VPN does not support non-1P unicast packets.

HCIP-Security References:

* Huawei HCIP-Security Guide # IPsec VPN Limitations

NEW QUESTION # 16

Huawei iMaster NCE-Campus is a web-based centralized management and control system in the CloudCampus Solution. It
supports user access management and can finction as multiple types of authentication servers. Which of the following servers can
iMaster NCE-Campus not be used as?

A. Portal server

B. RADIUS server

C. HWTACACS server
D. AD server

Answer: D

Explanation:



Comprehensive and Detailed Explanation:

* iMaster NCE-Campus finctions as multiple authentication servers, including;

* Portal Server# For web-based authentication.

* RADIUS Server# For centralized authentication and policy enforcement.

* HWTACACS Server# For administrative command authorization.

* Why is B correct?

* iMaster NCE-Campus cannot finction as an Active Directory (AD) server.It can integrate with an external AD server but does
not replace it.

HCIP-Security References:

* Huawei HCIP-Security Guide # iMaster NCE-Campus Authentication

NEW QUESTION # 17
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